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Objectives

* Using a local Certificate Authority (CA)
— Create a local CA on your iSeries
— Create a system certificate
— Install server certificates
— Assign certificates to applications (iSeries Access Servers)
— Install the Local CA certificates
» Onyour PC
* IniSeries Access
« Setting up PC5250 Client Authentication
— Create a client certificate on your iSeries
— Export client certificate to client
— Enable telnet server for client authentication
— Configure prompting modes in iSeries Access
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Objectives (continued)

* Using a well-known Certificate Authority (CA)
— Obtain digital certificate

— Assign certificate to applications (iSeries Access Servers)
— Configure the iSeries Access functions to use SSL
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Server Authentication Secure Sockets Layer
(SSL) Flow

1. The server is authenticated when
1.

iSeries Access Client sends a secure connection
request to iSeries Access Server
Q 2. Server sends Client its digital certificate

3. Client verifies the server's certificate and

determines if it trusts the issuer of the certificate
2. After server authentication is complete
1.

- ) iSeries Access
Session keys are negotiated and the rest of the Servers

iSeries Access for flows are encrypted.

Windows Clients

===

List of*
trusted

signers
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Client Authentication Secure Sockets Layer (SSL)
Flow 1. The client is authenticated when
1. iSeries Access Client sends a secure
connection request to Server.
Q * 2. Server sends its certificate, and requests a
client certificate.
3. Client validates the server certificate, and
sends its certificate to the Server.
4. Server validates the client certificate.
2. After client authentication is complete  iseries Access
iSeries Access for 1. Session keys are negotiated and the rest of Servers
Windows Clients the flows are encrypted.

* List of

trusted
signers |
©2004 IBM Corporation
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Creating a Local CA on your iSeries and creating
a system (server) certificate...
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Obtaining a server certificate from a local CA
(the iSeries)

Create Local CA
2)
Create Server Cert
(3)
(1) Digital Certificate l
Manager (DCM)
Certificate
stores

Web Browser

iSeries Server

©2004 IBM Corporation
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(0) corvar’
= iSeries Tasks - Microsoft Internet Explorer

File Edt Mew Favorites Tools  Help

daBack » = - (D i) | Qhsearch [GFavorites ¢ fHistory | - & -

Address [@] http:jy Systu 2001

' iSeries Tasks e
() IBM Corporstion 2000

Systenl RCHLANDIBM COM

@P IBM HTTP Server for iSeries
Configure the iSeries HTTP Server and 351
. IBEM WehbhSphere Application Server - Express for iSeries
= Configure application servers and deploy applications

Digital Certificate Manager
Create, distribute, and manage Digital Certificates

» Logon to the iSeries Tasks page. Enter the URL
http://your_iSeries_name:2001

 Signon with your OS/400 userid and password (you must have
*ALLOBJ and *SECADM)

» On the tasks page, click Digital Certificate Manager
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Bookmarks A

Location: |http:// Systemt 2001 /QIBM/ACS S/Certbdmin/ queucm . ndmsmain

D" NewiCool

L&

4 Intemet |’_|" Lookup

|BM Instant Message

s

Select a Cerificate Store
Expand All Collapse All

P Manags User Cortificates
m Create New Cestificate Store

n Create a Certificate Authority
(Ca)

p Llanage CRL Locations

37E9-NC1, 5769-NCE, 5769-351, 5722-551 (C) Copyright IBM Cotporation 1997, 2000

Use, duplication o disclosure restricted by G354 ADP Schedule Contract with IBM Corp,

Digital Certificate Manager

Allsights reserved,
US Government Ussts Restrictsd Rights -

Licensed Materials - Property of IEM
ey e

Contains software from RS4A Data Security, Inc

n Manage FEIX Request.

Lacation

Return to A3/400 Tasks

Secure Connection

.

Click on "Create a Certificate Authority" on the left
Then, select "Local Certificate Authority" on the right

Getting Started

©2004 IBM Corporation
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store

Key size:

Select 3 Certificate Store
Expand All Collapse All

Certificate store password:

b Manage User Certificates Confirm password:

n Create New Certificate Store

» Create a Certificate Authority . o
(€8) Certificate Authority (CA)
b Ianage CRL Locations name:
Organization wnit:

= Manage PEIX Regquest

Location

Beturmn to A3/400 Tasks

Secure Connection

Organization name:
Locality or eity:
State or province:
Country:

Complete the form page and click OK.
Note: Each store has its own password

LTI ULIL ALY LULY, LULAL T MILALD SUIVLILY st

The system will create a certificate with a private key and store the certificate in the Local Certificate Authority (CA) cer

Digital Certificate Manager Q

1024 =] (bits)
Fremer | frequied)
Frer | frequied)

Certificate Information

Jcommon 2001 (required)

ICliEnr. Aooess

IIEM (required)

[rocheater

Jinn (required:minimum of 3 cha

IH (recuired)

» Hint: Don't forget this password. You'l
need it to work with this certificate store
in the future.
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Install Local CA Certificate

Cextificate type: Certificate Authority (CA)
Certificate store: Local Certificate Authority (C4)

4 certificate for your Certificate Authority (CA) was created and stored m the local Certificate Authortty (CA) certificate store
Tou must nstall the Certificate Authority (CA) certificate in your browser so the browser can venfy certificates that your CA
1ssues. Cleck the followmg ink to mstall the certficate m your browser, Your web browser wil display several windows to help
you complete the nstallation of the certriicate.

Install certificate

After installing the certificate, select Contire so you can provide the policy data that will be used for signing and issuing
certificates with this Certificate Authority (CA)

Continue | Cancel

Note: Installing certificate with IE will start an IE wizard for
importing a certificate.

@server’

*The Install Certificate link
allows you to install the CA
certificate on your browser. If
you want your browser to
recognize certificates issued
by this intranet CA, you can
download the intranet CA
certificate now (or do it later.)
*You can go ahead and do
this, especially if you are going
to have web applications that
use https. However, putting
the CA certificate in your
browser won't help you with
SSL and the Client Access
Express servers. You need
to get this certificate in your
Client Access Express key
database, which defaults to
cwbssldf.kdb

«To verify that it was installed
on your browser, click on the
Security icon, then click on
Signers.

©2004 IBM Corporation
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Certificate Authority (CA) Policy Data

@ server’

Tour Certficate Authority (CAY was created with the default policy data shown below. Change the data o vou want and then

select Contitme.

Allow creation of user certificates: © No

Validity period of certificates that are issued
by this Certificate Authority (C'A) (1-2000): o5 | (days)

Drays untl Certificate Authonty (C4) expares: 1095

Continue | Cancell

+ Select Yes if you want to allow the creation of user certificates from this

CA. This is needed for Client Authentication
+ Click OK
* You have now created a local CA on your iSeries!!!

© 2004 IBM Corporation
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Digital Certificate Manager o

Policy Data Accepted

‘ The policy data for the Certificate Authonty (C'A) was accepted

ey Select Contie to create the default server certificate store (*3Y3TEM) and a server cerfificate signed by your Cerfificat
Authority (C4). This will allow server authentication by users that use this system as a server
Expand All Collapse All

P Mlanage User Certificates
u Create Mew Centificate Store

u Create a Certificate Authority
(CA)

p Ianage CEL Locations

= Manage PETE Request
Location

Return to AS400 Tasks

Secure Connection

Cantinue Cancel

* Policy data for CA was changed message will be shown along with a list of
registered applications.
» Click on Continue button

©2004 IBM C ti = = =
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- SN L e -
p— JE’-‘.".WAM Certificate type: Server or client er

AT iy
i Certificate store: *3TSTEM

Select a Cedificate Store
Expand All Collzpse All

} Mansge User Cortificatas

The system will create a certificate with a private key and store the certificate in the default server certificate store (*ST

Key size: 1024 7| (bits)

u Create New Cestifieate Stoge Certificate label: ISYEtEm certificate {required)
Create a Certificate Authority T §
.(CKZ; 2eroale Axfent Certificate store password: |*s=77% (required)

} Manage CRL Locations Confum password: LRI (required)

n anage PKT Request

Location Certificate Information
S del s e Common name: |SPI ing COMMON {required)
__ Seaure Comnestion_| Organization unit: [criene secess
Organization name: O (required)
Locality or city: IRDchEstE[
State or province: |M1nn lrequured:rmimum of 3 charac
Country: |E (recquired)

» Fill out the Create a System Certificate form. Note: This password is different than the
CA Store.

+ Info on bottom cut off about IPV6 is for VPN. Read help on VPN for info. Ignore for now.

+ Click OK

©2004 IBM Corporation iseries mySeries
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Configuring an Application to Use a Server

Certificate ...

©2004 IBM Corporation
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Select Applications

- Tour certificate was created and placed in the *3TSTEM certificate store.

@server’

Certificate type: Server or chent
Certificate store: *3TSTEM

Select which applications will use this certificate

Select All | Clear Al

| Application | Type |Assigned certificate
|F| Q300 TCP Central Server |Server {None assignad)
|F| Q3400 TCP Database Server |Server {None assignad)
|F| Q3400 TCP Data Queue Server |Server {None assignad)

% 081400 TCP Network Print Server

|
|
|
|
|Server | {None assignad)
|
|
|

|F| Q35400 TCP Remote Command Server |Server {None assignad)
|F| Q300 TCP Signon Server |Server {None assignad)
|Server {None assignad)

™ | ¥ 081400 TCR/P Telnet Server

System Certificate created
message will be shown

along with a list of

registered applications.
Choose the application that
will use the certificate you

just created. This

associates the digital @
certificate the server is =
going to use on the server
authentication portion of the
SSL-handshake.

Click OK

iSeries. mySeries.
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Object Signing

Application Status

The applications vou selected will use this certificate.

Select Continue to create the default object signing certificate store (*OBJECTSIGNING) and an object signng certificate
signed by your Certificate Authority (CA). Tou can then use your system to sign objects

Caontinue | Cancell

» Click on Continue enable your system to sign objects
« Note: This is not needed for iSeries Access, so could be done later.

©2004 IBM Corporation
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Certific ate:ture: *OBIECTSIGHING

The system will create a certificate with a private key and store the certificate in the default object signing certificate store
(*CBIECTSIGINING)

Key size: 1024 =] (hits)

Certificate label: ISYstem name (required)
Certificate store password: I**“” (required)
Confirm password: I****** (required)

Certificate Information

Cominon name: Ispr ing COMMCI {required)
Orgamization unit: IC lient Access
Orgamzation name: |IBH (required)
Locality or city: IRDchester
State or province: |Hinn (requiredminitram of 3 characters)
Country: IE (required)
* Fill in form
* Click on OK

© 2004 IBM Corporation
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Select Applications

Tour certificate was created and placed in the *OBJECTSIGNING certificate store. ‘

This completes the process of setting up your system as a Certificate Authority (CA)

Users must install the Certificate Authortty (CA) certificate m thetr browsers so their browsers can venfy certificates that your
C4 issues.

o

* You have now:
+ enabled the iSeries to be a CA
« created your first server (or system) certificate signed by your CA
- assigned that certificate to the iSeries Access servers
= After you have created your first certificate, the system creates a "*SYSTEM
certificate store." As you create more certificates or import them from well-known
CAs, you will probably want to store them in the *SYSTEM certificate store.

©2004 IBM C ti = = =
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Servers to enable for iSeries Access Functions
iSeries Access Function Servers to Enable
5250 Display & Print Sign-on, Central, Telnet
Data Transfer Sign-on, Central, Database
Base Ops Nav Sign-on, Remote Command
All Ops Nav Function Signon, Remote Command, File,Print, Database,
Web Admin,Mgmt Central, Directory, Data Queue
ODBC Sign-on, Database
OLE DB Sign-on, Database, DDM, Remote Command, Data
Queue
AFP Viewer Sign-on, Print

« If Application Administration is being used, then always enable Remote Command. Also,
Central may be required if translation tables need to be downloaded for other languages.

» There is no harm in using the same certificate for all applications

» There is no harm in assigning a certificate to applications even if you do not intend to
enable them to use SSL.

« List of port numbers is in 1112227 at:

oo * http://lwww-1.ibm.com/servers/eserver/iseries/access/caiixe1.htm
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Getting a CA certificate into the iSeries Access
for Windows Client's list of trusted signers ...

©2004 IBM Corporation
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Installing SSL on your Client

* Click on Selective Setup in the IBM iSeries Access for Windows folder.
* Follow the wizard - specify where you are going to install from

* Look for, then expand the SSL choices. Choose the encryption strength
to install.

— Hints: if SSL does not show up in the list of choices, you are either not
authorized to the directory \QIBM\ProdData\CA400\Express\SSL or you need
to install one of the encryption products (CE2 or CE3)

— The encryption products must be installed from an AS/400 directory - they are
not on the iSeries Access install CD in V5R2 and earlier.

For V5R3, the SSL component is shipped on that CD.

* Verify that Secure Sockets Layer (SSL) is under the "Added components”
heading
* In the iSeries Access for Windows folder you will see a new IBM Key

Management icon as well as a new tab Secure Sockets in the iSeries
Access for Windows Properties dialog.

© 2004 IBM Corporation

iSeries. mySeries.




@server
Installing CA onto client PC A download button is

System1 Properties available in iSeries Navigator
General | Connection Securs Sockets | Licenses | Restart | Divectory Services | Service | Plugins | to easily move the CA into the

2 key databases used by

iSeries Access:

¥ ilise Secure Sockets Layer [S5L] for connectiors — iSeries Access key

e database
e - Java key database (used

by Java components of
- D5/400 Certficats Author ) |Ser_|es Navigator) ]
» Right-click on system name in

~Secure Sockets Layer

For Client ccess Express to tust server certificates signed or created by the

05/400 Cettiicate Authority, the 057400 Certificate Authority must be iSeries Navigator, and choose
downloaded to this PC. Note: Some other Certiicate Authorities are provided " o
with Clisrt Ascess snd di not nsed o be dowrioadsd Properties".

« From "Secure Sockets" tab,
check box to enable SSL.
» Click on "Download" button.
Download
Dokt | » Restart iSeries Navigator for
SSL to take effect for iSeries
Navigator

To use the 05/400 Certificate Autharity, click download.

aK I Cancel Help |

©2004 IBM C ti = = =
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Enabling iSeries Navigator for SSL...

£ AS/400 Dperations Mavigator
File Edit “iew Options Help

| FlEe =] S5 s
| Environment: by A5 /400 Connections | My A45/400 Connections

=88

ment Central [Myas400] MName | Signed On User | D escription
00C {;_" b paz400 Manage thiz 45./400.

Manage
My A5 400 Connections:

S8 Myas400

 After restarting iSeries, notice the padlock on the iSeries you just configured to
use SSL

» Also, once SSL is turned on in iSeries, all other iSeries Access applications that
are started from that point on will also get SSL as the default (including 3rd-party
apps that use iSeries Access APIs.)

©2004 IBM Corporation iseries myseries
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Enabling SSL on iSeries Access functions

©2004 IBM Corporation
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Enabling PC5250 Sessions for SSL...
“- Configure PC5250
» Open your 5250
System name; Properties
Pt | session. From the
Workstation 1D menu bar1 click
Tope of emuation Communication, then
& Display Sios select Configure
| = Select Properties
== + Click on Secured with
Connection [ 7] %] SSL
Secui » Click on Apply or OK.
7~ Mot secured

1% Secured with Secured Sockets Layer [S5LE

" Use same security as Operations Navigator connection

Carrentsecuityy Wobsesired

oK I Cancel Lpply Help

© 2004 IBM Corporation
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Enabling Data Transfer for SSL

8 Data Transfer To AS/400 [_[=]x
File  ¥Wiew Tools Help
Sl 5 &
PC
File name: | Browse
—AS/400
System:  [MYAS400 =l
Library.File{tember]:
[ Browss.. |
Properties

Eonversionsl Library L\stl Display Connection | Startupl

|: Securi

" Do not use Secured Sockets Laper(55L)

" |Jse same security as Operations Mavigator connection

[Eunentsecuriy: Danobuse S50

@server’

* Open the Data Transfer
you want to configure to
use SSL. From the
menu bar, click File-
>Properties

From Properties, click
the Connection tab.
From Connection,
choose which option you
want.

Click OK

You can save this data
transfer by using File-
>Save

©2004 IBM Corporation
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Enabling ODBC for SSL
£10DBC Data Source Administrator H
User DSN | System DSM | Fils DSN | ODBC Drivers | Tracing | About | + Launch ODBC Administration
" : * Click on the User DSN tab
User Data Sources: Add .
- I 2 » Double-click on the user Data Source
ame el 1
PCOM DB2/400-32 b 16M Personal Communcalions DBZ/40 Remove you want to configure to use SSL.
PCOM DE2/MYS-32 bit IBM Personal Communications-DB2/M = + Click on Connection Options in the
J 0 | anhgure...
M _ E!\ent{hccessgggggr\ver[gggwt! Lonhg General tab.
- Select Use Secured Sockets Layer
S —— (S.SL) under the Security heading
= Use Windows user name and passward, ho prompling ° CIICk OK
© Use defauk user ID, prompt a5 nesded * Close the ODBC Setup.
] + Current connections must be closed
 Prampt very tine and re-opened to take effect

" Use Dperations Navigator default

~ Secu
" Do naot use Secured Sockets Layer [S5L)
™ Use Secured Sockets Layer [S5L)

@« Use same secunty az Operation: Navigator connection

Ok I Cancel Help

©2004 IBM Corporation
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Creating Client Certificate for Client
Authentication

©2004 IBM Corporation
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Enabling Client Authentication in DCM

« Client Authentication of the telnet server is available on V5R1 and later
« Start with the main DCM screen below, and click on "Create Certificate"

in the left navigation pane.

Selsct a Carlificate Store |

Expand All Coliapse st |

m Create Certificate

= Create New Certificate Store

= Install Local C& Certificate on
Four PC

P Llanage User Cestificates
P Manazs CRL Locations

Digital Certificate Manager

STER-NC1, 5TER-NCE, 5769-551, 5722-831 (C) Copyright IBM C
Al rights reserved.
TS Governunent Users Restricted Rights -
Use, duplication or disclosure restricted by G234 ADP Schedule (
Licensed Materials - Property of IBIM
Eonou i n e

Contains software from REA Dat:

u Manage PKIX Request
Location

Getting Started

©2004 IBM Corporation

iSeries. mySeries.




@server’

Digital Certificate Manager

Create Certificate

Select the type of certficate that you want to create.

" Server or client certificate for another AS/400

Select a Cerifficats Store |

' Object signing certificate for another AS/400

Expand All | Collapse anl | & TUser certificate

n Create Certificate
Cantinue Cancel |
n Create Mew Certificate Store _l

* Select "User Certificate" as the type of certificate.
« Click on the Continue button.

©2004 IBM C ti = = =
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= gn -
Certificate Information
Select a Cediflcate Stors | Certificate Information
User name: JEFFV
Expand Al | Collapsean |
Organization unit: |C lient hccess
- Disois Dewinei Organization name: IIEM (required)

u Create New Certificate Store . i
Locality or city: IRaches\:er
m Install Local CA Centificate on
YourPC State or province: |M1nn
P Mlanage User Certificates
pIlanage CEL Locations

u Ml anage PEIX Request
Location . . . .
If you want to use this certificate for secure e-mail, enter your e-mail address

Betun to A5A00 Tasks

Secure Connection

(required minimum of 3

Country: IE (required)

E-mail address: (user_name@domain_name) |

Select the key size for your web browser to use when generating the private key for your certificate

Key size: | 1024 (High Grade) 'I (bits)
Continue | Cancel |

«Fill out the Certificate Information. The Email address is not used by
iSeries Access for Windows.
»Bottom section will only be displayed to Netscape users

—— i 8
©2004 IBM Corporation »Click on Continue ies
VG IGDs 111 WG .
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Private Key Generation

% Generate A Private Key - Netscape

4 Generate A Private Key

When you click 0K, Communicator will generate a Private Key for your
Certificate. This may take a few minutes.

Important: If you interrupt this process, you will have to reapply
for the Gertificate.

Iore Info. Ok Cancel

« If using Netscape, this screen is shown
* Click on OK
» With Internet Explorer, this screen will not appear

©2004 IBM Corporation
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Create User Certificate
‘ A user certiicate was created for you.
Sale s D st Chek the followng hink to mstall the certificate in your browser. Your web browser may display several windows to help yo

complete the mstallation of the certricate.

Expand All Collapse All

| Creaie Certificate
| Create Hew Certificate Stors Dane

Install certificate

Click on the Install Certificate link

©2004 IBM Corporation
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If using Netscape, then...

Your Certificates

Secwity Info You can use any of these certificates to identify yourself to other people and to web sites
Passwords Communicator uses your certificates to decrypt mformation sent to you. Tour certificates
—_ are signed by the organization that issued them.

Navigator

Messencer These are yvour certificates:

JEFFV's IBM ID

e |
Werify |

Java/JavaSeript
Certificates

Yours Delete |
People Export |
Web Sites
Signers
Ciyptographic Tou should make a copy of your certificates and keep them in a safe place. If you ever
Modules lose your certificates, you will be unable to read encrypted meil you have recerved, and
veu may have problems identifiing vourself to web sites.
Get a Certificate. .. I Import a Certificate. .. |
+ With Netscape, click on Communicator->Tools-> Security Info. Netscape
will prompt for key database password too.
» Click on the certificate, then on the Export button
» When prompted, save the certificate as a PKCS12 file.
©2004 IBM Corp » Password protect the file. ies
L]

Internet Options Certificates
General | Security | Privacy | Content | Connections | Programs | Advanced Intended purpose: <All> | V
Contert Advisor Personal | Dther People | Intermediate Certification Authorities | Trusted Root Certificatior|.$ |2
Ratings help you control the Intemet content that can be
wiewed on this computer. | Issued To Issued By Expiratio... | Friendly Name
AMIg COMMON Orlando 9/7/2004 <None>

Certificates

% Use certfficates to positively identify yourself, cenification
@l authorities, and puhlis}'?/_\

[ Clear S5L State ]([ Cerificates... )[ Publishers... ]

Personal information \_/
n,  AutoComplete stores pravious ertries
and suggests matches for you uoConpicte o ’

Certificate intended POTHOses

All=
Microsoft Profile Assistant stores your &
personal information. LIARLES

* From the toolbar, select Tools->Internet Options
» From the Content page, click on Certificates

© 2004 IBM Corporation
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Exporting a certificate with IE continued...

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificats revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to estabish secure netwark
connections. A certificate store is the system area where
certificates are kept.

To continue, diick Next.

| Cortificate Fxport Wizard

Lxport Fibe Format
Certificates can ba expiorted in & varisty of fie formass

Eeect the format you want o use:

% Personyl Informatien Exchange - PRCS =12 [PFX)
[ Iinciyde of cernficates in the certificaben path if possinie
[Elgnabile srong protection frequanes I 5.0, NT 4,0 574 or sbave]

[IEwete e private oy o the sport is scomeeful

[agos [ pert> | [ comee |

Certificate Export Wizard

Export Private Key
You can choase to export the private key with the certificate.

Private keys are password protected. IF you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

() No, do not export the private key

[ <poce J[ nea> | [ conel ]

@server’

*The certificate export wizard starts. Select
Next

*Then select Yes, export the private key
and then Next

*Then select the Personal Information

==Exchange button and then Next

iSeries. mySeries.

Exporting a certificate with IE continued...

@server’

Certificate Export Wizard

File to Export
Specify the name of the file you want to export

Flle name:
C:\CertificatelSystem 1.pfi

Csme o> ) (Come

Certificate Export Wizard

e

Completing the Certificate Fxport
Wizard

You have successfully completed the Certificate Expaort
wizard.

You have specified the following settings:

File Name C:\Cer
Export Keys Yes
Indude al certificates in the certification path No
File Format Person|
< >

[ <Bock ][ Fmsh ] [ cancel

* Next you will be prompted for a password to protect the file. Enter a

password and confirmation.

» Select a location to save the file, and select Next
» Select Finish to complete the export

©2004 IBM Corporation
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Enabling Telnet Server for Client Authentication

Digital Certificate Manager

Select a Certificate Store

Zelect the certificate store that you want to open.

' Local Certificate Authority (CA)
@ *SYSTEM
o
o

Select 2 Cerlificate Stare |

Expand Al Collapse Al |

*OBIECTSIGNING
Other Systemn Certificate Store

u Create Certificate
u Create Mew Cettificate Store

u [nstall Local C4 Certificate on M M

* Click on "Select a Certificate Store"
* Select *System
* Click on Continue

©2004 IBM Corporation
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Digital Certificate Manager

TUpdate Application Definition

Select the type of application that you want to update.

®  Server - Add, change, or remove certificate assignment for a server application

Selact 2 Certificate Store |

' Client - Add, change, or remove certificate assignment for a client application

Expand all_| _ Collapse Al
Continue | Cancel |
P Fast Path

m Create Certificate
m Create Mew Certificate Store
m [nstall Local CA Certificate on
Your PO
P Lanage Certificates
whianage Applications
= View application definition
= Update cestificate assigrnment
m Define C& trast list
m Add application
= Remove application
= Updaie application definition
m Validate application

» Under "Manage Applications", select "Update Application Definition"
« Select "Server" in the right pane.

©2004 IBM Corporation

iSeries. mySeries.




Update Application Definition

Application type: Server

Select a Certificate Stare |

@ server’

Digital Certificate Manager

Select the application that you want to update

Expand All_ | Collapse an_|

Application

Certificate Assigned

» FastPath O3/400 TCP Central Server

System certificate

= Create Certificate O5/400 TCF Database Server

System certificate

m Create Mew Certificate Store 05400 TCP Data Queue Server

System certificate

m [nstall Local C&
¥our FC

on

O5/400 TCF MNetworle Print Server

System certificate

P Lanage Certificates

03/400 TCF Remote Command Server

System certificate

whianage Applications
= View application definition

L[]

|©3/400 TCP Signon Server

| System certificate

= Update
= Define CA trust list

O3/400 TCRAIP Telnet Server

| System certificate

m A dd application

O35/400 DDR/DEDA Server - TCR/AIP

| System certificate

m Remove application
date lication definition

0500 Cluster Security

None assigned

'1‘ '1‘ 1@

O5/400 - Host Servers

m Validate application

Select 0S/400 TCP/IP Server

None assigned

+ Click on "Update Application Definition" (bottom of dialog)
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Apphlication type: Server

Application description: 03400 TCPTR
| Certificate Assigned: System certificate

Select a Certificate Store

Digital Certificate Manager

Apphication ID: QIBM. OTV_TELNET SERVER

Telnet Server

Expand Al | Collapse ait | Information that can be updated: p

|C]ient authentication required: @ Yes o
p East Path "

|Deﬁ.ne the CA trust list T Tes © Mo

m Create Cettificate

= Create New Certificate Store

|Certiﬁcate Revocation List (CEL) checking | © Yes & Mo

m Install Local CA Cestificate on
Your PC

Apply

p Llanage Certificates

wlianage Applications
m View application definition
= Update g Apphi
= Define CA trast list

tion Information:

= Add application |Exﬂ: program information

m Remove application

= pdate appli |oTvesL

|— |Exit Prograf;

BT - | |Exit program tbrary: | QSTS

Select "Yes" for Client Authentication Required.
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Select a Certificate Store |

Expand Al | Collapse all_|

b East Path
= Create Cestificate

m Create Mew Cestificate Store

@ server’

Digital Certificate Manager

Update Application Definition

| The application was updated successfully.

Application type: Server

Information that can be updated:

Application IT}: QIBM_ QTW_TELIMET SERVEER
Application description: O3/400 TCP/IP Telnet Server
Certificate Assigned: System certificate

m [nstall Local ©&4 Certificate on
¥our PC

P Manage Certificates
whianage Applications
= View application definition
m Update certificate assignment
m Define CA trust list
m A dd application
= Bemove application
= Update application definition
= Validate application

Click the Apply button

Client authentication required:

@ Tes O o

Define the CA trust lst:

& Yes € No

Certificate Fevocation List (CEL) checking: | 0 TYes & Mo

Apply

application Informacion: NOte that this will take effect
immediately. Telnet does not

have to be restarted.
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[ 1BM Key Management - [C:AWINNT %\Profiles\All Users\DocumentsMBMAClient Accessicwbssidf.kdb]
Key Database File Create View Help

=R

Key database information
DB-Type: CMS key database file
File Name: C:WYINNTWProfilesiall UsersiDocumentsiBMClient Accessicwhss|dfkdb

Key database content

| signer certificates - [ Add... |

System 1 CA-‘Wednesday, March 28, 2001 10:38:07 | Delete

System 2 CA- Monday, March 26, 2001 16:02:14

System 3 CA-VWednesday, January 03, 2001 13:36:06 View Edit_
Thawte Personal Premium CA

Thawte Personal Freemail Ca ’T
Thawte Personal Basic GA

Thawte Premium Server CA

Thawte Server CA

erision Test GA Root Gertificate

RSA Secure Server Certification Authority

Verisign Class 1 Public Primary Certification Authority

Werisign Glass 2 Public Primary Gertification Authority

Verisign Class 3 Public Primary Cerification Authority

» Once the client certificate is stored in a PKCS12 file, it must be imported into the iSeries Access key
database.
« The preferred way to start the IBM Key Database Management program is through Control Panel
- Start->Settings->Control Panel, then double-click on “iSeries Access". Select the "Secure Sockets"
tab, and then click on the IBM Key Management button
- If you start this program an alternate way, the key database name won't be filled in by default, and
you will have to browse for it.

IV IO 1Ty wel Ivas
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Importing Personal Certificate

@.IBM Key Management - [CAWINNT \Profiles\All Users\Documents\|IBM\Client Access\cwbssldf kdb]

NEFREN

DE-Type:  CMS key database file
File Name: CWINNTIProfilestall UsersiDocumentsiBRClient Accessicwhssldikdb

Key database information

Key database content

Signer Certificates hd | Add...

Personal Certificates

Personal Certificate Requests Delete
Signer Certificates
View/Edit...

Thawte Personal Premium CA
Thawte Personal Freemail CA Extract...
Thawte Personal Basic CA

* From the pull-down, choose "Personal Certificates"

» Then click on the "Import" button on the right
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Importing Personal Certificate (continued)

Import Key

KeyTile type | PKCS12file -

File Name: |c|ientcert pi2

|

Location: [0

ok | [ concer |

Password Prompt [ ]

Password to open the source PKCS12 file: 1‘*‘]

‘ OK || Clear || Cancel |

» Specify the PKCS file you saved earlier
» Enter the password you saved for it.

©2004 IBM Corporation
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Setting Prompting for Key Database Password

» Set the prompting mode for the key database password (optional)

Chent Access Properties

(2]
General | Passwards I Language | Incoming Remate Cammand I
Diagnostic Took | Service Secure Sockets | FCS250 | Other Keyp database password prompling H
~ IBM AS /400 Client Encryption ;
FE R Pagsword prompting
“Wersion: 40292 I §
Encuption level R Llge "Window's logon password
Installed to director: " Prompt once per Windows session
IE:\Plogram Files\IBMAGS KA

& Prompt once per use of Key database

 Key databa:

& Use default key database

Ok I Cancel
© Specify key database
I Browse.. |

|= 1BM Key # anagement H |
Fey damgu | > ‘ Specify how often you want to be
ettings

prompted.

ak I Cancel | Lpplin

©2004 IBM Corporation
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System name:

Woikstaion D
£ Use Computer nams [Ty Connection =
© Use Windows user name I~ Avaid duplic
& Speciy workstation ID [ Avoidduphie | User ID signon information

Tiuncate: User s I

" Beginning characters @ Ending characters

[ Securit!
Current 5ecurity: Secured

i+ Use DOperations Mavigator default

* From PC5250 Config:
- Click on Properties
- Select "Use Default"

= Mot secured

" Use Secured Sockets Layer [SSL]

- This is optional Client certificate to use:
- SeIeCtmg Select Certificate.. £ Select certificate when connecting
causes extra prompt. T

5].4 I Cancel I Help I

©2004 IBM C ti = = =
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Connecting with Client Authentication

Key databage password prompt EHE

E To allow Secure Sockets Layer [SSL) client authentication for 5260
emulation, access to your client certificates is required.

Specily the password for the key database on the PC.

Key database; |C WATNN T Profilesiall Users\Documentsh BMAClient Acc

Password: ||

Cancel |

When attempting a PC5250 connection, the above dialog appears. Enter
your key database password (default password is "ca400").

© 2004 IBM Corporation iseries myseries
] ]




©2004 IBM Corporation

@server’

Obtaining a certificate from a
well-known CA ...

iSeries. mySeries.
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Obtaining a server certificate from a well-known
CA

Certificate
Digital , Authority
Certificate w ,
Manager A \(3) (2), If
N
[ (4) S
! (1)EqU|fax
Certificate !
store N <
~
~ ~ S ~
~So ~
~>
~
Web
Browser
iSeries Server ===
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Selact a Certificate Store |

Expand All | _ Collapse Al

p Fast Path
u Creaie Certificate

m Create Mew Certificate Store

m Install Local CA Cestificate on
Your PC

whlanage Centificates
u View certificate

Digital Certificate Manager

Create Certificate

Select the type of certificate that you want to create

@ Server or client certificate
€ Server or client certificate for another AS/400
© User certificate

Continue Cancel

» Click on "Select a Certificate Store"
+  Select "*System"

+ Select "Create Certificate" on left

« Select "Server or client certificate"
» Click Continue

©2004 IBM Corporation
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Selecta Cerfificate Store |

Expand Al | Collapse Al |

p Fast Path
u Creaie Certificate
n Create HMew Certificate Store

n Ingtall Tocal CA Certificate on
Your PC

wilanage Certificates

» Click on Continue

Digital Certificate Manager

Select a Certificate Authority (CA)

Certificate type: Server or client
Certificate store: *SY3STEM

Select the type of Certificate Authority (CA) that will sign this certificate.

© Local Certificate Authority (CA)

4 & VerSign or other Internet Certificate Authority (CA

Continue | Cancell

» Select "Verisign or other Internet Certificate Authority"

© 2004 IBM Corporation
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Digital Certificate Manager

Create a System Certificate
The system will create a public-private key pawr and store the key pair in the certificate store listed below.

Certificate store: *EYSTEM
Key size: 2048 x| (bits)

Key label: IVEIISIGDCEEE (required)

Certificate Information

Server name: [as400. domain. com (required)

Organization unit: I ITS0

Organization name: [151 (required)

Locality or city: IRDchESEEr

State or province:  [uId (required minimum of 3 characters)
Country: F (required)

Zip or postal code:

«  Fill out form. Hints:
- Server name is the TCP/IP
host_name.domain_name of your iSeries.
- Spell out your state
- Don't specify the zip code
+  Click OK

©2004 IBM Corporation
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Digital Certificate Manager
System Certificate Request Created

Tour certificate request data is shown below. Copy and paste the request data mto the ap o Copy the certificate request to
Certificate Authority that will sign your certificate request. the clipboard.

MAKE SURE you select the
area that includes "BEGIN
NEW CERTIFICATE
REQUEST" through the area
that ends with "END NEW
CERTIFICATE REQUEST ----

Some Internet CAs refer to
this certificate request as
Certificate Signing Request
(CSR).

©2004 IBM Corporation
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5w [T — e dEa mowLaps sy s

,,,‘f " Bookmarks J‘ Nsls\ls.Ihllps.ﬂ‘ﬂ‘d\gitahd.vens\gn com/servertial/tial3tep2 htm

VgriSign" Enrollment

Step 2 of 5: Submit CSR

Before you Start Step 3: Complete Application
Step 1: Generate CSR Step 4: Install Test CA Root ° Example of
« Step 2: Submit CSR Step 5: Install your Test Server IR I’equesting a
certificate from
VeriSign at
Submit GSR

When you generated the CSR in Step 1: Generate CSR, your server software either e-mailed the www.verisign.com

CSR to you, or created a request file on your hard disk (such as key.reg). Open the CSR file with
an ASCIl text editor such as MotePad. (Do not use a word processor such as Word that inserts
formatting ar contral characters.)

This is an example CSR file

-BEGIN MEW CERTIFICATE REQUEST-
HIIECTCEtAIBADEFNQswCOYDVOQGEWIVUZEQA4GAIUECEHRI  venl kY TEYHETG
L1UECKMPRE11cyBvhiBUaGUgVz ViNRQUENYDVQODF it 3d3 cuZ¥R3Lns LaDECHAOG
C5qGSIh3DOEBAQUALDS AHEGCQOC 0t InHyg0G TXp+X 2 56RaSe 11 ZWpuiE USSxT
v1FdEz5¥10L00a000Jt nulSQREROYDS +450ne 1 Kinl 206/ T ZAgME ARGy AD ANBoky
hlciGOWOBAQQF RANELFE ] 9g+H1iUhE WP FGnt g dmilid/ wyUshpt 774D jdsD3ugy
Servuh3G, / PpGhzaTEI iHpJXTUBQyzXSET TN Y=

©2004 IBM C ti = = =
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Description

Enter GSR Information: [T7""" BEGIN NEW CERTIFICATE REQUEST-———— B
Copy the entire contents of  lyr1erpCcaZ0CA0AYE ZELNAKGAT UEERNCYV MDD KB GHVE
the CSR file including the ExNI g 186V 2dGVyHOunC g DVOQEEWNI OO XD TALEGHVE

lines that contain the begin gy NTEGE 2D AWLIEVOTF phi 5102 DwgyE i MAOGCSYGS Th3 D
and end statements into the |50 TR L0CUYIEBLLIRROS Ge0NN AV 200 50nAC 20TKLZ wSFTT
field on the right. arhKb/ uKe06xCeT73 1phpXnGe £dC 63 kP inOVyBdZsnyi Y9
T54W£03dpU1levkhiRZSUDD+11ul/ D+gaQic STVISTHa7
eQLOxX 1y Yon0BDAlyrkeubTd3 ZhOZoPEGIvp 176 2Dya?kd
£ 670273 WIUBSr2 1y9e6Nz0RIE009Z7p0aELERT1HVS 3
?AEUrTrC:SS]ﬂb‘{dStJyf?LXQPlmDAgMBARGgADANngTIJ
»

4 |

proceed with the Test Server ID enrollment.

@ Click the CONTINUE button to submit the CSR and

Copyright @ 1999, VeriSign, Inc. All Rights Reserved %’IISIgII
Trust Netwc

» Paste the certificate request from DCM into the box.

© 2004 IBM Corporation iseries myseries
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* You will be sent a certificate to the e-mail address you specified in the server

certificate request.
+ Cut and paste the certificate into a .txt file on your PC.

« ftp or map a drive to your iSeries to store the file in IFS

©2004 1BM C
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Jazd00:2001 /Q1BM ACSS /Certddmin/queucm . ndm/maind ﬂ @'What‘s
0rx

Digital Certificate Manager

Receive a System Certificate

Use this form to receive a system certificate into a certificate store after the certificate has been signed by a Certificate Authe
Eefore using this form, you must copy the signed certificate into a file which you specify below.

Certificate store: *SYSTEM

Signed certificate path and file name: IIBErtdir/certverismn- CXL (required)

OKl Cancel |

* Back in DCM, click on "Select a Certificate Store", and select *System

In the left panel, select "Manage Certificates", then Import Certificate

On the Import Certificate form, specify the path name of the IFS file name where you
placed the certificate sent back to you by the well-known CA

* Click OK
Now DCM takes the VeriSign certificate and puts it in the *SYSTEM certificate store

©2004 IBM Corporation iseries myseries
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Seieota Caninicate store |

Expandanl | collapse an |

P East Path

= Croate Certificate

= Croate Mew Certificate Store

= Install Local CA Certificate on
Your PC

p Manage Certificates

wMManage Applications

= View application definition

m Ufpdate certificate
assigmment

m Define CA trast list

m Add application

= Bemove application

m Tpdate application definition

m Validate application

P Dianage Certificate Store
» Ianage CRL Locations

= Manage PEIX Request
Location

Update Certificate Assigniment

Application type: Server

Select the application that you want to update

@ server’

Application

Certificate Assigned

OB/400 TCP Central Server

System certificate

OB/400 TCP Database Server

System certificate

OB/400 TCP Data Queue Server

System certificate

OB/400 TCP Metwork Print Server

System certificate

OB/400 TCP Remote Command Server

System certificate

O8f400 TCP Signon Server

System certificate

O8f400 TCFR/IF Telnet Server

System certificate

08400 DDMADRDUA Server - TOR/IP

System certificate

O8f400 Cluster Security

Nowe assigred

OS8f400 - Host Servers

Nowe assigred

AS/400 Management Central Server

System certificate

OS/400 TCP File Server

System certificate

OSf400 TCR/IP FTP Server

Nowe assigred

* Click on Update cetrtificate assignment under "Manage Applications"
» Select the iSeries Access Servers that you need.
» Click on Update certificate assignment button at the bottom

©2004 IBM Corporation
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If you are using a well-known CA, configuration is
complete and you are ready to go!!!

©2004 IBM Corporation

iSeries. mySeries.




@server’
Software Requirements

» OS/400 release V4R4 or later

* IBM HTTP Server for AS/400 (5769-DG1)

* Digital Certificate Manager (5769-SS1, option 34)
 IBM Cryptographic Access Provider (5722-AC2 or AC3)
* iSeries Client Encryption (5722-CE2 or CE3)

©2004 IBM C ti = = =
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For More Information

AS/400 Client Access Express for Windows: Implementing V4R4, SG24-5191 (redbook)
www.as400.ibm.com/clientaccess

Webmaster's Guide, GC41-543

Tips and Tools for Securing Your AS/400, SC41-5300

AS/400 Internet Security: Developing a Digital Certificate Infrastructure, SC24-5659
(redbook)

www.as400.ibm.com/infocenter
www.as400.ibm.com/http
www.software.ibm.com/network/hostondemand
www.software.ibm.com/network/pcomm
www.as400.ibm.com/tcpip
www.as400.ibm.com/ebusiness/security
WWW.rsa.com

www.verisign.com
www.entrust.com
www.thawte.com
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Appendix:
How to manually copy CA to PC
(Alternative to using "Download" button)

©2004 IBM Corporation
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Digital Certificate Manager
Install Local CA Certificate on Your PC

To install {receive) the certificate on your browser:

Click the following link to install the certificate in your browser. YVour web browser wil
Selact a Cerificats Store | complete the installation of the certificate.

Expand All Collapse all_| Install certificate

Create Certificat
= Lasale Seriioale To copy and paste the certificate to a file on your PC:

= Create Hew Certificate Store
= Install Local CA Certificate on If you need the Certificate Authonty (CA) certificate for a_non—br_owser app].tcano_n s
Your PC Personal Communications, choose the Copy and paste certificate link. Use the online h
v ———— application for information about working with your certificate fle. Click the following |
P blanage User Cortificates file on your PC
B Llanage CRL Locations
= Manace PEIX Request Copy and paste certificate
Location

Return to A5/400 Tasks Daone
Secure Connection

*Select "Copy and Paste certificate" from DCM.
«"Install Certificate" link will not work for iSeries Access
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Digital Certificate Manager

Copy and Paste CA Certificate

Copy and paste the CA certificate into a file on your PC. The certificate is in Basedd-encoded ASCIT data format.

HIICSTCCAbRgAwIBAiyIIO6hfava?/sswDOYIR0ZIhveNAQEEBQAWE zELMAKGALUE
BhMCVVHMxDDAKEGNVE AgTAD 1T ESMEAGL 1 UEEx NI Und § GV GV yHOuwuC o YDV OOK
EwNJOkOXETAPEGNVE s TCFN L Y3 VyaXRSHRUvEwTDVOODE w12 SkYnVyeVE o3 O

w HheNOTkwOTAZ MTYzNTO3 WheNMD IwOTA3 HTY zHTQS 13 BnMQswCQYDVOOGEWI VI ZEN
HAOGLIUECENDTULONRIwE AYDVOUHE W1 Sh2No ZXNOZXIx DD AKBGVE Lo TAO 1CTTER
HASGLIUECKNIUZVIdXI podHkxF TATEGHVE AN TDF dvb 2 R1dXISVGV zdDCEnz ANByke
hkiGIWOBAQEF AAOE] QAwy YkCyYEAV3 G2 Tyt p It PRE SHHubmafcOVShogimEVS o
21kZIP4FZ2igqykEVAaVED/ cyWAoDbD ZPtvo0IISh3kssLD I Y1QeChsals 1zdi£s0/
CROFOAYVKS 1tyCicZBfalwMbR2 653 hs ISSOTSyo+SeNEPnV3 4hTAS IOK= 612 gHx
C£6XdbUCAVEAATANEgkohkiGSwlEACQOF ALCBgOANHgml rN g3 xhGuNaZTnDs4HEX
NDVEWE Z¥ 2G99 e 6USwdZbh3 Ip LgCOHseJ401Prusr Ah@uEcx 1122 PYamTuST10
3L4E+drridfiLpzMF GamRygJELPYEnOfr DEzZNIP+EEz 17 HM68+2waDSPAExuSy
£1V0GL+oKg+F+hlyhg==
————— END CERTIFICATE---——

= Copy certificate from the ---BEGIN through CERTIFICATE---
Ea * In the menu bar, click Edit->Copy
* In the task bar, click Start->Programs->Accessories->Notepad
On the menu bar, click Edit->Paste
* On the menu bar, click File->Save As. Call the file
your_iSeries_name-CA.arm. Save in C:\Program
Files\IBM\Client Access

©2004 IBM Corporation
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|8/ IBM Key Management - [C:\Program Files\IBM\Client Access\cwbssldf.kdb] E
KeyDatabase File  Create View  Help

Ol

DE Type:  CMS key database file

Key database information

File Name: ChProgram FilesuBmMiClient Accessiowhssidikdh

Key database content

Signer Certificates

Integrion Gertification Authority Root
B WWorld Registry Certification Autharity E—
Thawte Personal Premium CA View/Edit...
Thawde Persanal Freemail CA —
Thawte Personal Basic CA ,W
Thawte Premium Server CA ———
Thawte Server CA

Werisign Test CA Root Certificate

RSA Secure Server Certification Autharity

Werisign Class 1 Public Primary Certification Authority

[ A
| Detete

* Go to the iSeries Access for Windows program group

» Double click on the IBM Key Management shortcut (this may take a few
minutes)

» Choose Signer Certificates from the drop down

* Click on Add

© 2004 IBM Corporation
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| Signer Certificates - ‘ | Add... |
23 Add CA's Centificate from a File
Data type | Baseb4-encoded ASCll data
Certificate file name: [Myas400-Ca arm || Browse...
Location: |C:1Program FilesUBM.Client Accesst |
| ok || cancet |[ Hew |

* In the Location field, enter the pathname of the CA certificate
you stored earlier

* Hint: If you use the Browse button to find the location and
click Open, it will fill in the pathname for you.

* Click OK [ Enter a Label E
° NOW.YOU will be asked to Enter a label far the cedificate:
provide a name (label) for the E P st0r.on
certificate =

* Click OK | ok | cancel |

©2004 IBM Corporation
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.
[AJ1BM Key Management - [C:\Program Files\IEM\Client Access\cwhssldf. kdb]

File Create View Help

e

DE-Type: | CMS key database file
File Name: |C:\F'mgram FilesuBhClient Accessicwhssldikdb

Key information

Key content

Signer Certificates hd

AS400-CA

Integrion Certification Authority Root
1BM Warld Registry Certification Authority
Thawie Personal Premium CA

Thawie Personal Freemail CA

Thawie Personal Basic CA

* The iSeries CA certificate now is in iSeries Access's list of
trusted signers.

* Note: These steps do not put the certificate into the Java

Toolbox key database, so parts of iSeries Navigator will not
work over SSL.

© 2004 IBM Corporation

iSeries. mySeries.




-

@server
Trademarks and Disclaimers

© 1BM Corporation 1994-2004. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

The following terms are trademarks of Inlematlona\ Busmess Machmes Corporahon in the United States, other countries, or both:
truction: Refer to the following Ul html. Edit the list below, IBM idiary and special
which follow so they coincide with youl presentatmn.

AS/400 e-business on demand i5/0S
AS/400e 1BM 0S/400
e@g%&.ver IBM (logo)

iSeries

Intel, Intel Inside (logos), MMX and Pentium are trademarks of Intel Corporation in the United States, other countries, or both.

Microsoft, Windows, Wlndcws NT, and the Windows Iogo are trademarks of Microsoft Corporation in the United States, other countries, or both.
Java and all J; b are Inc. in the United States, other countries, or both.

Other company, produci or service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual environmental costs and
performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and does not constitute an
endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available information, including vendor announcements and
vendor worldwide homepages. 1BM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims related to non-IBM products. Questions
on the capability of non-IBM products should be addressed to the supplier of those products:

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. Contact your local IBM office or IBM
authorized reseller for the full text of the specific Statement of Direction.

Som future Suc is not intended as a definitive statement of a commitment to specific levels of performance, function or delivery
schedules with respect to any future products. Such commltmems are only made in IBM product announcements. The information is presented here to communicate IBM's current
investment and development activities as a good faith effort to help with our customers' future planning.

is based on ons using standard IBM benchmarks in a controlled actual or that any user will experience
will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the /0 oonrgurauon the storage configuration, and the workload processed.
Therefore, no assurance can be given that an individual user will achieve or performance i equivalent to the ratios stated here.

shown are of i Changes may be incorporated in production models.
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