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iSeries Access for Web Overview

iSeries Access for Web is software that runs on the iSeries server. It provides access to
various iSeries functions through a browser and provides a user-centric, web-based view

of iSeries or AS/400 applications and information. No software required to be installed on
the client, other than a web browser.

iSeries Access for Web functions include:

Printers - printer output viewing, printers, shared printers, and output queues

Messages - user messages, message queues, send messages

Jobs - work with jobs and server jobs

5250 user interface

Database - run SQL statements, work with tables, upload data, manage frequently

run requests, extract server object information

« Files - work with files in the iSeries integrated file system or within NetServer file
shares, upload files to the integrated file system or a NetServer share.

« Command - run iSeries commands from the browser.

+« Download — manage file/software distribution

« Customize — configure settings and restrict usage of the functions of the product.
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iSeries Access for Web Overview

To get hands on information about iSeries Access for Web functionality, attend or
get the materials for:

Sessions 35LA-36LA: OPEN LAB:iSeries Access for Web
Or

Visit the iSeries Access for Web Page.
http://www.ibm.com/servers/eserver/iseries/access/web/
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Controlling access for iSeries Access for Web
+ Controlling how users access the iSeries server using iSeries Access for Web
can be done using 3 methods

— Administration policies

Administrators can use the Customize function to set policies for users and groups of users.
— User Preferences

Users can set their own Preferences for things like
— What tabs are available in the navigation bar

— How to view output (default rows/columns per page)
— How to filter output

— Replace default Home page

Administrators can use the Customize function to replace the default iSeries Access for
Web home page with their own home page.
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Controlling access for iSeries Access for Web
* Home page

T Homepage [ HLHLANDIBMLOUM] - Microsolt Intermet Explorer

iSerics Access for Web

My Infermation

==
SSATE,

@server

iSeries Access
for Web

Welcame ds iSieries Acerss far Wih!

The iSeries Chent Access am has a history of providing sasy-to-use and highly
funetional PC-to-iSeries server connectivity zolutions -- and now we are excited
te provide a new generagicn of sofiware that enables you to access your iSenes
server mformation and rescurces through a web browser] For more mformation

about iSeres Access for Web, see W below. _r[
| »
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Controlling access for iSeries Access for Web
* Main page

iSeries Access for Web

Welcomne bo iSevies Access for Web, the hghtweight, browser-based access bo your Series

Meseagee |

Jebe | Pure Java servlet based access

5250 \

Distahage | Wenes Access for Web 15 a set of serviets that run on iSenes servers as extensions to the HTTP
Fiig | server The servlets provide access to databases, Sles, print queues, printer outpi, and messages
o | contamed on the iSeries server

! Industry standard protacal
1

Otk | Series Avcess for Web uses the mdustey standasd HTTP and HTTPS pretocols mnstead of
preprietary TCRIP ports and protocels. Foewall izroes are much mere manageable a2 a rend:

Lightweight arcess
enes Access for Web provides bghtweight, and converaent access to iSenes servers from any
web browser. Most of the iSenes Access for Web functions have meumal browser requirements

and work with almost any browser on sy plaform

Server based
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Controlling access for iSeries Access for Web
* Tabs for functions

T iserses Aecess for Web Database [
| Bl Edt W Fyeries ok e

RLHLASDIBMLOOM] - Microsoft Intermet Explos

iSerics Access for Web

Database

Hecess database tables on your iSenes server with 15emes Access for Web

Print
Messagee l Tahias
Jebs 1
3250 | & View albst of databaze tables on your iSenes server
Distahase | = Perfrm acions on these tables without having knowledge of SOL and its syntac
v View the contents of a table in a paged kst, usng the uick view action
wmn s Add and update records in a table using the Tnsert and Update actions.
e e + Create your own customared SQL request for a table using the Fun SQL action.
| » Create your own customaed copy data request for 3 table uning the Copy data to table

! My requests

o View a bst of previously saved requests

o Fiun or Edit requests from this Est

+ Manage bstz unng the Copy, Delete, and Kename actions
» Create and manage shorteits to requests

Run SO

— : . u';l
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Controlling access for iSeries Access for Web
» Sample for a user that only performs preset queries

B i5eries Access for Web Database [ -RCHLAND.IBM.COM] - Microsoft Internet Ex =[Ol x|

JEiIe Edit  View Favorites Tooks Help i

iSeries Access for Web

atferna

Databage | Database
Iy requests

RCHLAND.IEL

Access database tables on your 15enies server withi3eries Access for Web.

My requests

o View a list of previously saved requests

o Run or Edit recuests from this list

o Manage lists using the Copy, Delete, and Rename actions
s Create and manage shortcuts to requests

o
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Controlling Access:
Setting policies for users and groups of users

©2004 IBM Corporation
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Controlling Access - How & Who?

* The Customize function allows administrators to set policies for users and groups
of users.

* These policies control...
— Functions a user can perform.

— How certain information is presented to the user.
* When a function is restricted...

— Its navigation bar content is removed.

— Access to the servlet is restricted.

— It takes effect immediately.

» Administrators with *SECADM special authority are automatically authorized to
administer settings for users and groups of users to which they have authority.

» These administrators can then grant other user profiles permission to
administrate iSeries Access for Web functions.
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Controlling Access - Strategies

* iSeries Access for Web ships with a set of default policy settings.
 These default policy settings allow most functions to be available for all users.
 As an administrator, you may not want users to access all functions.
* A quick strategy to restrict a function from all users
— Use the Customize Group Profiles function and customize the *PUBLIC group profile.
— Every user is a member of this group.

— You could "Deny" a function for all users to restrict access.

» Important Note
— Doing this would also restrict the administrator.
— You should add an administration group or a specific user profile that would still have access so that
you don't lock yourself out of the specific function you are setting the policy for.

— You could then "Allow" specific users access to the function that was restricted.
» Only users that have been allowed access will be able to use that function.

©2004 IBM C ti = = =
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Notes: Controlling Access - Strategies

iSeries Access for Web ships with a set of default policy settings. The default policy settings allow most of the
iSeries Access for Web functions to be available for all users. Without any customization, users accessing iSeries
Access for Web could begin using most of the available functions.

As an administrator of this product, you ma¥ not want your users to be able to access all of these functions. It is the
responsibility of an administrator to restrict functions they do not want their users to be able to access.

One of the quickest strategies that can be deployed to restrict a function from all users is to use the Customize
Group Profiles function and customize the *PUBLIC group profile.

This group profile is defined such that every user is a member of this group. So, for example, if you were to
customize the *PUBLIC profile and set the "Browse files" and "File shares" file functions to "Deny", you would restrict
file system access from this product for all users.

If some of your users required access to this function, you could specifically customize their user profiles and set this
function back to "Allow". In this way, only users that have been specifically allowed access will be able to use that
function, all others would not have access.

It should be noted that the *PUBLIC group profile includes the administrator user ID that is used to customize other
group and user profiles. If you were to deny functions for *PUBLIC, this would affect the administrator user profile.
As you customize iSeries Access for Web for *PUBLIC, you may want to consider specifically allowing your
administrator user profile to have access so that it is not locked out of iSeries Access for Web function.

© 2004 IBM Corporation iseries myseries
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Controlling Access - Setting policies

» The customize functions provide an administrator with a list of user profiles they
are authorized to customize.

— This is the same list of users that would be returned using WRKUSRPRF.
» The administrator can perform the following actions
— Edit To create/modify policy settings
— Copy Copy policy settings to one or more profiles
— Reset

Removes all policy settings for the profile working with by resetting it to
the shipped defaults
+ Selecting the edit action displays a table of links organized by functional
category.

+ Selecting a link displays a table of policy settings.
« Each row in the policy table contains

— The policy name

— Where the setting is derived from

— The available actions to perform
— lts current setting

©2004 IBM Corporation
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Controlling Access - Setting policies (continueq)

» For each policy setting, there are at most 3 actions the administrator can
perform.

— Use current setting
— Apply setting to profile
— Reset to default

» Denying access to a function
— Policies are grouped by function with sub-functions.
— You can "deny" at the function level and it applies to all sub-functions in the hierarchy
You do not have to "deny" each sub-function.
* *PUBLIC group settings
— Listed first in the group profile list.

— Used to customize settings that will be used by all users

© 2004 IBM Corporation

iSeries. mySeries.




@server’
Notes: Controlling Access - Setting policies

Administrator actions on user & group profiles

Edit This action is always available. Use this option to create or modify policy
settings for the specified user or group profile.

Copy This action is only available when the user or group profile currently has
specific policy settings. It allows you to copy all of the policy settings from
this profile to one or more other profiles.

Reset This action is only available when the user or group profile currently has
policy settings. It allows you to remove all of the policy settings specific to
this profile.

Administrator actions on each policy setting

Use current setting This is the default action that is pre-selected. If the setting is not modified, no action is performed. If the
setting is modified, it will be added to the user or group profile record in the iSeries Access for Web policies
file.

Apply setting to profile Select this action to add the current setting to the user or group profile record in the iSeries Access for Web

policies file. The setting will be written to the user or group profile record, even if it was not modified. You
would use this action to ensure the user or group profile gets this setting. This is because a different policy
setting may be used based on the user profile being a member of one or more iSeries group profiles.

Reset to default Select this action to remove the setting from the user or group profile record in the iSeries Access for Web
policies file. This option is only available if the user or group profile record currently contains a specific setting
for this policy.

©2004 IBM Corporation
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Notes: Controlling Access - Setting policies (ontinuea

+ The "Derived From" column (displayed when editing policy and preference settings) indicates where the policy
setting that will be used for this user profile was found.

Profile setting Indicates the setting is currently specific to the profile being customized. The setting had previously been
applied to this profile.

Group — (groupName) Indicates the setting is not specific to the profile being customized, but is being derived from the specified
iSeries group profile and the user is a member of this group.

*PUBLIC setting Indicates the setting is not specific to the profile being customized. No setting was found in any iSeries
group profile memberships. The setting is being derived from the *PUBLIC group settings. This is a
special group profile available to iSeries Access for Web administrators. All user profiles are
automatically members of this special group profile. Administrators can modify this group profile to easily
apply settings to all iSeries Access for Web users.

Shipped default Indicates the setting is not specific to the profile being customized, no setting was found in any iSeries
group profile memberships, or the special *PUBLIC group profile. The setting is being derived from a
shipped default value.

©2004 IBM Corporation
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Example: Simple Database User

* The following screen shots step through setting the policies so a specific

user only has the ability to run preconfigured database queries to
generate reports.

* This example shows

— the “Before” picture of what DB functions a user can perform with no customization of
iSeries Access for Web

— the specific database policies to set to restrict our user named REPORT_MAN

— what general policies need to be set to restrict use of non-DB related functions by
REPORT_MAN

— The “After” picture of what REPORT_MAN can do
* When the policy is set, it takes effect immediately.

©2004 IBM Corporation
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Example: Simple Database User - Before

 Accessing the Database folder of iSeries Access for Web as user
REPORT_MAN

R tseries Accrss for Web Database [ ACHLASD. IBMLOOM] - Micrasalt Internet Explarer =101 %]
Be B Yew Fpode Imk b [ |
. iSeries Access for Web
™ 1y Foldes Database
e | Access database tables on your Series server with iSenies Access for Web.
o o Tables
Tobs
nun = View a list of databace tables on your iSeries server
Diatabase + Perform acttonz on theze tables without havng knowledge of SOQL and itz syntax
Tibks = View the contents of a table in a paged list, using the Chack view action
b mauests « Add and update records m a table usig the Tasert and Update actions
= Create your own customized SQL request for a table usng the Run SQL action
ﬁﬂmm:"k » Create your own customazed copy data request for a table using the Copy data to table action
Files My reguests
Commumnd = View a bt of previously saved requests.
Downiosd « Bam or Ed# requests From ths kst
Crasomize » Manage bets usmg the Copy, Delete, and Rename actions
Onhiex | » Create and manags shortouts to réquests
| PP .. <o
2

=

U el et
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Example: Simple Database User - Policies

* Policies - the starting point for customization of a specific user or group.
 This is a new browser session, where we signed on as an administrator.

ol [ L icrosoft Internet Explorer -0 x]
]ala Edt  Wew Favorites Tnols Help

Policies

Print Specify the profile you want to customize.

Messages \
| Profile: [REPORT_MAN _Browse. |
Jobs |
5250 \ i
Database | Customize
Files )
Command || 1.
| User profiles
Download | Weork with the user profiles you are authoized to customize. —
Customize \
Preferences Group profiles
Polires Work with the group-profiss yowars anthoried tocustomise
Settings.
Other | Import policy settings
Trmport seftings into iSeries Access for Web policies
«
e T

©2004 IBM C ti = = =
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Example: Simple Database User - Categories
» Determine which categories need to be restricted/modified.

ECHLANDIE
Policies

= Profile: REPORT MAN
Print.
Messages |
% 5 1 Category Description

s \
G § Ed 5230 5250 user interface custom settings
e i Command Run baich command custom selings
Files \ Customize Preferences and policy admimistration custom settings
Command { Database Database tables, requests, and ron SQL custom settings
B Database Create and edit database comection definiions.

= \ connections

A Edi Download Download pack

e Edit ownloa ownload packages custom settings

Policies Edl Files Tntegrated file system and file share custom settings

Settings Edit  General Dage layout, language and character set custom settings.
i | Edit  Jobs Worle with jobs custom seftings
M Edit Mail Send mail custom settings &
4 | B

& 0 Local intranet 7
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Example: Simple Database User — Other

» Turn off the other non-Database functions. Set top level to Deny.
» Repeat for each category, other than Database

iSeries Access for

Policies - 5250

Profile: REPORT MAN

Wessages 1)

= Policy Derived From @ Action @ Setting
obs |

250 \ 5250 access Shipped default  [Use cument satting =] |AHuwj

Datahase | 5250 tab Shipped default Use current gefting ¥

I \ Start non-

Command | configured Shipped default  [Use current setting =] |AHuwj

Download | sessions

Customize

Prompt when

Prefe arting -
p;e]j;ir::wes Zto f ZT Shipped default Use current setting x| |Ves =

Settings.
= ses5ions
Other \
Idazximum :
Shipped default | Use cunrent settin > [Mo maximum >
PP oo sesons ' ) o .
4 | 3
[&]Done [ Local intranet 4
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Example: Simple Database User

« Allow access to Database function.
» Set Tables policy to Deny.
il
=

D L& e Forke Dok e

s Access for Web

Policies - Database

il N
™ _Pndl REPORT_MAR
e
i Felicy  Derived From & Action 9 Setting

Dusbist  Stipped defuit  [Dse cumeet seting 5] [ow 3]
Stipped defas  [Vsw comm vating 2] [Gow 2]

Dutabase
ub

25
Dutahase
Fins
Commumd
T Tables Stipped defuit  [Uae cumeet satig =] [Riow 3]
i
Castonsa Macsimum
Shapped defut  [Usw cumeet sating = h_j
s table rows T L]
Eclrs
Y
Other
Hrliaed Links;

Table fer Stapped defui  [Use cument satting =] [USRLEL

Table fer

e Shipped defuk  [Use cument setting =] [Mlow =

preference

Insest

seeceds  Shipped defuir  [Use coment setting =] [Mow 2]
o table

Tnaest

recond  Shipped el [Use cument saitng %] | Columns.
tolumng -
i ofll

B ol rormt.
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Example: Simple Database User

» Only allow the user the ability to run a saved DB request (Run request)

BILC0M] - Microsolt Inbermet Explorer

Requests  Shipped debult
Bun

75 Shipped default
c

oy Profie mng
f::::‘ Brofie satting
Rename

o Profle sstting
B bk e
s Prefle seiting
request i
List

sequest Profle sntting
shortcuts

Create

sequest  Profle setting
shortcut

Copy

sequest  Profle seuing
shortcut

Dielete

sequest  Profle setting

Tuise cumset soming =] [2stow =]

[Usz cument setting =] [Dany =]

[Usa cument settig. =] [Dany =]

[Usa cumert setivg. =] [Dany =]

|Usocumm|'m; x| [Dany -|

sl

~l8lx

1
(- T o
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©2004 IBM Corporation

iSeries. mySeries.

Example:

Simple Database User

 Turn off the ability to perform the remaining database functions

» Save the changes

3 poac I
[ B % e Fportes Dok e

t Internes Dplores

Bam SQL
aquasts
Fus:
Amements
ther than
query

C

opy data te
tabde .

Shapped defuh

Stapped defu

Create
new tables

Stpped defuch

Append
datate
tables

Stupped defush

x

datain

tables
Import
request
Earact
server chprct Shipped defusht
data

Shapped defaskt

Stepped defuh

Defuik

comnection

Diefaukt

Fomnnen

Stepped defuh

Use cumend setting =] [Dany =]

U cument setling =] [Dany =]

Use curent setiing =] [Ceny =
Uk cument satling =] [Allow =

Use cumnt sating =] [ Aslow 7]

Use cumant satting =] [Alow =]

Use curment satting -| Dany =]

JHE

[Use cument sutting =] [0 Tooiox tor Juva - LP11EAB RCHUAND 188 C

o8

S
[ B mavwet .
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Example: Simple Database User - Completion

» The user can now only run the DB queries they have been given.

My Requests [ \RC| licrosoft Internet Explorer =100 x|
] Fle Edt View Favorites Tooks Help i
RCHLAND IBM .COM
My Requests
Created
Request Description Action @ Shorteut By Access
B 4cconnts Whe owes us money Run Rename Yes warrena  report_man
receivable
B® Find Eraployee Run Tes cminer  *PUBLIC
Record
BP Low inventory  ltems that are below their  Eun Rename Tes  wamena  report_man
order threshold
B Weekdy Production mumbers for the  Eun Rename Yes warrena  report_man
production week
[11 a
|
[&] pore [ [ BErocalintranet 7
©2004 IBM Corporation = = =
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Example: 5250 Access

» The following screen shots step through setting up the items necessary to allow a
group of users to use a single pre-configured 5250 session.

* In this example, ONEMANAGER is one of the user profiles in the MANAGERS
group.

* This example shows

— Creating a 5250 session and 5250 session shortcut to be used by the management
team

— Making the 5250 session shortcut the session used by the MANAGERS group profile.
— Restricting access to other functions in iSeries Access for Web.
* When the policy is set, it takes effect immediately.

© 2004 IBM Corporation iser ies mvs er ies
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Example: 5250 Access - Before

» Access the 5250 folder iSeries Access for Web Main page as user
ONEMANAGER.

Wew

Favarites

=olx]|

Print
Messages
Tobs
5250

Active sessions

Confizured sessions
Start session

Database
Files
Cosminand
Download
Customize

Other

| Access 5250 user interface on your iSeries server with iSeries Access for Web

|

:

5250

Active sessions
e List active 5250 user interface sessions

Configured sessions

s List configured 5250 user mterface segsions.
Start session

o Start a 3250 user interface session.

| of

|&] pore

[ [ Locd intranet 7
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Example: 5250 Access - Policies

* Policies - the starting point for customization of a specific user or group.
» This is a new browser session, where we signed on as an administrator.

Bpolicies [

nge Edit  View Favortes Tools Help

.RCHLAND.IBM.COM] - Microsoft Internet Explorer

Messages
Tobs

550
Database
Files
Command
Download
Custoize

Preferences

Policies

Settings
Other

— Trmport settings into iSeries Access for Web polisies
‘

iSeries Access for
a RCHLANDIBM

olicies

Specify the profile you want to custotnize
A v —
Customize

A

User profiles
| Work with the user profiles you are authotized to customize.

Group profiles
Work with the group profiles you are autherized to customize

@

i
4.
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Example: 5250 Access - Categories
» Determine which categories need to be restricted/modified.

2 Policies [ _RCHLAND.IBM.COM] - Microsoft Internet Explorer
| Ble Edt Yiew Favortes Tock Help
T A 7
iSeries Access for Web
watrefia RCHLAND
Policies
Profile: MANAGERS
FPrint.
Messages \ . .
o . Action Category Description
obs
= 5250 5250 uger interface custom seftings.
[ Command Run batch command custom. :.;Ertm.gs. -
= Customize Preferences and policy adeministration custom setfings
S Database Database tables, requests, and run SQL custom settings
T Database Create and edit database connection definitions
e | connections
P Edit D.cwnload Download packages custom settings.
Policies Edi Files Tnte grated file syster and file share custom settings
Settings Edt  General Page layout, langnage and character set custom settings
Gther | Tobs Work with jobs custorm settings
Related Links: Edit  Mai Send mail custom settings
. 2
[&oone [ |
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Example: 5250 Access — Other

= Turn off the other non-5250 functions. Set top level to Deny.
» Repeat for each category that should be restricted for the MANAGERS group.

B Pulicies - Comemand [ RCHLAND.IBM.COM] - Micrasolt Inbernet Explarer =)
| e Cde Wew Favortes  Jook L -

Access for Web

| Policies - Command

Profile; MANAGEHRS

Prirt
Mege . — .
- e Foticy ! Difivad Brand @ Action @ Setting
G | Command access Shipped default
Dintahnan | Command tab  Shipped default
Files "
¥ = A
] m ands Shpped default
Dewnilosd

Customize Bridipt Shigped default  [Use current satting =] [Allow =

corrmnmds

i Eetn
Hﬁg c:m’:;.:da Shipped default  [Use curent sothng =] [Adlow =
Ot | Delete

Shipped default 1Us! current setting x| |Allow =

“ | 3

] Done || (B uocal weraner 7
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Example: 5250 Access — Functional Setup

= The administrator goes to the Configured Session link on the 5250 tab. Select
the “Configure new session” link.

Messages
Tobs
5250

Aetive sessions

Configured sessions
Staxt session

Configured Sessions

Session Server Action @ Shorteut Created By Access

RCHLAND IEL

\ Configure new session
otk Sare b i session,

Shortcuts to sessions you cos ed

Datznane | Display a list of shortcuts to sessions you configured. Shotteuts can be deleted from this st
Files \
Command | Active sessions
e | Worlc with your actwe sessions
Customize \
Othe | Start session
- ' Start a new session
L i
4 o
] [T T B

4
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Example: 5250 Access — Functional Setup

» The administrator configures the 5250 session settings to be used the managers.
« Settings include the server to connect to, color schemes, and many other options.

-3 Conligure New Session |

JRCHLANDIBM.COM)] - Microsull Inbernel Expborer

Fie Edt Yew Fawrtes Iook  Help

Messages
Jobe
5250

iSeries Access for Web

| Configure New Session

General @
| Session:  [Managerseszion = required

Defult view: [Web =]
V Joirial caacro: - =

F Fruble advanced TavaSenpt funchons
| Server @
' Server: |Gem|NameGoesHera
| Codepage [ =]

(7]

@server’

|

{8 Local intranet !
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Example: 5250 Access — Functional Setup

» The saved session is only available to the administrator that is currently signed on.
* The session must be shared to the managers. Use the “Create Shortcut” link.

/3 configured sessions [ RCHLAND.IBM.COM] - Microsoft Internet Explorer =] B3]

nge Edt  View Faworites Tooks  Help i

s . 4 " . YAT, =
iSeries Access for Web
warrena
Configured Sessions
Created
; Session Server Action @ Shortcut By Access
Messages | =
Tobe | ManagerSession ab.rehland.ibm com Start Copy [ Rename  No warrefa Warrena
5250
bctrve sessions
Confizmed sessions -
Start session
e . Co © NEw session
sanesy ! Configure a new session
Files \
Command hottouts to sessions you confisured
Dowaload | Display a list of shortcuts to sessions you configured. Shortcuts can be deleted from this list.
Custoniize \
B | Active sessions
Work with vour active sessions Ei
L | =
[&) pane [ [ B Localintranet 7
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Example: 5250 Access — Functional Setup
» Name the shortcut whatever you wish.
+ Session can be shared with MANAGERS group, *PUBLIC, or individual profiles.

| e Edt wew Favortes Took el

iSeries Access for Web

Create Shortcut

| Create shorteut to "WanagerSession”

Frint

Messages \ .
Tobs i Shortcutname'lManagers;ZSD
5250 | Access: [MANAGERS

Active sessions

Configred secsions Create Shoricut
Start session

Database |
Files | Access Details

Command i

Dovwaload I » The access value identifies who is able to access the shortout.

e | e The access value can be an existing user profile name on the iSeries server, an existing

Other i group profile name, or *PUBLIC

o To specify multiple profiles, separate entries with comrmas 5

1 | Ll_l
&) bone [ [ B8 ocalintranet 7
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Example: 5250 Access — Back to Customize

» Go back to 5250 in Customize — Policies for the MANAGERS group profile.
 Select the shortcut to use as the default session settings for the MANAGERS.

* Select settings to lock MANAGERS out of starting/configuring new sessions.
e [ =I0i x|

Policies - 5250

Profle MANAGERS

Deerived From Action Setting
Shepped defale = - o
Shepped defuik @
Shipped defuk  [Use cument seming =] [Deny = @
Shipped defus  [Use coment semng =] [Yes = (]
" Shepped defmik  [Use coment seting =] [No masimam 3] (]
Shipped defuk  [Usn comnt somng =] [2teurs =] ]
Stpped defule  [Use cumemt semng 5] L
=
3 F
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Example: 5250 Access — More 5250 Settings

 Set all 5250 policies to Deny, except Configured Sessions and Start Configured
Sessions.

* You may also want to allow them to access My Keypads and My Macros.

=10lx
-
GO ed defuk  [Une comend seting 2] [Mhow ] @
sessions
Create
conbgured  Shipped defusk  [Una comant satting %] [Deey 3] o
Seare
confipmed  Shipped defit  [Use coment satting =] [#dow =] @
sesmion
Copy
configured  Shipped defusk  [Usa cornt satling =] [Dvey =] @
session
Dielete
configmed  Shpped defuk  [Use comern satting =] [Oeny =] @
Rensse
confipmed  Shipped defid  [Usa coment satting %] [Deny 5] @
session
Edt
configured  Shipped defusk  [Usa corant satling =] [Diey =] @
sesnon
List contigared
xxxxx Shpped defusk  [Usa cumert satting =] [Deny =] @
sheetcts
Create - |
) =T B Locs rtraret 7
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Example: 5250 Access — After

» The managers can now only start a pre-configured 5250 session, or reconnect to
an active session.

/3 Configured Sessions [ RCHLAND.IBM.COM] - Microsoft Internet Explorer =10] x|

jew Favorites  Tnols  Help

Access for Web
an RCHLANDIBM COM
Configured Sessions

5250 | Session Server Action &
T carey T Managers5250 ab.rchland ibm. com Start
Confizured sessions

Active sessions
Work with your active sessions

My macros
Work with your macros

My keypads
Work with your keypads.

5250 user interface help
View help for working with configured sessions.

& [ [ [ rocalintranet

|
Z
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Example: IFS access

» The following screen shots step through setting a policy to filter the list of
Integrated File System (IFS) directories for a group profile (group of users).
» This example shows

— the default list of IFS directories that can be browsed by user BASIC_USER which is
part of the IWAGROUP group profile.

— what policy an administrator can modify to limit all users in the IWAGROUP group
profile to a specific IFS directory.

— the list of IFS directories that can be browsed by user BASIC_USER after setting the
policy for the IWAGROUP group profile.

* When the policy is set, it takes effect immediately.

©2004 IBM Corporation

iSeries. mySeries.




@server’

Example: IFS access (ontinueq

* Access the iSeries Access for Web Main page as user BASIC_USER.

i rusall Inernet Explurer i 21011

Bl 8 Yew Fgeoder Tosk  Heb
ot > @ ) (Y| Qewe (e Grese B L 5 - o)

| Aatdress | hitcel aserver_nania> nsbascessitaisisn

iSeries Access for Web

Welcome bo iSeies Access For Web, the ghtwright, browser-based aceess to your iSeries server

| Pare Java servlet based access

| iSeries Access for Web s a st of servlets that run on iSenes servers as extensions o the HTTP server. The seriats
Datsbase | prowide access to databases, files. prot queues, printer output, and messages contained on the 15

| Industry standard prococal

:: iSeries Access for Web uses the industry standard HTTP and HTTPS protecols mstead of proprietary TCR/IP pests and

peotocols. Frewall issues are much meve masageabde az a resud

Lightweight access

iSeries Access for Web provides hghtweight, and converient ace
iGeries Access for Web finttions hawe minimal rowser requsesnent

ifferies servers rom ay web brovser, Most of lbe
aned work with lmost any browser on any platform

| Ls Sarvar hasard R =
[Eivom B Lol vkranst P
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Exam p Ie . IFS access (continued)

* The Files tab allows the user to browse the IFS.

=]
Ble E® Wew Fyeomes ook Heb =
PR RE R I - e [ Lo I ]

Adbess | etpcf]<sarver_pame > webacosss Wi Ttaketle

Namgate and browse the directonies located on your Senes server megrated file system
View, uplead, and dowaload Bes

Copy and mall Bes

Eenazne and delete Bles and deectonies,

Zip and unzip Gles and directenies

Edit anuthonties and change ownership of abjects in the mtegrated file system

WView a bst of the 1Senes NetServer Ble shares

Browse the HetServer B shares and navigate the drectories Bom the e shae bat

View and dewnload files Brom a MetServer file share.

Ml flex

Tlnlnnd flee ta s read_uries Bls shars =

[ [ B ocsintranet i
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Example: IFS access (ontinueq

« Clicking Browse files displays directories and files on the left, actions on the
right.

» The default path starts at the root of the file system.

Al
e [ Yew Fpotes Took  tel
R 1E ANk e Ll e e 1|

Acgess | PSS T———

iles to Server
Copy Bes 1o the oarest deectory.

Jove ™. Tectary
E Create a pubdzeciory @ the oareat deectoy,
Database
Fise Found 7% derectones. Found 7 fles with a total size of 3,183 bytes
Brerr e
Eile shooes S
] Tame- fbytes)  Tywe Mudifird Action

Directory S2903 32445
M

Deectory 51002 42834
M

Diectory S/10A2 42830
war =l

T ool reranet

iSeries. mySeries.
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Example: IFS access (ontinueq)
» Open another browser, signon to iSeries Access for Web as user

ADMIN_USER.
+ Click on the Customize tab, Policies, to work with the IWAGROUP group profile.

=lol =
De Edt Vew Fowrkes Took Hep [ i |
St o D [ Y| @ewe | igprens Gross 3| B B - 1] |
g [ Pty cssrver_name s fwesaness WA stomizelist] =] o

iSeries Access for Web

Policies

= Specify the profile you wast to custoemze.

::"9’ : Profile: [PWAGROLS Birowsn |

L) |

Database | ustemnize |

Fiws 1

Command o

Dowilosd | Week with the user probles you ae authonzed o custorase

Customze \
o _ —
m Werk with the group profiles you are sstherized to castomize

Trpent settings ko iSeries Access for Web pabicies

| B ecalintrannt “
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Exam ple . IFS access (continued)

* Click the Edit action for the IWAGROUP profile, click the Files category.

T roicies - Files PMicroscit Internet Enplorer B =10] x|

T
.\pm-»-@gﬁ-ﬁmgpw igmess (A Y L9 W - 9] |
| mdess | oy X v =] e |

es Access for Web

Palicies - Files

Frofle TWAGROUP

e | Bty DevedFom @ Adion © Seting
50 | Flez access Shapped defiudt  [Use curent setting =] | Allow =] @
Dutsbase | Flestb Shipped defr  [Use cument settng =] [Show = P
Filae | Display
Command | directory e -
Sowioed | cocteets innew Shipped defidt | Use cument setting Mo | 9
Custonizs | wndow
Exmfimmnon Enable sort bnks
Eiem for dircctory  Stapped defadt  [Uso cumont setting ] [Vas =] @
| contents
Other 1
,  Display
fff:f:_’ Shipped defiult  [Use current setting v | s 7] | @=
2 13
5] T e &
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Example: IFS access (ontinueq)

« Scroll down the page.
* Modify the Default directory policy to be /QIBM/UserData/Java400/ext, click

hes
foww  Fgvorkes  Took  Helo

M renll Inteenet Bnplorer

o | i B
Dhsplay Bl -
splay e . b [Dew cureen seiog 5] 5 2

share contests Shipped defiuk  [Use cument setting [Allow =] @
e Shpped defni  [Use curent setting =] Columns. 7]
colurees & 2 e
Copy Bes to [Usa cuneen setieg ] [Aws] ‘
e Shipped defnt  [Use cument satting [Allow @
(Copy Ret Shipped defintt  [Use cumert satting =] [Allow =] @
Sromn sarver
Detut [0 cumees seting =] [ .
drectory Shipped defindt | Use cumesa satting a
Display
subdrectory  Shipped defanit  [Use curern sating =] [Allow =]
contents
Display parea
directary Shipped defmt  [Use cumert setting 7] [Allow =] a@
contents
Display
defnaz -
]
] [ B uwalvtranct 4
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Example: IFS access (ontinueq

» Browse files is now limited to the specific directory for all users that are part
of the IWAGROUP group profile.

» Below shows the output for the BASIC_USER user.

=lol=]

Stot v - (D [ Y Psewh Gdroeerrs resa (B [ b B - 8] |
Aoz | it <serve n— et =] oo

iSeries Access for Web
DASIC_USER
Directory Contents /QIBM/User Data/Javad0/exi

npy Filas ta Server
e v files to the cusrent directory.
Teka e ctory
1230 & subdirectory = the current directory
Datahase |
Fdws | Found 0 directonies. Found 3 Bles wath a botal size of 725,134 bytes.
Bt lea
B Hames Siee (bytes) Type Modified Action 9
Soweeud 1 96 File  1V103 10:19:27 PM
Custonize | dbdr " 112 Fle  10V1003 10:19.27 FId
Cthae | 63614 File 1802 23953 PM
ekt T ; ’ 658039 File  1/2003 10.55.25 AM
el D 28 Fle 107103 110136 BN &
_ﬂw ey e e —— — /
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Example: IFS access (ontinueq)

* Tips

— The "Default directory” policy setting specifies the integrated file system directory to
display by default when no other directory path is provided to the Browse files
function.

— Valid values:
» A fully qualified iSeries integrated file system path.
» Default value is "/".
— To allow only downloads from the current directory, set the following options to “Deny”:
 File actions (includes operations such as copy, delete, rename, mail, zip)
» Display subdirectory contents
« Display parent directory contents
« Copy files to server

©2004 IBM Corporation
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User Preferences:
Users can set their own Preferences

©2004 IBM C ti = = =
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@server’
User Preferences

* The Preferences function allows users to customize iSeries Access for Web
settings to meet their needs.

By default, all users are allowed to modify their preferences.
 Preferences are a subset of the complete list of available policy settings.

+ Users can set the following types of preferences
— Column inclusion and ordering for functions that display output in columns.
— Number of rows per page to display on output.
— Show or hide navigation bar tabs.
— Preferred language and character set.
— Database table filters and default database connection.
— Number of commands to save in the run command history.

©2004 IBM Corporation iseries mySeries
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User Preferences (ontinueq)

* Restricting access to Preferences

— Administrators can deny specific users or groups from accessing their preferences.
— This is controlled by the "Edit preferences" policy.

— This policy is useful in organizations where administrators want to set up all

customization options for users and ensure users are not able to modify any
preference settings.

©2004 IBM Corporation
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Example: User Preferences, Printer output

» The following screen shots step through setting a user preference for Printer
output.
* This example shows

— the default printer output page for user BASIC_USER.

— what settings the user can modify to change the printer output page output.
— the printer output page after user BASIC_USER modifies the preferences.
* When the policy is set, it takes effect immediately.
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iSeries. mySeries.




@server’
Example: User Preferences, Printer output (continueq)

* Access the iSeries Access for Web Main page as user BASIC_USER.

T iseries Arcess for Wels Ficrosoll Inbernet Explorer =101 x|
Ble Bt ew Fpeorter  Jook  peb

bt - - D ) | Qoewr Giprmeres Goens 3| B - )

(T T —————————— = ¢ |

cries Access for Web

iSeries Access for Web

Welcome o iSenes Access for Web, the dghtweighs, browser-based access to your iSeries server

| Pure Java serviet baved access

Ly | 15enes Access for Web is a set of serviets that ran on iSenes servers as extensons to the HTTP server The serviets
Dutabase | prowide access to databases, Eles, prink queues, prinker output, and messages contained on the iSenies server

Files |

C g | Industry standard protocol

Dowslord ! iSeries Access for Web wres the industry standard HTTP and HTTPS protocals mstead of proprstary TCWIF ports and
Customay

| presecels. Frewall isnses are much mere mamageable a2 a resdk
Lightweight access

iSeries Access for Web provides lightweight, and convenient access to iSeries servers from any web browser, Most of the
iSemies Aceess for Web Bamchicns have minmal browaer requrennents ad work with almest any browser on any platfesm

Sorver hacod

[ [ B cocariranes
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Example: User Preferences, Printer output continues

* The printer output display defaults with many columns of information.

=101
e Gk e Fourtes Dok o =
o - - Q5 | Disewt (drovrten Fireo (3| By G 9 - ()

Babess | Betpel <sarver_rme > rebacosssWASpocl =] Pe

Printer Output for BASIC_USER

= m L)
Eenlezuling Croation  Pages Jah
Eraitn File Name  User Data  Date/Time Por Copy Copivs Status Action @ User  Job Name Number [
R QPIOBLOG QEDASCINIT 22604 1 1 Ready BASIC QERTIOR 835930
alsiae puislss hase 1128 AM
i ehares.
Cuatput quenss 3
Seansiges . QPICELOG QEDASOINIT 22604 2 1 Beady Werk with BASIC_USER QFRTIOE 835530
bl | 1143 AM
] 1
Datsbese 1
Film | QPIOBLOG QEDASCINIT 22604 2 1 Ready QERTIOR 835930
Commnd | 1145 AM
Divenlead |
|igioene [ [ 8 el rarare &
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Example: User Preferences, Printer output continuea

* Click on the Customize tab to work with Preferences.

gl

e [% gew Pgurtes Tnok ek
o+ 5 - () 23| Qoewor Lo G 3|1 I 1 - L)

Agiress | hetpe ) comver_ostons vemtincmes [IWACusLerize] x| |

Access for Web

Preferences

Action  Category Deeseription

t 5250 5250 user wterface custom setbngs.
Command Fun batch command custom sethngs
Custornize Preforences and pobey adeninistrabon custom setngs
Database  Diatabase tables, requests, and run SQL custom settings
Dowaload Downboad packages custom selings

Files Tntegrated Be system and Gle shire custom settings
General  Page layout, language and character set custom settngs

Jobs Wark with jobs custom settngs -
Mal Send mail custom sesings

Messages  Display messages, send messages, and message quete custom sethngs
My Folder My Folder custom settings

Print Frimiter cutput, printers, printer shases and outpul ques custom seltngs

Sametine  Lotus Sametime custoen sebings

Othier Chanee passwerd and other mascelanecus custom setings. e - |
[ [ Local ntranet. &
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Example: User Preferences, Printer output continea

* Click on the Print category.
* Click on the Columns button for the "Printer output list columns" Preference.

ioxf

Be g% Yew Frows Dok b =
bk - 2 - Q[ Y| Dsearh [rwtes Gt P [ I & - u] |
ez [ et sorver 3 ] 2| P |

Access for Web

efernces - Print

Preference Derived From Action & Setting

| Print tab Swepped defmdt  [Use cument seting =] | Show = @

l:‘u:i:"d format to preview AFP Swpped defakt  [Use cumant sefting =] |PHG = @

1 y oS
z:f:“" e b Stpped default  [Use cument seting =] [PNG = @

| Tae Infoprint Server if mutalled Stepped defmdt  [Use cument setting =] [ ¥es = @

| FDF cutput pettingz prompt mode Stepped defult  [Use cument seting 7] |Basic ¥ ]

| Proter output bst colamns Stepped defmdt  [Use cumant setting x| | Columns._. @
TLF printer sutpest lint columns Stpped defmult  [Use cument seting x| Columns.. @

y Printers Bter Stpped defiuht  [Use current seing =] [ALL @
Frinkers Bt view Stepped default  [Use cument seting 7| [Basic (7]
Prnters st columns - Basic Srepped defdt  [Use oo ing =] | Columns.. @
Diare Gt nabuenne A danact S ST v ; oimar | n 2

B ocdl rdranst —
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Example: User Preferences, Printer output continues

» The Columns displayed can be toggled off/on by checking the box.
« Click OK and Save buttons to immediately save the changes.

2 Cohumns - Printer Dulput il ~=19i=]
De Edt Gew Fgvorkes Took bep =
s - - Q) [) Y| Deeen [Ggrwere Grete S| O B - ()

gk [ eeoeij cservee_name s fsbacoessTWACustomzePrin

ccess for Web

Columns - Printer Output

Select whoth cobss to display

Calamn
¥ File Name
F User Diata
F Creation DateiTane
¥ Pages Per Copy

P Copies -

\ P Stanus

¥ hetion

F User

 Tob Name

7 Tob Humher

7 File Hurher

et oaas =
[ | B ol vt ’
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Example: User Preferences, Printer output continues

* The printer output display now only has a few columns.

[Arreier ot MwsellntenctBalor =lof=]
De [0 Vew Fguntes Tok ben [ i |
wod - & - Q) [ | et | Ggpmens Grewn B - O B - )

A —— | =] e

s Access for Web

Printer Output for BASIC_USER

: m a
e File Mume Pages Par Capy States Aetien @
Foaten o ead
: QRICELOG 1 Ready
ol e QPIOBLOG 2 Ready
lateroet printes sbasss
Eonier shans QFIOELOG 2 Ready
Mrmm QMICELOG 2 Ready
e | apropLoG 2 Ready
' | QPICELOG 2 Ready
Duiabase | croRLOG 2 Ready
Fin 1
Command. | 2] &
Download
Custumze ]
| 0ene | B el vraret &
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Example: User Preferences, Printer output continuea

* Tips

— This example walks through the user modifying the printer output they see. An
administrator can:

» Restrict the user's access to the Preferences interface.
« Perform the same changes by setting policies for the user, or a group of users.

— The Preferences interface that the user has access to is only a subset of all the policy
settings an administrator can access for the same function.

©2004 IBM Corporation
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Home Page Customization
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Home Page Customization

* A default home page is displayed when iWAHome URL is invoked.
— It's a starting point to highlight functions.
— It's an example of how to build your own home page or pages that access iSeries
Access for Web functionality.
* V5R1 /QIBM/ProdData/Access/Web/html/homepage.html
* V5R2-V5R3 /QIBM/ProdData/Access/Web2/html/homepage.html
» The Customize function allows you to replace the default home page.
+ Default home page replacement can be done for all users (*PUBLIC), or can
be changed for only certain users and/or groups of users.
+ Great article - example
— "Build a quick and easy Web site with iSeries Access for Web" - Janet Weber
— http://www.ibm.com/servers/eserver/iseries/access/pdf/build_website_article.pdf
— iSeries 400 Experts Journal

©2004 IBM C ti = = =
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Home Page Customization (ontinues

» To change the default home page...
— Make a copy of...
+  V5R1 1QIBM/ProdData/Access/Web/html/homepage. html
V5R2-V5R3 /QIBM/ProdData/Access/Web2/html/homepage.htm!
— Modify your copy of homepage.html.
— Update the policy setting to point to your homepage.html.
— Verify authorities to your copy of homepage.html and the path to it so it can be accessed.

» The home page HTML file can also contain special tags

— %%include list=file%% Points to a file containing home page links

— %%TITLE%% Replaced with title of the page

— %%USER%% Replaced with authenticated user name

— %%SYSTEM%% Replaced with name of iSeries

- %%VERSION%% Replaced with version of iSeries Access for Web
— %%include section=file%% Replaced with HTML fragment

— See the default homepage.html file for examples of using these special tags.
- cS’ete _iISeries Access for Web Info Center documentation on using "My Home Page" for additional
etai
 For detailed information on changing the default home page
— iSeries Access for Web Info Center - Use iSeries Access for Web functions --> My Home Page
— http://www.redbooks.ibm.com/redbooks/pdfs/sg246804.pdf
— http://www.redbooks.ibm.com/redbooks/SG246804.html
— iSeries Access for Web Open Lab has an exercise on customizing the home page.

© 2004 IBM Corporation iseries myseries
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Template file customization

* iSeries Access for Web has a default look for it functional pages.
— This look is controlled by a template file.

— /QIBM/ProdData/Access/Web/html/webaccess.html
» The template file has sections to specify
— Header/footer areas of functional pages.

— Where iSeries Access for Web content is placed in the page.
» Special HTML tags

— webaccess.html supports the same special tags as homepage.html
— %%CONTENT%% - Replaced with the functional content of the page.
» The Customize function allows you to replace the default template file.

+ Default template file replacement can be done for all users (*PUBLIC), or can be
changed only for certain users and/or groups of users.

©2004 IBM Corporation
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Home Page/Template Customization Example

* Default Home Page

[ Bvoepone  Mrosoltlsternetbiorer =g
e Gk Yo gk Dok ten [ = |
ok - = - (@D ) Y| Dhsewor [igreones Bwess (B | (1Y G F - (8]

Agcress | tep e

e

Access for Web

Telephane Directery

The iSenies Chent Access team has a history of providag easy-to-use and bighly fnctonal
P boiGeries server

earmertnty i .

I il nevue ure are preded bo rrovide 2 new
[&]0ore
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Home Page/Template Customization Example (continuea)

» Custom Home Page

L+
JIlE

Access for Water S22

Services This Week's Specinl Site Suppart

Your comments are mportant to us. Pleass let us
kvew f you bave sy questions of f 1 bl
o acy way. Addreas your me v

BOATHELP Send ur a mestace

Wenther Conditions

Teit n preat duy for boating] Check out taday's

Bewstfsly mantained 28 foot 1978 Carver S Sevont

for oely §23.900. Head sed galey refebishe

Only 31 hours on completely rebu metor. Chek " Rl = o
see this boat crasing the seas S

Cireat Deals
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Home Page/Template Customization Example (continueq)
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Home Page/Template Customization Example (continuea)

<html>

<head><title>Access for Water</title></head>

<body>

<table cellspacing="0" cellpadding="0" border="0">
<tr>

<td width="8" height="57" valign="top"></td>

<td width="612" height="57" colspan="5" valign="top"><img SRC="boathead.gif" height=43 width=612></td>
<td width="149" height="57" valign="top"></td>
</tr>
<tr>
<td width="8" height="500" valign="top"></td>
<td width="190" height="500" valign="top">

<table width="190" border="0" cellspacing="0" cellpadding="0" mm_noconvert="TRUE">
<tr valign="top">
<td>&nbsp;</td>
<td><font color="#3366ff" size="+1">Services</font></td>
</tr>
<tr valig|
<td width="153" heigh
</tr>
<tr valign="top">
<td>&nbsp;</td>
<td> <img src="transparent.gif" width="8" height="8" align="absbottom"><br>
<a href="/webaccess/iWAFileDownload/dbform.htmI?filePath=/boats/dbform.htmI">View available boats</a>
<br>
<a href="/webaccess/iWA52507initmac=startboat">See boat details</a>
<br>
<a href="/webaccess/iWADbInsert?table=BOATS.ORDERS">Order a boat</a>

2" valign="top"><img SRC="images/boatstripe1.gif" height=7 width=153></td>
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Home Page/Template Customization Example (continueq)

 Default template

T T o1
e G g famte lon tb =
Agvess | rerpy. ) Fable=biosts. et s =] e

iSeries Access for Web

Current Orders

[ Q
Mrssages Pirat
At Make Model LemgthYear Name LastName — Address City  State Zip Code  Email address  Delivery
e Huetse Evergreen 331990 Jos Custeeser 1234 Beach Swaet Hoastown CA 12345 joecumomer@jost joe N
Taies
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Home Page/Template Customization Example (continueq)

* Custom template

/webaccess /iWADbView?table =boats.ordersicaption=Current Orders - Microsoft Ink —[ol x|
Fle Edt View Favorites Tooks Help
Address http:, boats, orderstcaption=Current%200rders j 6o
- |
o Supplyi ity
Access for Water 225t
Home
Current Orders
(1 fn
Make DModel Length Year First Name Last Name Address City  State Zip Code  Email address = Delivery
Hunter Evergreen 331990 Joe Customner 1234 Beach Street Hometown CA - 12345 joecustomer@joes joe 1T
(1 @
|
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Home Page/Template Customization Example (continueq)

<html>

<body>

<table>

<tr>

<td><img SRC="boathead.gif" height=43 width=614></td>
<tr>

<td align="right"><a href="/webaccess/iWAHome">Home</a></td>

</tr>

</table>

<br>

%%CONTENT%%

<br>

</body>

</html>
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Home Page/Template are Customized where?

» Customize tab --> Policies --> *PUBLIC user, Select edit link for General
category

SETE)

fin Edt Yhew Fores T  Helo
otk > - D (1) 23| Qe oo Grem 3 3 3 W - la]

agdress |

] B

:::""’ : Action Catmgary Daseription
= | 5230 5250 user maerface custom settngs.
e 1 Comamand Tom batch command custom settings
Fine | Custormze Freferences and pobicy admenictration custom settngs
T \ Database Diatabase tables, requests, and run SOL custom settings | |
Dowgioid y Diatabase comections  Create and edit database conmeetion defimtions
Cortomize Download Ticwmload packages custom settings
o — Files Tetmgrated fle system and Ble chore custom settmgs
Balices 4 Ceneral Page lagout, langiage and character set custom settngs
Tohe Wark with pobe custom cettings
Mail Bend mud custom settings
Mezsages Drsplay meszages, send messages, and message quee custom sertings
My Folder My Falder custom settngs =

[ B tocaineraret
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Home Page/Template are Customized where? (continueq)
* Home page/Template HTML file fields indicate where to load source from for a

user/group.
* Related Links and Navigation Bar can also be Allowed/Denied
-loix
Be g% Yew Frows Dok b =
dotak - = - Q) [5) Y| Dfewch [affeertes Fed (P 1Y O B - )
A [ g T 7] x] ¢ |
. iSeries Access for Web
g P Policies - General
Peint Profle *PUBLIC
M
e Pulicy  Derived From Action Setting
5% i_“;":l_";f‘ Shipped defautt  [Use comont sniting =] [GIBMProdDataccoss/Wab2Mimihomapage him | Browse..
i | o
Fias :_J";:.}";h Shipped defudt  [Use coment selting =] QM ProdDalatecasalWaboimiwebaccess hin _Browse
Commacd | .
Dowalosd | g’;‘ﬁ:“ﬁ: Shipped defanlt  [Use coment setting =] [OIBMProaDataite cos s Webommiorermem html | Browse..
et | Home page  Shipped defu Allow =
e Temglate  Shpped defult  [Use coment setting Allyw =
Mawgsion  Shipped defalr  [Use coment setting =] [Allow =
Related

links Shipped default Use cumment selting 'I Allow =/

| =
P Local idranst r

© 2004 IBM Corporation iser ies mvs er ies
] ]




@server’

E-mail Setup

©2004 IBM Corporation
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E-mail Customization

* iSeries Access for Web allows you to e-mail...
— Database query results, printer output PDFs, command completion notifications, etc.
— E-mail notifications can also be sent when items are placed into personal folders.

 Using the Mail function...

— Users must first have an email address configured for their user profile. The
administrator may configure this or allow users to configure their own email address in
the Mail settings.

— The administrator must also specify the name of the SMTP mail server to be used by
the user profile or group.

— If the user has an SMTP user ID and SMTP domain defined in an iSeries directory
entry, those values will be used, unless other values are entered into the iSeries
Access for Web configuration.

— Individual users may be restricted from using the Mail function using the Mail
Preferences function.
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Setting iSeries Access for Web to use E-mail

» Customize a selected profile
+ Select the Mail edit link
[Broioes  tcostisenetinos gl
[« |

Fle Edt Yew Fgvontes ook Help
ok - o - [ Y| Dsewt Gipwernns G 3| [ L W - 1)
6 ez | o

Agdoss | hetof) cserver_name

Frofle. BASIC_USER
:‘:“"“' ! Action Categny Description
e 1 5250 5250 user mterface cusbosn settings.
e Conmmmd Bum batch commnand custom settngs.
— Clastomnise Preferences and policy admirdstration custom sebtings
— Database Database tables, requests, and nm SQIL cusboen setings
Sowaiead | Datahase connections Create ad edit database commection defutions
— \ Download Diowndoad packages customn setings.
| Filez Integrated file system and fle share custom settings
Policks t  General Page layout, language and character set custom settmgs
sial G Joks Weark with jobz custom retings
i al Send mail custem settngs
Meazages Display messages, 2end messages, and mestage queus custom seRings
My Falder My Felder custom sestings -l
% Local intranet &
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Setting iSeries Access for Web to use E-mail (continueq)

* Enter SMTP mail server name, enter E-mail address

[Aries tod b oz

Ol [t Yew Fgorkes Took e -
et - D () | Qrewh [arotes G 3| By W - |
Agkdross | htpil) £ _WSER = o

Access for Web

Policies - Mail

Frofle BASIC_USER
Meceages /]
i = 1 Falicy Derived From Action Setting
= |
s | Mad access Shipped defasdt  [Use comert setting =] [Allaw = @
Databars | Sendmal Shipped default  [Use coment sstting =] [Allow = @
Faes ) SMTE mail server Shipped defudt  [Use cument satting =] [my_smip com @
Comnand /]
Eemad address Shipped defautt  [Use cument seiting 7] [basic_usenmy_smip com @
B g | i [ E |
Customize ] & ”L:"' addrestisuser o ooed defautt  [Use comond somting =] [Alow = o _|
i prefezence
Lolices.
Szt Sve | Cancel | Apply
Otbar
_“rw]lrb fior edbting policies =l
: | [ ﬂuxdnw &
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Setting iSeries Access for Web to use E-mail (continueq)

+ Select My Folder link from main Customize categories page

| Brubies riproider  Mwwsoftimternetbplorer al0lx

B Ek Yew Fgerkes Took b [ = |

ek - = - Q[ 2) D [Grvons Gweas (31 S5 W - )
LEER

| et [ b

=l o |

: Access for Web

ollcncs - My Folder

Frofile HASIC_USER
M & o
J:"" : Palicy Derived From & Action @ Setting
= | My Felder access Fhipped defudt  [Ure coment seiing =] [Alow =] @
[ratabase | My Faolder k. Shipped defiult | Use cument satting v| Show v| 9
Files | Create folder tems Shipped defdt  [Use cumrent selting 7] | Allow = ]
Command ] P " " =1 = o
| Bensme folderitems  Shipped defiuit  [Uso coment sotting =] [Alow @
Comogin | Copy folder tems Stipped defilt  [Use cument setting =] [Allow = @
Erfireoces. Copy flder items to fle  Shipped defaudt | Use cument selting -| Allgw = 9
Seitinge Ml Felder flems Shipped default  [Use cument sefting 7] | Allow )
Othe i .
] x::m:; Shipped definlt  [Use cumeet saling ] [Yas @
My Felder potfication  Shipped defiilt  [Use cument seiting ) [E-mail snd Sametime x| ° 4
U1 % Local ot i
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Setting iSeries Access for Web to use E-mail (continueq)

» Scroll down
 To get notified when items are added to Personal folder, enable it and add e-mail
address

2 Pakcies - My Folder Micrasolt Tntermet aplorer B =0l x|
Bl e gew Fgerkes Jok o
davak = b - ) [3) Y| Do (Ggrevrnes Frods (P - S W - 8]

e 2] e |
|
My Folder notification  Shipped defadt  [Uto cumant satting %] [E-mad and Samatiens =] L]
Nobly on new folder g od defaut  [Tnw comant saming =] [Ves =]
Moty an felder emt [Gve vt wating 5] =
P o Shipped defadt  [Use curmant sating Yor =] ]
Folder items
Ao Shipped defakt  [Use cummant setting =] [100 =] %4 @
Moty on foder sise ] [Tew s s3] =
i by Stepped defuds  [Use currant setting Yes =]
Folder sise theethold Shipped defusdt  [Use cumnt setting =] [100 =] %
J:ﬁf".@“’ e Eomaul address  [Use comant sating =] [basic_user@my_smip com ]
Sametune user 16
Shipped defidt  [Use cummact ssthng =
Sl bpp [ s = @
Mocdmum folder items  Shipped defadt  [Use curment setting =] [No masimum =] L]
Miccmnuen folder siee Shipped defasdt  [Use cormnt setting =] [ Mo manimum =] )
My Falder cotumas Shipped defalt  [Use current ssting =] _ Gelmng,.. @ -
[ T i cocal miranes &

© 2004 IBM Corporation iser ies mvser ies
] ]




@server’
Using iSeries Access for Web and E-mail

* From the Database function, the Excel formatted result from the Run SQL
function can be e-mailed when the query completes.

i3 Microsolt Interneh Cophires g PR T=T)
Fin Edl Yeew Fgeorles Took  Heo

o - 5 - Q) [3) )| Qowrn (e e 33 S W - o)

Address | hitofj<server_name s jmebaccessWADERLNSOL | o

EQL Statement

Messages | [zelect * from giws.gouscede =]

Jobs

nu 1

Datsbase \

Tatika =l

iy ey S0L Wizard

a za

Copy dabi b bl

Timgrt mopuesd

Ested serer s SOL Cutput @

Fies Type Micsusoll Excel XML { s =] | Seitings

Command. | Destinaton [Browssr - Setlings

Doweboad 1 Browser

Castomze 1

Oier | Formar  [Personal folder [
L Thate | 2060 =1 o =
] B et :
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Using iSeries Access for Web and E-mail (continueq)

» From the Command function, the output from the Run Command can be e-
mailed when the query completes.

R Command Loz
B B Yew Foedes Teck  eb
o - oy - Q[ £} Qo (oo G 3| B O - )

e | g csever e rastuactesa WA ormared e

iSeries Access for Web

n Command

Spedy the wSenes CL command you want to nae
Missiges
. FET P @
e Coatansend: [CRTUB FRED )
e Cngput [Evowsar - @
e Browser ]
Plea Pum Gy folder BuchJob | S
Command \
My commnds
Esn commud
Goah
Downdsad Search for a command by command name o by &5 bext description
Cartomis .
5 Consmand Details
Eirdaind Links: o The commnand prosipt can be ased to help you complete the command that you want b ran. The command prompt
iames Acoess far Wiy accepts the folowing
= o & cerrcnd e |
| oone. ] 8 ool riranet &
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New for V5R3

» New/Updated categories and policies
— Sametime and Download new categories
— Many 5250 policies added
» Page customization
— The iWA Main page can be replaced
* File
— File contents can be viewed in same window (new) or separate window (old way)
* Print
— Choose preferred formats to preview various types of printer output
* My folder
— Limit the folder's size and number of items
— Sametime notification added
* Import/Export settings
— Officially supports Mail and Sametime settings (Other policies should be included)
— Pick a user or group for export
User Interface rework
— Simplify finding categories
— Turn off related links section
— Lock down entire functional categories
— Online help for all policies

©2004 IBM Corporation
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NeW for V5R3 (continued)

* New Settings function

— iSeries Access for Web global settings (timeouts, time intervals, ports, Community
server, etc.)

— Only administrators can access this function

) Scttmas (L 1BABRCHLANDIB-LCEM] - Microsoll Intemet Eplorer alpixl
Be B Yew Fpodes Dok beb

B e+ D (2 A Dewen [igreones Frean (3] 2§ B - )

Agve | R e T z e
iSeries Access for Web 7
Settings
Sestings apply to allusers of this mstance of iSeries Access for Web.
:;"‘" Action | Category Dascripten
= 5250 5250 user incerface settings
. Edi  Commectin ool ;‘.;ems_j\t:e“ server jobs commection setings
— Samesme otus Stz serves settma
Command
Dowmdand
Customes
Enfimucn
Eskees
Sallnge
Ot
Teelaied Links:
Gases Accers B Sk
B =
] 8 Lol rtrart
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Summary - Customize

* Restrict access to function

* Customize look and feel

« Common interface for users/groups
* End user customization

@server’
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iSeries & WebSphere

iSeries Information Center
ibm. iseriesli

iSeries site
www.iseries.ibm.com/

htty

iSeries WebSphere Application Server
p:/www-
1.ibm. i ({

for iSeries &

iseries.ibm.

IBM eServer Solutions

iSeries e-business Solutions
1.ibm.

iSeries B2B Solutions

Connect for iSeries

@server’

Resources & Deliverables

iSeries and WebSphere References

p: .as400.ibm. html
D oftware.ibm.
iSeries Solution Finder
p ;
iSeries & Domino
D 1.ibm.
Dedicated Server for Domino
1.ibm. htm

Workload Estimator for iSeries, WAS, WCS & Domino, HTTP Server, Java, etc.

ibm.

iSeries Custom Technology Center

iSeries Technical Support
http://asd00service.ibm.com/

e iSeries Technical Studio
p 1.ibm. 1 html o .as400.ibm.
WebSphere Commerce Suite for iSeries 1st Install for iSeries & WebSphere Application Server
1.html ° ° d
p: i ibm. html
iSeries and e-commerce e iSeries ToolsNet (Tools & Middleware)
b iseries.ibm.
iSeries HTTP Server o )
1.ibm. html iSeries & Services Network
p ibm 19251245

WebSphere Development Studio for iSeries

iSeries e-business Handbook (SG24-5694-01)
redbooks.ibm.

.html
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iSeries & WebSphere Resources & Deliverables

WebSphere Commerce Suite With Back-End Order Mgmt.
http://ibm.com/redbooks

iSeries Technology Center
iseries.ibm. i i iz.htm

iSeries University
3.ibm.

WebSphere Application Server Overview
4.ibm.

iSeries & WebSphere Documentation

Redbooks & Red Pieces

WebSphere Commerce Suite
www-4.ibm.

WebSphere Payment Manager
www-4.ibm.

MQSeries
ww.ibm.com/software/ts/mgseries

IBM Redbooks

http://www.redbooks.ibm.com/

iSeries Nation
1.ibm. iseri html

Form Numbers/Web Sites

Building iSeries i ol dition $G24-5691
i Java Applications for the iSeries with VisualAge for Java $G24-6245
Integrating WCS with Domino Back-End Applications
http://ibm.com/redbooks (search for REDP0141)
Java & WebSphere Performance on iSeries
. ib-b.boulder.ibm. html?Open

iSeries Application Development Directions white paper is now available

p: iseries.ibm html
Connect for iSeries with WebSphere Commerce Suite Red Paper
redbooks.ibm 127.pdf

Tools for Application Reface and Redesign
. .as400.ibm.

htmi?Tools

Introduction to Enterprise JavaBeans for AS/400 $G24-5192-00
Web enabling AS/400 Applications with WebSphere Studio S$G24-5634-00
Building AS/400 Applications with WebSphere Standard Edition 2.0 $G24-5635-00
Building AS/400 C/S Apps with Java $G24-2152-02

Building AS/400 Internet-based applic:
$G24-5337-00
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Trademarks and Disclaimers

© IBM Corporation 1994-2004. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

The following terms are trademarks of International Business Machines Corporation in the United States, other countries, or both:

AS/400 e-business on demand 08/400
AS/400e 1BM
eServer IBM (logo)
iSeries
@server

Rational is a lrademark of \nlernatlonal Buslness Machines Corporation and Rational Software Corporation in the United States, other countries, or both.
Java and all J; of Sun Inc. in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and Ihe Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.

Intel, Intel Inside (logos), MMX and Pentium are trademarks of Intel Corporation in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

SET and the SET Logo are trademarks owned by SET Secure Electronic Transaction LLC.

Other company, product or service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual environmental costs
and performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly ava\lable sources and does not constitute
an endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available i ncluding vendor

and vendor worldwide homepages. IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other Caims related fo non IBM products.
Questions on the capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. Contact your local IBM office or
IBM authorized reseller for the full text of the specific Statement of Direction.

i future uch it is not intended as a definitive statement of a commitment to specific levels of performance, function or
dellvery schedules with respect to any future producls Such commumems are only made in IBM product announcements. The information is presented here to communicate IBM's
current investment and development activities as a good faith effort to help with our customers' future planning.

is based on and using standard IBM in a controlled The actual or performance that any user will
will vary ing upon such as the amount of multiprogramming in me user's job stream, the 1/0 configuration, the storage configuration, and the workload
processed. Therefore, no assurance can be given that an individual user wil achieve equivalent to the ratios stated here.
shown are of Changes may be incorporated in production models.
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