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iSeries Access for Windows... the strategic
choice for interacting with and managing
your iSeries servers.

www.ibm.com/eserver/iseries/access
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Integrating native Windows with iSeries
Want a single solution for working with all iSeries resources...

< A smgle offering designed for Windows users that provides:
High-function, easy-to-use 5250 emulator to work with iSeries
applications
— A PC print server that 0S/400 output can be sent to and run
unattended
— Access to iSeries database and other resources from Windows
applications
— Ability to use iSeries as file and print server
— Administer users and monitor/manage iSeries servers in the
network
» No special web application server code required
— All code runs natively on the Windows
« It's all in iSeries Access for Windows
— PC5250 emulation, Data Transfer, ODBC, etc for end users and
Windows programmers
— iSeries Navigator to operate and administer iSeries systems and
database

— Operations Console to work with OS/400 system console
— EZ-Setup to quickly and easily set up new iSeries servers

80+% of iSeries customers already using iSeries Access
for Windows

'«7/ H\m

You have the
most
comprehensive
iSeries native
Windows
connectivity
solution in the
market
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iSeries Access for Windows - Product Information

iSeries Access for Windows
» 1st Release
— May 1999, VRM = V4R4MO
— End of Support 5/31/2001
* 2nd Release
— August 2000, VRM = V4R5M0
— End of Support 12/31/2002
» 3rd Release
— May 2001, VRM = V5R1M0
— End of Support 5/342663 9/30/2005*
* 4th Release
— August 2002, VRM = V5R2M0
— End of Support 9/36/2604 9/30/2005*

» 5th Release
— 2004, VRM = V5R3M0 c

Welcome to iSeries Access for

What is iSeries Access for Windows?

Using iSeries Access for Windows

What's New in VbR3?

Sources of Information

¥ Show this Welcome when | restart my computer

©2004 1BM Corporation
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iSeries Access Family - Packaging
g.Q V5R3 @}? V5R2 V5R1
\ \ 5722-XW1 \ \ 5722-XW1 5722-XW1
iSeries Access Family iSeries Access Family Client Access Family
iSeries Access for Windows, iSeries Access for Windows, AS/400 Client Access Express
5722-XE1, V5R3 5722-XE1, V5R2 X for Windows, 5722-XE1, V5R
iSeries Access for Web, 5722- iSeries Access for Web, 5722~ iSeries Access for Web, 5722-
XH2, V5R3 XH2, V5R XH1, V5R1
WebSphere Host Publisher, ebSphere Host Publisher,
5724-B81, V4.0, 5724-B81, 5648-E25, V3.5, 5724-B81,
V4.01 V4.04
HATS Limited Edition V5.0, HATS Limited Edition V4.0 HATS\Léir}:ited Edition V4.0,
5724-F97-01 5724-D34-01 (after 6/30/2003) 5724-D34-01 (after 6/30/2003)
iSeries Access for Linux, 5722- Customers with Software
XL1. V5R3 Subscription can get V5R2 clients by
’ ordering no-charge Feature No. 2645
of Product No. 5722-XW1
After 6/30/2003, current V5R2 After 6/30/2003, current V5R1
customers can get version of Host customers can get version of Host
Publisher that runs on WAS V5 and Publisher that runs on WAS V5 and
HATS LE by ordering no-charge HATS LE by ordering no-charge
Feature No. 2646 of Product No. Feature No. 2646 of Product No.
L [S722XWi 15722 XWi1 |
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iSeries. mySeries.




@server’

Set up the License Key Information

iSeries Access Family (5722-XW1) is included on the Keyed Stamped
media.
» Can use all functions of iSeries Access Family for 70 days without purchasing
5722-XW1.
To set up License key information for 5722-XW1
* Run WRKLICINF command.
— Type "1"in the entry field next to the product 5722XW1 Option 1, Feature 5101.
— This is where you enter your software license key.
» On the Add License Key Information (ADDLICKEY) display
— Type the required information and add the license key information
— Always enter the value *NOMAX regardless of what was entered for usage limit.

©2004 1BM Corporation
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Notes: Software License Keys

With V5R1, iSeries Client Access Family (Licensed Program number 5722-XW1) is added to the Keyed
Stamped Media to enable you to evaluate the function. This feature is for evaluation use only and keys are
not supplied. The Client Access functions that require the Client Access Family license can be evaluated for
70 days. After 70 days, you need to order (or have upgraded to) the V5R1 5722-XW1 product to receive
the software license key. As in prior releases, all components of Client Access Express can be installed

on the PC, whether the components require a license or not. Also as in prior releases, the 5722-XW1
license will be checked at the point when a user tries to use a licensed function. The difference for V5R1 is
that now users will be allowed 70 days to evaluate the licensed functions without having the license key.

The 5722-XW1 licensed program now has both a base and option 1.
Both need to be installed when XW1 is installed on the iSeries or AS/400e server.
5722-XW1 feature 5050, which is the base. This is where you need to enter your usage limit.

If you ordered a user-based option you would need to enter a use quantity equal to the number of users
you are entitled to use.
If you ordered the PBOTC option, you would enter a use quantity of “NOMAX."

5722-XW1 feature 5101, which is option 1. This is where you enter your software license key.

The screens for ADDLICKEY have a 'usage limit' value (for release-to-release compatibility) and they
cannot be left with the default of '0'. Thus our instructions recommend that you enter a value of *NOMAX.
This field is ignored by Client Access license management as it checks the usage limit value entered on the
base.

©2004 1BM Corporation
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PC Hardware Requirements

Connection Options

©2004 1BM Corporation
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Windows Operating Systems

* The V5R3 version of iSeries Access for n——
Windows will not install on: -
— Windows 95
— Windows 98 » The V5R2 version of
— Windows ME iSeries Access for

Windows can be used on

* The V5R3 version of iSeries Access for Windows 98, ME, NT

Windows can be installed on: 4.0, 2000, XP, 2003
— Windows NT 4.0
— Windows 2000 * The V5R1 version of
— Windows XP Professional iSeries Access for

Windows can be used on
Windows 95, 98, and
ME, NT 4.0, 2000, XP

— Windows 2003 Server

©2004 1BM Corporation
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Hardware/Software requirements...

Operating iSeries Access for Windows iSeries Navigator
system
Windows + Pentium 100 MHz and at least 32 MB + Pentium 850 MHz minimum and at least

NT 4.0 » Microsoft Windows NT Service Pack 6a 256 MB, 512 MB recommended
Microsoft Internet Explorer 5.01 or later Microsoft Windows NT Service Pack 6a
Microsoft Internet Explorer 5.01 or later

Windows * Pentium 133 MHz and at least 64 MB * Pentium 850 MHz minimum and at least
2000 * Pentium 850 MHz minimum and at least 256 MB, 512 MB recommended

+ 256 MB, 512 MB recommended
Windows * Pentium 233 MHz and at least 128 MB » Pentium 850 MHz and at least 256 MB,
XP 512 MB recommended
Windows + 32-bit PC Pentium 133 MHz and at least | + Pentium 850 MHz and at least 256 MB,
Server 128 MB Pentium 512 MB recommended
2003 * 64-bit PC Pentium 733 MHz and at least

192 MB

Microsoft Windows Server 2003 comes in
several editions. The hardware requirements
vary by edition. See Microsoft's Web site for
base requirements information for all editions.
Note: If you do not plan to use iSeries Navigator for anything other than managing your iSeries connections (adding,
removing, and changing connection properties), it is recommended that you do not install the iSeries Navigator base
component. Installing that component will result in higher memory usage when managing your iSeries connections.

©2004 IBM Corporation iseries myseries
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Hardware/Software requirements...
Other PC requirements Value
Disk Space - Install » Typical - 148 MB (approximately)

+ PC5250 User - 39 MB (approximately)

« Full - 221 MB (approximately)

+ Custom - varies, depending on
components installed

Adapter Card A communications adapter card that supports
TCP/IP.

Notes

1. The Disk Space - Install values are approximate. For the exact values, see PC requirements
(www.ibm.com/eservers/iseries/access/pcreq.htmi)

2. You need 5 MB available on the drive where the Windows operating system is installed to
accommodate temporary files that the iSeries Access for Windows setup program creates.

3. Additional files are downloaded from the iSeries server when you use the File Systems function of
iSeries Navigator.

4. Service packs require additional space.

5. The size for a Full installation could be different depending on whether SSL and plug-ins are in the
installation search path.

©2004 1BM Corporation iseries myseries
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Supports Microsoft operating environments...

) UNIX...
Windows

-;

* Microsoft Transaction Services (MTS) Network BB
— example, an Auction House application statlons

where may need to back out o =
transactions (ie, 2-phase commit) _ =
» Terminal Server Edition (TSE) :
Windows
— iSeries Access runs on a Windows Under
server, and enables multiple iSeries
simultaneous users (such as Network s

Stations, DOS, Unix, or Macintosh) XA)
work with iSeries resources web server

* Internet Information Services (IIS)

— Provides a Web application

infrastructure for Windows Servers.
iSeries Access runs on server, and
fulfills requests for iSeries data (ie,
ODBC, OLE DB, etc)

©2004 1BM Corporation
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Getting Started...
* Many new : ﬁ
fun(':tions Emulgtor  Program...  Service AFP Data Data Directory
available from Toolkit Workben...  Transf... Trandfer.. Update

iSeries Access : _—
for Windows % @ @ Ei)

icon group...

EZ-Setup  Internet iSeries iSeries ODBC  Operations Read Me
Information Accessf.. Navigator Administr... Console

& - v ®

Selective  Service Start  User's Guide Welcome
Setup  PackRe..  Direct.. Wizard

©2004 1BM Corporation
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iSeries Access for Programmers
Application Enablement

©2004 1BM Corporation
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iSeries Access Middleware

Middleware

Where it fits

Value to iSeries

iSeries ODBC driver

 Industry-standard Windows database
access method.
» Supports Microsoft V3.0 specification.

Access to DB2 UDB for iSeries

iSeries OLE DB provider
(driver)

Visual Basic Wizards

« Microsoft's universal data access
standard interface for Windows
applications working with relational and
non-relational data.

« Supports OLE DB 2.5

+ Canuse ADO 2.2 and 2.5

- Canuse VB 6.0

Access to DB2 UDB for iSeries

Can use 0S/400 Data queues, Remote
Commands, Stored Procedures,
Distributed Program Calls...

VB Wizards can be used with AS/400
OLE DB provider

.NET Data provider called
IBM.Data.DB2.iSeries

» Microsoft .NET Framework is a platform
for building, deploying, and running Web
Services and applications

Enables applications using Microsoft's
.NET framework to access DB2 UDB for
iSeries databases

Data Queues

Remote Commands
Stored Procedures
Distributed Program Calls
SQL APIs

Data Transfer APIs

« Active X Automation Controls & Objects

* Industry-standard Windows programming

interface

Works with OS/400 Data queues,
Remote Commands, Stored
Procedures, Distributed Program Calls...
Access to DB2 UDB for iSeries

PC5250 enablers

« Includes ActiveX controls
* Industry-standard EHLLAPI, WinHLLAPI,
DDE for code conversion.

For 5250 applications
ENPTUI for enhanced 5250 datastream
functions

©2004 1BM Corporation
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Notes: Middleware

iSeries ODBC Driver

ODBC is a Microsoft-defined standard database access interface
for Windows users. Client Access provides an iSeries ODBC
driver to enable any ODBC 32-bit Windows application (written to
MS V3.0 specification) to transparently access DB2/400
information. iSeries ODBC driver supports Dynamic SQL access
at static SQL speed (4x improvement), Block Fetch, Insert,
Update, & Delete functions, takes advantage of DB2/400
Optimizer, supports Stored Procedures (result sets from stored
procedures), SQL Collections do not need to be defined

iSeries OLE DB Provider (driver)

OLE DB is a Microsoft 32-bit Windows architecture for universal
data access. OLE DB is defined as a multi-platform access
method for relational and non-relational data, and is a superset of
ODBC. Client Access includes an iSeries OLE DB Provider so
that any PC application written to this interface can be used to
access iSeries resources. The iSeries OLE DB Provider can be
used for record level access, SQL calls, stored procedures, data
queues, programs, and CL commands. The OLE DB and ActiveX
toolkit which provides Visual Basic wizards and other sample
programs is provided as part of the Client Access Toolkit.

ActiveX Automation Objects

ActiveX automation objects are provided for Client Access data
queues, remote commands, and distributed program calls. Many
popular client languages, such as Visual Basic, Delphi,
PowerBuilder, and Visual C++, support ActiveX automation
objects, and now these programs can use the Express client key
components to develop client/server applications between the PC
and the iSeries. Online help (including example code) is provided
and can be accessed from object browsers.

iSeries Toolbox for Java

The iSeries Toolbox for Java includes a series of low-level APIs for
accessing AS/400 data and resources from a Java program. It also
includes a set of GUI classes to present iSeries data to the user from
a Java program. The GUI classes use the Java Swing 1.0 (JFC 1.1)
framework. This is a separately installable option of Client Access
install. Once installed through Client Access, future updates to the
Java Toolbox will be delivered to PC users through the Client Access
'service' function (ie, whenever a PTF for the Java Toolbox is applied
to the iSeries Check Service Level recognizes the new level and
downloads the fix to the client).

PC5250 Enablers

« EHLLAPI support is provided so programmers can add a graphical
interface to applications written to a 5250 interface to perform
functions such as host data access, screen scraping and host
automation. This industry-standard 32-bit support also enables
applications currently written to another emulation products’
EHLLAPI to migrate and run unchanged using PC5250.

* WinHLLAPI support is implemented so customers who have
WOSA-compliant applications can migrate to PC5250.

« PC5250 DDE now includes code conversion support. This
provides a more consistent set of DDE APIs thus making it easier
to migrate applications across different platforms.

« Enhanced Non-Programmable Terminal User Interface (ENPTUI)
provides 5250 datastream functions such as ability to show radio
buttons and check boxes on end-user desktops that can support
these functions (such as a PC versus a 5250 terminal).

+ PC5250 ActiveX Controls have been added and can be used in
any application that supports ActiveX controls (such as Visual
Basic, C++, etc). These controls enable host applications to use a
list box or button.

©2004 1BM Corporation
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.NET is the next big wave in Microsoft

technology...
Microsoft Technology Roadmap

Today

DB-Library €——————= = = = = — | =

ESQL
DAO -

— ==

OoDBC -

Y

ADO/OLEDB -

ADO.NET

Y
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Notes: What is Microsoft .NET

Microsoft .NET is software that connects information,

people, systems, and devices. It spans clients, servers, and

developer tools, and consists of:

+  The .NET Framework 1.1, used for building and running all kinds
of software, including Web-based applications, smart client
applications, and XML Web services—components that facilitate
integration by sharing data and functionality over a network
through standard, platform-independent protocols such as XML
(Extensible Markup Language), SOAP, and HTTI

«  Developer tools, such as Microsoft Visual Slud|o® .NET 2003
which provides an integrated development environment (IDE) for
maximizing developer productivity with the .NET Framework.

«  Aset of servers, including Microsoft Windows® Server 2003,
Mlcrosoft SQL Server“" and Microsoft BizTalk® Server, that

based appllcanons.

+  Client software, such as Windows XP, Windows CE, and Microsoft

Office XP, that helps developers deliver a deep and compelling

user experience across a family of devices and existing products.

The .NET Framework is an integral Windows component for

building and running the next generation of software
appllcatlons and Web services. The .NET Framework:
Supports over 20 different programming languages.
+ Manages much of the plumbing involved in developing software,
enabling developers to focus on the core business logic code.
« Makes it easier than ever before to build, deploy, and administer
secure, robust, and high-performing appllcanons
+ The .NET Framework is composed of the common language
runtime and a unified set of class libraries.

,andr Web services and Web-

Common Language Runtime
The common language runtime (CLR) is responsible for run-time
services such as language integration, security enforcement, and
memory, process, and thread management. In addition, the CLR
has a role at development time when features such as life-cycle
management, strong type naming, cross-language exception
handling, and dynamic binding reduce the amount of code that a
developer must write to turn business logic into a reusable
component.

Class Libraries
« Base classes provide standard functionality such as input/output,
string manipulation, security management, network
communications, thread management, text management, and user
interface design features.

The ADO.NET classes enable developers to interact with
data accessed in the form of XML through the OLE DB,
ODBGC, Oracle, and SQL Server interfaces. XML classes
enable XML manipulation, searching, and translations. The
ASP.NET classes support the development of Web-based
applications and Web services. The Windows Forms
classes support the development of desktop-based smart
client applications.

Together, the class libraries provide a common, consistent
development interface across all languages supported by
the .NET Framework.

Note: The .NET Compact Framework does not ship natively
with the .NET Framework. Developers may access the .NET
Compact Framework using Visual Studio .NET 2003.

©2004 1BM Corporation
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.NET Data Provider new in V5R3...

* ADO.NET Managed Provider

— The new .NET provider is named IBM.Data.DB2.iSeries
It allows applications using Microsoft's .NET framework to access DB2 UDB

for iSeries databases

For complete documentation of the .NET Data Provider, see IBM DB2 UDB for
iSeries .NET Provider Technical Reference.

©2004 1BM Corporation
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.NET Provider

Supported Not supported

* SQL (INSERT,UPDATE, DELETE) * Large Objects (LOBs)
» Commitment Control » System naming (/)

» Connection Pooling » Package support

» SQL naming  Data links

» Unicode » User Defined Types

» Tracing » Record Level Access
» Threads * CMD/PGM call

» IASPs (multiple databases) « Data Queues

» Compression
« Limited stored procedure support

©2004 IBM Corporation iseries mvseries
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Notes: Using ADO.NET

The IBM DB2 UDB for iSeries .NET Provider (which is also called the Managed Provider or the
IBM.Data.DB2.iSeries data provider) is based on the ADO.NET architecture. ADO.NET is a set of classes
that uses .NET technologies to allow access to database servers. The IBM.Data.DB2.iSeries data
provider supports the full set of ADO.NET classes to allow your application to access and use data that is
stored in your iSeries DB2 database.

The IBM.Data.DB2.iSeries data provider is compiled for .NET and runs under the .NET Common
Language Runtime (CLR) function and, therefore, follows established .NET provider and class definitions.

According to ADO.NET rules, managed providers do not define traditional external data structures or
header files so your iSeries Access for Windows Managed Provider does not have a header file or unique
data structures.

ADO.NET data providers do not offer as many classes or interfaces as traditional data providers and the
properties for these classes are always a single word with no intervening spaces. This means that you
can get and set IBM.Data.DB2.iSeries data provider properties by simply calling to methods supported by
the various classes.

©2004 1BM Corporation
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iSeries ODBC Driver

Most popular database
access method from a
Windows application

Compliant with Microsoft ODBC Version 3 specification

» PC applications can now take advantage of new functions
included in the 3.5 Specification.

©2004 1BM Corporation
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ODBC (Open Database Connectivity)...

V5R3 enhancements

 Support for BINARY/VARBINARY data types
 Support for UTF-8 / UTF-16 data

» Support for increased precision of decimal numbers
* Enhanced MTS support

* ANSI/ISO (American National Standards Institute/International Standards
Organization) Core Level SQL standard of 1999

©2004 1BM Corporation
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ODBC (Open Database Connectivity)...

V5R2 enhancements
* MTS support
» Working with iSeries Database
— Supports ROW-ID
— 64K SQL Statements
— additional descriptor information

©2004 1BM Corporation
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Microsoft Transaction Services (MTS)...V5R2

Seller

Using Electronic Data Interchange iSeries "bBank"

& (EDI) o~
'o{s\ 1:::-"/‘-1:11- :
° L EH
oy, & O"‘>
0,%, éo WX
2 (QQ o
* 2 phase commit
'% o%’/z
Auctlon House "eo;t e% iSeries "sBank"
oF MTS and
N CA Express V5R1
ODBC Driver

Bidder

« This scenario assumes that the Auction
House would handle the transaction

iSeries. mySeries.
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Notes: What is ODBC MTS Support?

What is MTS? What is in Express V5R1 ODBC for MTS?
* Microsoft Transaction Server (MTS) is a feature of the + 0S/400 V5R1 UDB/400 supports the X/Open XA

Microsoft Windows NT and 2000 Server O/S for
development and deployment of three-tiered, server-
centric applications built using COM technologies. MTS
offers automatic transaction support, role-based security,
access to other databases (including connection pooling),
message queuing products and mainframe-based
applications.

What is in Express V4R4/5 ODBC for MTS?

+ Connection Pooling, which provides improved
performance, is already available as the Microsoft ODBC
driver manager handles it (ie, the Express ODBC driver
doesn't do anything different or special). The user can
turn connection pooling on and off via the ODBC
Administrator's 'Connection Pooling' tab. This displays a
list of the installed drivers, click on one to set whether
connection pooling will be enabled or not and set the
time-out value for unused connections.

« The Express ODBC driver was made 'Thread Safe' via
V4R4 Service Pack SF59557. See Information APAR
1111851 for information on thread safety.

standard for transaction coordination that the ODBC
driver uses to provide two phase commit. ODBC driver
will accept the commands and send them to the iSeries
via a new set of database host server functions.

ODBC driver support the
SQLSetConnectAttr(SQL_ATTR_ENLIST_IN_DTC)
statement

The user can turn connection pooling on and off via the
ODBC Administrator's 'Connection Pooling' tab. This
displays a list of the installed drivers, click on one to set
whether connection pooling will be enabled or not and set
the time-out value for unused connections.

ODBC driver is thread safe (see Information APAR
1111851 which describes thread safety and documents
that since V4R4 Service Pack SF59557, our driver is
thread safe).

MTS Requirements and Restrictions
« MTS 2.0 (Windows NT with Option Pack 4.0 or Windows

2000) installed in the second tier machine. Distributed
Transaction Coordinator (DTC) is included.

Client Access Express V5R1 with ODBC installed in the
same machine.

0S/400 V5R1 for two phase commit.

V5R1 MTS support is restricted to one transaction per
connection at a time.

©2004 1BM Corporation
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iSeries OLE DB Provider
ODE Dg

Microsoft-recommended
Access for 32-bit Windows

applications

* Record level access
» Data Queues

» Stored Procedures
« SQL

* Remote Commands
- ODBC.

@ server’

=" plus add-ins for Visual Basic

OLE DB Provider supports OLE DB 2.5

©2004 1BM Corporation
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Visual Basic Programming Aides

‘ﬁ Project] - Microsoft Visual Basic [design] - [Form1 (Form]]

Diagram Tools Add-Ins ‘Window Help | Express Toolkit ;Iill"

B9 File Edt Wiew Project Format Debug Run Query

B-h-HedszRmo o=

20 ) e |HEEE

ahz-B-=-|a

B9 Form1

General

-+ Wizards to aid in
developing Visual

@server’

=

=l

Link Tables...
Link Stored Procedures. ..

Link Data Queues...

Link Commands. ..
||E Link Brograms. .,
[=--F3% Projectl {§
| ?@ Earms Create Eorm from Links. ..

Work with Stored Procedures. ..

i Basic applications i IFurml Form Wark with Data Queues. ..

.. * Sample programs for Alphabetic | Caten  ptians. .
=B = IE, PowerBuilder, Name) F_ teb..

p oo A - Appeatance 1-30 =
E1E] j - Delphls Visual C++! AutoRedram False:
= -~ Lotus 1-2-3 BiackColor [ &HB000000FE:
i) [ oo Eorderatyle 2 - Sizable ﬂ
0 | - i c__aptiun

B~

Returnsfsets the text displayed in an object’s title
| [¥] |bar or below an object’s icon,
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OLE DB (Object Linking and Embedding)...

V5R3 Enhancements:

New SQL-only provider (IBMDASQL)

— SQL commitment control using IBMDASQL

— MTS support using IBMDASQL
SQL

— Custom blocking in SQL

— SQL data compression

— SQL package support

New Record-Level Access-only provider (IBMDARLA)
— Record-level access support for forward-only cursors and blocked reads using IBMDARLA

DB2 UDB for iSeries support:

— Database BINARY and VARBINARY data types

— Database larger decimal precision support
Unicode support
— UTF-8 and UTF-16 support

©2004 1BM Corporation
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OLE DB (Object Linking and Embedding)...

OLE DB provider work with Windows V5R2 enhancements...
products, such as: » Working with iSeries Database
— ADO 2.1 - this ships with Microsoft IE 5.0 — Supports ROW-ID

and Office/2000 products

= ADO 2.5 this ships with Microsoft Windows — 64K SQL Statements

— Additional descriptor information
— Visual Basic 6.0 OLE DB controls and
wizards
— An OLE DB interface is provided to support
ADO recordset Seek (ADO 2.x)
» Custom properties added

Force Translate (translate CCSID 65535
data)

— Default Collection
— Catalog Library List
— Convert Date Time To Char
» Supports updatable cursors for the SQL
dialect

« |Is thread safe

©2004 1BM Corporation
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64-bit Windows - ODBC, OLE DB...

Intel Itanium hardware

* The ODBC and OLE DB
components have been ported to
run natively on 64-bit Windows 64-bit Windows

— Most other components will run in Server
32-bit mode on 64-bit hardware
(print drivers and SSL support will
not run with 64-bit applications).

iSeries Access for
Windows 64-bit
support (ODBC,
OLE DB)

0

©2004 1BM Corporation
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Incoming Remote Command (IRC)

- « RUNRMTCMD is used to run a PC command from the 0S/400
command line in a 5250 session
» Since itis a CL command, RUNRMTCMD may also be run from a CL

-wogram running on a server

2 iSeries Access for Windows

— ©
+ CWBRXD is the name of the program that provides and
controls the Incoming Remote Command (IRC) function
- RXD in the name stands for Remote eXecution Daemon
— The terms CWBRXD and IRC are used interchangeably

©2004 1BM Corporation
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Incoming Remote Command enhancements in
v5 R3_ . * The Incoming Remote Command function
runs the command on the Windows PC and
TR then routes any text output that is generated
Anew Optlon' /Ioadprof by the command back to the requesting
— Allows commands to have access to the user- system
specific registry and environment variable + Commands are sent to the Windows PC in
settings while they are running the format of commands that are typed on a
— Some commands require setting this option in er]?r?:vsu(;gmrphaaq(ivzﬁ?Etormally appearin
°rqer to _Work properly . that command prompt is sent back to the
— This option can be saved on the Incoming requesting system
Remote Command tab of iSeries Access for — If the command produces no output, a no
Windows Properties, where it is called Load user output message is sent instead.
profile when command run in user contex * When a command is sent from a remote
system, a message is logged in the iSeries
Access for Windows history log
For further information regarding this new - The message information that is logged
option refer to the CWBRXD and Incoming identifies the system and user ID that sent
i L ' . the remote command, the text of the
Remote Command topic in the User's Guide command that was sent, and whether or not
— Use this path: the command could run

— If no user ID is specified with the command,

— Start > Programs > IBM iSeries Access for ;
no user ID is logged.

Windows > User's Guide
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Firewalls and Windows XP Service Pack 2

* By default, once Windows XP SP2 is installed, the Windows
Firewall is automatically configured to prevent some incoming

connections into the PC. This can affect the following iSeries
Access for Windows functions:

— Incoming Remote Commands
— Operations Console

— Management Central

* If you are using these functions, and they stop working once
Windows XP SP2 is installed, here are steps you can take ...

©2004 1BM Corporation
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Incoming Remote Command

» This uses port 512 by default

» Typical error messages would be:

— CPE3447 "A remote host did not respond within the timeout period"
— rexec:connect:Connection timed out

— rexec: can't establish connection
» Solution:

— Configure a port exception to allow incoming TCP connections on port 512:
C:\> netsh firewall add portopening TCP 512 "rexecd server (exec service, port 512)"

-OR -

Configure an application exception to allow the iSeries Access for Windows Remote
Command service (cwbrxd.exe) to accept any incoming connection, regardless of port
number or protocol:

C:\> netsh firewall add allowedprogram %windir%\cwbrxd.exe "iSeries Access Incoming
Remote Command server"
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Operations Console

@server’

+ Can use any one of a number of different ports for RCS -> LCS
connections

* Use ports 67 and 2112 for local (async and LAN) connections
* Typical failures are:

— When connecting an LCS (local connection), the status may
not progress beyond "connecting console".

— When connecting an RCS (remote connection) to an LCS that
has not had all needed firewall exceptions configured,
it may fail to connect; or it may connect, but fail to

authenticate. The failure reason noted at the RCS may
be that the local system is not configured to receive
calls.
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Operations Console Continued
» Steps to correct:

» Configure a port exception to allow incoming UDP connections on port 67:

— C:\> netsh firewall add portopening UDP 67 "bootp server (bootps service, port 67)*

» Configure a port exception to allow incoming TCP connections on port 2112 from
the local PC (127.0.0.1) only:

— C:\> netsh firewall add portopening TCP 2112 "Internal Op Console worker server (port
2112)" ENABLE CUSTOM 127.0.0.1

» Configure an application exception to allow the Operations Console program to
accept any incoming connection, regardless of port number or protocol:

— C:\> netsh firewall add allowedprogram <INSTALL>\cwbopcon.exe "iSeries Access
Operations Console (cwbopcon)"
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Management Central

 Refer to:

* For V5R3:

http://publib.boulder.ibm.com/infocenter/iseries/v5r3/ic2924/info/exp
erience/mcfirewall.pdf

* For V5R2:

http://publib.boulder.ibm.com/iseries/v5r2/ic2924/info/experience/mc
firewall.pdf
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Info on Web

 The preceding information on Windows XP SP2 is also available on the
web at:

— http://www-1.ibm.com/servers/eserver/iseries/access/supportedos.htm

— Then click on the appropriate link in the Windows XP Professional section
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iSeries Access Toolkit .
« Installable option of

?:F Access for Windows

Gt [Tosi o] * Included in the icon
group for Access for
Windows

= » Contains sample
programs, and
documentation

LLLELL

header files and
Windows Help files
s serniess, iNStalled on your PC
e * Has Internet links to
more sample programs,
documentation, and
other helpful information

[ sy af B E ST A B B T

o barvers ol thae B
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Programmers Toolkit enhancements - V5R2

Data Transfer ActiveX Automation support

» The database transfer automation objects provide a programming interface for
the Data Transfer functionality.

Visual Basic wizards

 Data types (BigInt, Large Objects (LOBs))

« Set cursor type and lock type properties

» Generate recordset seek code for tables record level access

Tools for Java
* Two new Java tools, GUI Builder and Resource Script Converter, are included
in Express.
— The GUI Builder is a visual editor for creating Java dialogs, property sheets and
wizards.

— The Resource Script Converter converts Windows user interface elements into a
form usable by Java programs. These tools are an optionally installable component
of the Toolkit, and require the current JRE and Java Toolbox.

©2004 1BM Corporation iseries mv series
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What is Data Transfer?
Provides an SQL-like interface
* To allow full file SELECT or customized &!Data Transfer From iSeries B x|
queries including joins, sorting, and record ——
grouping
 Provides access to iSeries file members == 3
Data Transfer has an easy-to-use GUI so feme ’7 o |
users can: s
* Download selected DB2 UDB for iSeries .
information to a N T |
- :?I\i;::_efl E:%?m Markup Lar;guage \HTMI.) 4
- e
— PC display =
— PC printer
» Upload PC data to DB2 UDB for iSeries
— From PC file

iSeries. mySeries.
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Many Other Ways to Run

Batch Transfers
« RTOPCB and RFROMPCB

» Can also run multiple batch requests
can run on a single connection

Pre-defined Transfer Request

Auto-run without user intervention

@server’
Data Transfer...

Can be placed in start-up file

Can be started from

» PC5250 Toolbar

» Express icon group

» Desktop objects or Explorer

» Create new ones from Windows New
menu

Compatible with previous formats (ie,
Enh.Win3.1, RUMBA)
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Automating Data Transfer
You could schedule Batch Transfers using a Windows Scheduler

1 Scheduled Tasks !EI ﬁ |

File  Edit Yiew Go Favoites Advanced Help
RTOPCB i
IS L, 2 = | =

je-3 ot S0 0XEE-
scheduled _

Mame | Schedule | Mext Run Time | Last Run Time |
torunata (=] A Schecided Tk
gIVen date ~ &‘\-Maintenance-Deflagmenl plograms Disabled Disabled Newer

. ~ &Maintenance-Disk cleanup Digabled Disabled Never

and time A~ @Maintenance-ScanDisk Disabled Disabled Never

rlopch At 328 PM every day, stating 210, 32800 PM 3/7/00 JZFE6PM 3/6700

W\ndows Critical Update Motification Every 5 minute(s] from 7:20 PM for .. 7:20:00 PM 3/6/00 Mewer

il

[B abjecti)
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Notes: Scheduling a Data Transfer Request

Client AccessExpress does not provide a scheduler program. For an example of how to schedule a
Data Transfer request, we picked Microsoft's System Agent application.

From Microsoft Task Scheduler select Add Scheduled Task. Go through the wizard to create the
scheduled task and enter

"C:\Program Files\IBM\Client Access\RTOPCB.EXE" your.TTO
for the task to execute.

Complete the other scheduling options offered by the System Agent application. You are now ready
to run transfer requests on a scheduled basis.

©2004 1Bl
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Data Transfer Provides Data Conversions
Capable of transferring data to ActiveX Automation support for all
and from many popular PC file Data Transfer GUIs -
types including - ActiveX automation objects for
* ASCII Text transferring database data to and
. CSV from iSeries and AS/400e servers.

» These objects provide both a high-

Excel and Lotus spreadsheet ;
level and a low-level interface.

types
Tab-Delimited Text » These objects can be used from

Visual Basic and other languages
UTF-8 & -16 (used by browsers) which support ActiveX automation.

©2004 1BM Corporation iseries mvseries
- L]




@server’

Create iSeries Database File Wizard

To help you create new
tables in DB2 UDB for

iSeries, use the Database — |

File Wizard

« It also creates the
File Description File
(FDF) required for
uploading the data to
a new file

Start the Create iSeries
Database File tool by
selecting it from the Tools
menu or by clicking on its
icon in the toolbar

[®: Data Transfer To iSeries PEX]
Eile Yiew Tools Help
I

e, |

Welcome

This wizard allows you to create an iSeries database
file from an existing PC file.

You will bs required to specfy the name of the PC
file from which the iSeries file will be based, the
name of the iSeies fle which to create. and several
other necessary detals

TReds ] Camcel | Hep |
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Data Transfer and Excel integration...

Data Transfer has add-
ins for Excel users:

» Can download from
DB2 UDB for iSeries
directly into
spreadsheet

— Can create request
— Can run previously
saved request

* Upload PC data to
DB2 UDB for iSeries
directly from
spreadsheet

—Added in V5R2

[¥ Microsoft Excel - Book1

@ File Edt View Insert Format Tools Data Window Help
oa.
Dl &V B Q-4 mE 2 Al 10 * B I T
td & @ 1 .

Al - # CUSNUM

A B [ D E F G H 1 J K L

1 [CUSNUM ILSTNAM INIT STREET CITY STATE  ZIPCOD  CDTLMT CHGCOD BALDUE CDTDUE
2| 938472 Hemning GK 4859 Elm ,Dallas X m217 5000 3 37 0
3| 839283Jones BD 21BNW 1 Clay  NY 13041 400 1 100 0
4 | 392859 Vine S8 PO Box 7¢Broton VT 5046 700 1 439 0
5 | 938485 Johnson JA 3 Alpine WHelen  GA 30545 9999 2 3975 335
6| 397267Tyron  WE 13 Myrtle [Hector ~ NY 4341 1000 1 0 0
7| 389572 Stevens KL 208 Snow Denver €O 80226 400 1 5875 15
8 | 846283 Alison  JS 787 Lake [lsle MN 563142 5000 3 10 0
9 | 475938 Doe JW 59 Archer Sutter  CA 95685 700 p: 250 100
10| 693829 Thomas AN 3 Dove CirCasper WY 62609 9999 2 0 0
1] 593029 Williams E D 435 SE2/Dallas  TX 75218 200 1 2% 0
12| 192837 Lee FL 5963 Oak Hector ~ NY 14841 700 2 495 05
13| 583990 Abraham MT 392 Mill Stlsle N 56342 9999 3 500 0
i
15
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Notes: Create Database File Wizard

In Client Access Express, Data Transfer now has the ability to define and create a new AS/400 database file based on an
existing PC data file. The new file is created as an SQL table. In previous releases, Data Transfer was only able to create
files based on existing AS/400 database files. The new function will also create the FDF file required for uploading the data
to the new file. The interface to create a new database file is found in the Data Transfer to AS/400 application. The
function can be started from the Tools menu or a new toolbar icon.

The first step in creating a new AS/400 database file is to specify the PC file that you want the file based off of. The file can
be in any of the following formats: ASCII text, BASIC Sequential, BIFF3, BIFF4, BIFF5, CSV, DIF, Tab-delimited text, or
WKA4. If you pick a file type containing detailed type information, such as BIFF or WK4, Data Transfer is able to more
accurately determine the definition of the AS/400 file you will want to create to hold your data. After specifying your PC file,
Data Transfer attempts to determine the type of the file. The type detected by Data Transfer is shown in the window. If this
"guess" by Data Transfer is not correct, you will need to set the correct file type before you continue. If this is not done,
Data Transfer will not be able to read the data file correctly, and an error will be displayed.

The information you enter along the way in the wizard will be loaded into the Data Transfer to AS/400 application upon
completion of the wizard function. The FDF file is an essential item for step of transferring the data to the AS/400. This
panel allows you to set the name of the FDF file to be used for the transfer. In order to retrieve the field information from the
PC data file, Data Transfer must "scan" or parse the data. If you chose not to do this, you will be required to manually set
up the field definitions from scratch. If you run the scan operation, Data Transfer will scan the PC file and come up with a
first pass at what the field definitions of the new database file will need to be to hold the data from the PC data file. If you
chose to have Data Transfer scan the PC data file, you will be presented with a list of fields found in the PC data file. If you
chose a simple file type such as ASCI! text, the field definitions will almost always need to be modified. If you chose a more
complex file type such as BIFF or WK4, only minor modifications may be needed. Either way, it is a good idea to verify the
field definitions are going to allow for all possible values you will want to insert into the AS/400 database. A context menu
(right click in Details list control) is available to allow users to add to or remove fields from the list.

©2004 IBM Corporation iseries myseries
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Enhancements for Excel users - V5R2
¥ Ele Edit Yiew Insert Format Iools Data Window Help == ]

IDa|

DElESRy|(s@ad|o - (aw(= ~ 25 @ @ |0
avial - -|lB 7o

u EXEE] _ - & *When using
« = | @ 2] @ ravories + | 6o+ | B [l 5ok Microsoft Excel
= Transfer to A5/7400 Request _ NOW SUppOI’t
o Version 7 (BIFF7)
Starting cell posion: and Version 8
Lolurnr: I—A Row (BIFFS) flle
formats. Excel

—

Ending cell position:
Calumr: I—K Row: |—13 97 and 2000 use
the Version 8 file

i Transfer Request

o format.
1eate new
& Create from file [% dit, * tr, * dt, * ko) - Support for
[ Bowss.._| numeric formulas
within cells.
-
0K | Cencel | Hep | _— J;l
e oaszs | 1wl [ s
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Enhancements for Excel users - V5R3

» Support most

1%
recently E‘lsed b i At ew st Fom Took Dis Widow Hep Jﬂﬂ‘
request list anc
last directory in

. AR L A Y 2|t 0+ BIU boAL 2

Excel Add-in SLLLIGAL LA, | &

B [ ¢ [DJET [ 6 TR T 1 T JTK[TLTW[NTO]
. Date/Time fields |1 DATE  CUSNUM LSTNAM INT  GIREET OTY  STATE ZPCOD COTLT CHGCOD BALOUE COTDUE
ized b |2 1m0 003 DA AgonguinlRoch M Em 0 10
recognized by 13 2Amm 11366 DA AggunfRoch M w01 1 11 05
Data Transfer and RELT 212456 DA AgoniniRoch M ] 2 1 4 1
now stored on (6| G0 30366 DA AgomuniRoch R I P15
DB2 for iSeri (6| 490000 413EE DA AgonuniRoch M 2001 I B2
; or1Series as |7 0AADI 513GE DA AgonqunfRach M s & 1 0 28
date or time' field. 18 4mon 125 DA AgonuintRoch M ] B 1N 3
(9 fe0m 71246 DA AgniniRoch M sl 7 1 4 35
. [0|12A02002  BOZMEE DA AgomunRoch M 201 B 1 6 4
» Option to convert (1] 1m0 912346 DA AonuntRoch M S840 E 118 48
numeric to 0 om0 g N won 1 1 s

character when oo gl = L

transferring to
iSeries DB

Support data compression for faster transfers
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Notes: Convert Excel data and time cells

Convert Excel date and time cells to iSeries date and time
allows the transfer of standard Excel internal date and time
formats to the iSeries without requiring conversion.
Typically, date and time cells uploaded to the iSeries must
be character strings. By enabling this option, Excel data can
be converted to an iSeries compatible date or time without
requiring prior conversion to a character string.

The following standard Microsoft Excel date and time
formats are supported:

Format string Example
m/dlyy 10/01/74
m/dlyyyy 10/01/1974
d-mmm-yy 01-Oct-74
d-mmm 01-Oct
mmm-yy Oct-74
h:mm AM and PM 10:15 AM
h:mm:ss AM and PM 10:15:22 PM
h:mm 18:22
h:mm:ss 18:22:34
m/d/yy h:mm 10/01/74 6:20
mm:ss 18:25
[h]:mm:ss 18:25:32
mm:ss.0 25:23.0

Convert numeric data in character columns to character
data - allows the conversion of numeric cells in spreadsheet
data to be converted to character. With this option disabled,
numeric cells in character columns cause Data Transfer to
end with an error message. By enabling this option, you
can specify that numeric cells are converted to character on
the upload to the iSeries to avoid Data Transfer ending
when it encounters numeric data.

NOTE: Converted character strings are not verified by Data
Transfer since the expected string cannot be determined.
Data loss could occur during the conversion.

In the past, customers could not upload this data. Now they
can by using this new option. For example: (notice the
ZIPCODE column. ZIP+4 data is character and 5 digit ZIP
codes are numeric.)
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Data Transfer Enhancements for Lotus users -

V5R2

Lotus Smart§uite - 1-2-3 - [Untitled.123]
@ File Edit “ew Create Hange Sheet 'Window Help —Support 97 Edition (123)

*New in V5R1 version

| Ak =|@| —When transfering a
I VE spreadsheet formula cell,
: Data Transfer nows tries
to determine the numeric
value.

« If the formula does not
resolve to a numeric
value it will continue to
pass a value of 0

*New in V5R2 version
—Support Lotus 123
Version 9 file format
» With 65,536 rows
(Version 97 support
8,192 rows)
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Notes: Enhancements for Excel and Lotus 1-2-3
users

Lotus 123 .123 file support added, The .123 file type is the standard type used in 97 Edition of Lotus 123. Lotus .WK4 support was
added in release V4R4. The current .WK4 selectively installed option is expanded to include .123 support since these file types use
the same LMBCS character conversion routines. The .123 support includes UNICODE character set support and support for new
.123 numeric storage types. These types are defined in the Lotus .123 file format specification. Like .WK4 file support, .123 file
format support includes the capability to read and write records to multiple sheets within a single workbook. Support for these types
is also now included in the 'Create iSeries Database File' wizard.

Upload from Excel Add-In. Today, Data Transfer provides the ability to download information into an Excel spreadsheet. This
function is integrated into the Excel by providing (1) an Excel add-in module called cwbtfxla.xll, (2) a toolbar icon/button the user can
select to invoke a Client Access data transfer GUI, and (3) a menu option from the Excel "Data" pulldown menu called "Transfer
Data From iSeries..." Data Transfer now extends its integration with Excel by providing an option to upload information from Excel
to the AS/400. This additional integration include (1) an additional icon/button on the Client Access toolbar, (2) an additional menu
option on the Excel "Data" pulldown menu called "Transfer Data To iSeries...", (3) a new dialog similar to the current download
dialog, which allows the user to specify what data to upload and where to upload it to. A new DLL to be shipped and installed to
provide this new capability.

Microsoft Excel BIFF7 and BIFF8 file support - support for the Microsoft Excel Versions 7 and 8 file formats. Version 7 support is
simply an extension of the Version 5 file format which Data Transfer currently supports. The major change from Version 7 to
Version 8 is that in Version 8 character data is stored as UNICODE. Like .WK4 file support, Excel Version 8 support includes the
option to save to multiple sheets within a workbook. Support for these types also has been added to the Create iSeries Database
File wizard.

Previously Data Transfer "ignored" formula cells and passed the default value of the field type to the iSeries. For example, a
numeric formula cell found in Excel today would cause Data Transfer to pass a value of 0 to the iSeries database file. Data
Transfer nows determines if the formula is for a numeric value. If it is, Data Transfer pulls the result of the formula from the cell and
passes it to the iSeries database file. If the formula does not resolve to a numeric value, Data Transfer will continue to pass the
default value for the cell type.
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Data Transfer enhances e-business

web server

CHAR CHAR

DATALINK

name address

website

IBM Rochester

http://www.as400.ibm.com

xSeries

Integrated running a %y
Server Data i £
Transfer —
request = b
- ==
HTML Tables Can download iSeries database information directly into

HTML tables

Update an existing
HTML file with new
DB2/400 info

Database information can be inserted directly into a section
of an existing HTML file. A 'template' section is used to tell
D/T where to put the resulting table in the HTML file. This
enables users who have web pages of text/images update a
section of database information yet leave the rest of the web
page text intact. Previously the entire HTML file was
replaced with a table containing the database data.

DATALINK data type
support

08S/400 V4R4 added a DATALINK data type. This type
supports url entries pointing at files accessible by your
network. When transferring to an HTML table Data Transfer
provides a link for this url

©2004 1BM Corporation
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Data Transfer - V5R3
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Unicode enablement / New Unicode text file type
» Support for UTF-8 and UTF-16 data in DB2 database tables

DXFERUNI/MIXUTYPE

UTF8 ucs2 UTF16

ABC ABC ABC

00 e®Q edQ

Ons Onsa OnsA

N1 N1 N1

4 »
Retrieved record 7

Many different characters from many languages from a single character set
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Notes: Unicode data support

Unicode allows the use of many different characters from many languages from a single character set. In
today's global economy this is extremely important. For example, a product description could be stored in the
database in 10 different languages and used during product packaging for all these languages.

Here are some of the Unicode features added to Data Transfer in V5R3:

True Unicode support in Microsoft Excel Version 8 files.

A new Unicode text file format that allows you to store data in UTF-8, UTF-16, or Big-endian UTF-16.
Unicode display support.

Unicode print support including configurable fonts.

Support fo UTF-8 and UTF-16 native DB2 column types

©2004 1BM Corporation

iSeries. mySeries.

@ server’
Other new V5R3 Data Transfer features...

* Unicode enablement / New Unicode text file type

 Support for larger decimal precision

» Support for BINARY and VARBINARY SQL data types
 Support for UTF-8 and UTF-16 data in DB2 database tables
» Support for standard date and time cells in Microsoft Excel

* Option to allow numeric to character conversion when transferring
Microsoft Excel data to the server

* Support most recently used request list and last directory in Excel Add-in
» Support data compression for faster transfers
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Other Data Transfer enhancements...

V5R2 enhancements

 Support for uploading more than 256 columns of data to a
database file

» Support new iSeries database functions

©2004 1BM Corporation
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PC5250 Display & Print Emulation

©2004 1BM Corporation

iSeries. mySeries.




@server’

PC5250 V5.7 included in V5R3MO...

New in PC5250 V5.7:

* Accessibility enhancements to the
operator information area (OIA):
Popup keypad, and Color mapping
as well as visual indication of
sounds

* Enhanced mouse marking

* Bidirectional (LamAlef)
enhancements

+ USB Japanese 106 keyboard
support

 Basic_ascii print PDF and PDT

Personal Communications
iSeries Access for Windows

WorkStation Program
Version 5.7 for Windows

Licented Material - Property of [EM
Copyright IBM Corp. 1389, 2003, All rights reserved.
U5 Govemment Users Restricted Rights -

Use, duplication or discloswe restricted
by G54 ADP Schedule Contiact with [BM Corp.

20031002

[1 PC5250 V5.5 included in iSeries Access for Windows V5R2 version

©2004 IBM Corporation iseries mvseries
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Notes: PC5250 Emulation

PC5250 display emulation enables users to run AS/400 programs, work with OS/400 screens, and to send AS/400
output to PC printers. PC5250 display emulation supports up to 26 sessions to one or more AS/400 systems. To
configure and start an emulator session:

1 Start the PC5250 configuration program.

2 Select Display for the session type.

3 Select the size for the session.

Note: Do not use End Connection *YES to log off your emulator session and disconnect from the AS/400. Instead,
select COMMUNICATION from menu bar then select DISCONNECT.

PC5250 print emulation can be used to print AS/400 output on printers known to the AS/400 -- this could be a network
printer or a PC-attached printer. Up to 26 printer sessions can be simultaneously running to one or more AS/400
systems.

To configure and start a printer emulation session

1 Start the configuration program.

2 Select Printer for the session type.

3 Click the Setup button to configure additional options for the printer session.

Help text is available if you need additional help with the options.
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PC5250 V5.5 (V5R2 enhancements)

Usability... National language support
» Bypass signon can now be used in » Support has been added for Hindi and
conjunction with Kerberos tickets to Japanese code page 1390/1399

avoid a signon screen

Wrap pasted text. Allows the paste of
copied text across fields and lines
without breaking in the middle of a

word, or ending a line with an invalid
word.

Move +/- sign before the number
when copying/pasting - for
consistency with other Windows
applications

Improved error messages

©2004 1BM Corporation
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Installing

iSeries
NetServer
\QIBM -->
\ProdData -->
\CA400 -->
\Express -->
\Install -->

\Image
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iSeries Access for Windows installs code in

iSeries IFS (NetServer)

* iSeries Access client Install Image placed in IFS in:
— \QIBM\ProdData\CA400\Express\Install\lmage
— Already set up as 'shared'

* Service Pack placed in IFS in:

— V5R1 - Service Pack PTFs saved in the main install image--no extra @]
reboot!

— For V4R5 or earlier, \QIBM\ProdData\CA400\Express\Service\Image
» Express installs and services other code placed in IFS:
— iSeries Toolbox for Java, Java Runtime Environment, Secure Sockets
Layer (SSL) Encryption programs, iSeries Navigator Plug-ins, Add-ins
— V5R1 - EZ Setup
* Creating Customized Install CD images
— SSL component can now be included in your customized install CD @
image (V5R2)
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Tip: Tailored Install

. . . T f Installati
Do you want to control which iSeries s

Access for Windows components your
users can install?
 Create a custom installation image by

excluding the unwanted components from
a master installation image.

« Use this customized installation image for
installations across your network

 Users then could start iSeries Access for
Windows install from file you have set up
and simply select 'Full' install -- getting
only what you have put in that file. Hep gk | e | caed |

Select the type of installation by pressing one of the buttons.

= Typical
i Instals required programs and most
A components. (License required)

PC5250 User
Instals required programs and 5250 Display and
Printer Emulator. [License required)

g Custom
E *ou may select which companents to install.
o [Typical companents are pre-selected |

Ful
Installs all components. [License required)

For information on tailored install images look at iSeries Information Center
« http://publib.boulder.ibm.com/pubs/html/as400/infocenter.html
Follow ‘Access for Windows' patch, Installation and Service Administration -> Creating a tailored installation image
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Steps to set up your own 'Tailored’ Install

o A ‘ \yg:earcn iﬁru\ders L\J ‘ g4y Aol ‘ 5T
Use Tailored Install fddtess |ﬂ HiiprodData1CAd00ExpressiInstallImage

Wizard Folders X ’NLme ! | Size | Type |Modif\ed |

E‘_%—!qwbmon"rhysi'er'iés' ) :' @AUTORUNINF 1KE SetupInformation  2/20/2002 §:59 AW

e b1, Cop 20MIB CabinstFll /912003 2:05 M

« Stored in Client © D lcaks HalpasL HOR HIB HORF: 6312003 205 PM

Access folder © B0 prodets A BAsERICAB 578648 Cabinet il 402412002 4:42 A

QIBM-> B0 s eesatint Ok BB HORFie 242z 441

ProdData-> B caean | {8 cwscomss.ou Sk Applceton Extension  4{24/2002 4142

B Eess ] cwamgeL 1KB Configuration Settings /312003 2108 PM

CA400-> =i iacwme el 3,086KB Windows Instaler P 8/912003 2:06 PH

Express-> 59 Inage B cwanoizoL BSKE Application Extension  2/20/2002.8:59 AM

Install-> L0 e 16 BAT KB MSDOSBatchFle  2/20/2002::59 AW

Image-> {1 zszs QDL)CWBINIMGJNS ke IntelmetCommunic‘.. z;zujzuuzs:sgmw

. 8L Mo 5] CWBIWRES DL SHB Agpication Extension  4/24/2002 4242 A

‘ Er%r;]gmblmmg.bat B0, H QCWBINSII.EXE 120K8 Applcetion 20202002 8:59 A1
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Run Wizard to create a Tailored Install Image

Run Cwbinimg.bat
wizard

Select Destination Directory

drectory
To cieate n this drectoy, precs Ned

To create in a difesent dnectory. press Browse.

Select where you want
this saved

-- could be in iSeries IFS or PC server...

<Back | Nea> | Cancel |
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Example: Only want user to have ODBC and

Printer drivers

x
« Build tailored install that : :
elect the components you want to install. Deselect the components you want to
only enables end user to m evchude.
use ODBC and Printer
drivers Components Size| License Requied &
« Deselect all items you &1 B Data Transler 0K v
' —f & ODEC 298K,
don't want users to use. [ 53 OLE DB Provider oK
Program will tell you if [ =7 | Lotus 123 File Farmat Sugpart | 0K 1
there is a pre-req you 11 42 AFP Woarkbench Yiewer 0K
t install 1 ﬁ Toolbox for Java 0K
must insta B @ 5250 Dizplay and Prirter Emulatar 0K v
« Note: this option B Secune Sockets Laver [S5L) 0K
requires 23MB of space. f - D ey ;I:J

Drive: |1 Space Required: 23481 K. Space Available: 3546712 K

Help < Back I Mest » I Cancel |

iSeries. mySeries.
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Notes: Tailored Install

After your initial installation and configuration, you can create tailored installation images containing only the components you specify. You can then
easily distribute these installation images across your network with little user interaction using the silent installation/migration option. Additionally, you
can restrict users' access to functions by selecting which components to include in an installation. Several common methods are:

Creating a tailored installation image - you can create a custom installation image by excluding the unwanted components from a master installation
image. You can then use the customized installation image for installations across your network.

Installing or migrating silently - create a response file that contains a record of your responses to prompts during an installation. You can then use this
response file to control duplicate installations that do not require any user interaction.

Creating a tailored installation image of iSeries Access for Windows

You may want to control which iSeries Access for Windows components your users can install. One way to do this is by excluding selected
components from an installation image, and then distributing this tailored installation image to your users. The Tailored Installation Image wizard
provides a simple interface for this function. You can start the tailored installation wizard from the iSeries Setup and Operations CD, or by navigating
to the installation image directory, \QIBM\ProdData\CA400\Express\Install\image, and entering cwbinimg.

Note: If your iSeries server has multiple iSeries Access for Windows secondary languages, you can use any of the installed secondary languages, or
the primary language on the iSeries server, as the primary language for the new installation image. This is not available if you are running the wizard
from the CD, because the CD will not contain any secondary languages.

Distributing the installation image

The wizard allows you to specify where you want to create the tailored installation image. This location must be an empty directory, (you cannot
overwrite a previous installation image) and must not be the root directory. Also, only complete installation images contain the program that creates
tailored installation images. The wizard is not copied onto the user's PCs.

Servicing the installation image

Any tailored installation images are not updated when Program Temporary Fixes (PTFs) are applied to or removed from the iSeries server. You must
re-create the installation image to get service pack updates. You can re-create your installation image quickly and with little user interaction by
creating a response file and using it to silently re-create your tailored installation image with the service pack. See Installing Client Access Express
silently for more information.

For information on tailored install images see: http:/publib.boulder.ibm.com/pubs/html/as400/infocenter.html|
Administering -> Installation and Service Administration -> Creating a tailored installation image
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Servicing the Tailored Install Image

Problem
— When you create the Tailored Install, the Program Temporary Fixes (PTFs) in the QIBM
directory are also applied to the newly created tailored image.

— However, this tailored installation image is not updated when future PTFs are applied to
or removed from the iSeries server

— Because they are in a file unknown to OS/400
Solution
1. You can recreate the Tailored Install image by pointing back at QIBM, re-running
Tailored Install, and storing on top of your old image.

2. Go to iSeries Access web site and download PTFFORM. This can be used to your
Tailored Image.

»  Only updates to functions in your tailored image will be updated. Thus users will not be able to
run Selective Install and get additional Access for Windows functions from that directory.

For information on Tailored Install images see:
— http://publib.boulder.ibm.com/pubs/html/as400/infocenter.html

— Find 'iSeries Access'. Then follow path of 'Administration’, then 'Installing or migrating
multiple PCs', to 'Tailored Install'

© 2004 1BM Corporation

iSeries. mySeries.

@ server’
Use PTFFORM to add new Service Pack to

Tailored Install image

/ftp.software.ibm.com,/as400/products/clientaccess /win32/v5r2mi/servicepack/siDaa94/tai

PTFFORM Only it View Favorites Tooks  Help
pUtS in fiXeS fOI' < - = - (2] | @gearch ChFolders (B S B X o | E-
& Custormiz: > 5 [[80 p:jfep software bm.c iproducts|:

code that is
contained in FIFRGRM e

b Guroes ] @ X 0| I
=5 H O

Downloads.bit READMESP.... SI000%4 BE

Infarmation APARS
(Support Staternants)

FAQs n

Windows(R) Aperating

® Tosee service packs for every release, refer to Service Pack History for All Releases

Gystam:
GNNNMePats e« Forprablems downloading a service pack, click here

« Far support information on iSeries Access and the Microsoft vWindows operating systems, click here.
Operations Console users: Known problems with Operations Console and Windows 2000 Service Fack 4

Technical Support
Articles

181 Library
Express Toolkit
iSeries lnfurmativn
@

1o si0se94 LR | une0.2003 | 030502 | Oetober 24, 2003

[ v | mme Wvaams | s | NewmEerE |

Refer to
ServerNotes

www.ibm.com/eserver/iseries/access
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Notes: Adding future Service Packs to Tailored
Imag

PTFFORM.EXE

PTFFORM is intended to update a copy of the original image or for a Tailored Image that you have created using cwbinimg.bat.
When you download the Service Pack file from the web site and run it, it automatically expands into a temporary directory, asks you
where the install image is that you'd like to update to the new service level, updates that image, then cleans up it's temporary
directory. .

You should not use PTFFORM to the original image on your iSeries in QIBM\ProdData\Access\Windowsl\Install\image. It is better to
obtain the official Service Pack PTF from Service or use a CumPkg; then update the original image using the LODPTF and APYPTF
commands. LODPTF/APYPTF update the DSPPTF information on your iSeries that is used for fix management and service. If you
use PTFFORM instead, it would work. But DSPPTF 5722XE1 on your iSeries will have no knowledge of your update and a future
CumPkg could backlevel you..

Getting Service Pack PTFs

You can order a Service Pack CD from IBM. It will take a few days to receive this CD, and then you need to have someone in
Operations put the CD in the iSeries optical drive.

A new feature in 0S/400 V5R2 is that you can order a Service Pack CD electronically, and place it directly in the IFS in a Virtual
Optical Device. You can then install from this Virtual Optical Device just like you would from the real iSeries Optical Device. Basically
what you are doing is:

« Downloading a CD image containing your PTF and making the IFS look like a CD drive to install from.

To do this you must prearrange with IBM Service. Service will place the CD image in a special FTP directory for 48 hours (at most).
You can then FTP the file to your iSeries. For more information, go to:
«  http://www-912.ibm.com/supporthome.nsf/document/27321011

©2004 IBM Corporation iseries m series
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Also use normal procedures to install Service

Pack on your iSeries

s g U] T | SASHerLN [mravumes | gMeds S| AT P g T =] 48

“ustomize ”‘ Address [&] http: [jwums- 1. ibm. comfserversfeserverfiseriesfaccessicasp him

(I ETREE SRS iSeries Access Connection Infarmation

(Bupport Statements)

FAQs est Se cks for Supported Releases

Windows(R) Operating

sysiems o Tosee service packs for every release, refer to Service Pack Histor for &1 Releases.
(2000MenPret) « Forproblems downloading a senvice pack, click here.

e« For suppart information on iSeries Access and the Microsoft Windows operating systems, click here
Operations Gonsole users: Krown problens with Operations CGonsole and Windows 2000 Senice Pack 4

Technical Support

RS iSeries Access
1BM Library for Windows
i (Client Access | Latest Senice Server Date PTF was [Installed File| Target for Next
Express Toolkit EXpress) Pack PTF Number | Maintenance Available Date Service Pack
iSeres Information (5722-XET)
o, v Release Level
Referto
VSR2MO si08894 June 20,2003 | 0B/0S/02 | October 24, 2003
Server Motes
VERTMO si02389 Refer to May g, 2003 | 050601 Mavernber 21,
Server Motes

Problems dows

g a Senvice

Tryone of these:

* Review the Software Knowledoe Base Article: Problems Downloading Files from the FTP Site, including
Client Access Service Packs.

« Orderthe PTF to install on your iSeries:

« Use SNDPTFORD to arderthe PTF (produst 5722XE1) and install it on your iSeries. Since the service
pack PTFs generally exceed the size limitto be sent electronically, you can receive the PTF on media by
changing the "Delivery Method" (DELIVERY) parameter on SNDPTFORD ta *ANY. (The parameter
defaults fo *LINKONLY)

Use Intermet PTF Delivery (IPTF). To find aut about this service and the requirements, go to
Ity (e (b c o orti and from the left menu, select "Fixes"
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New Feature for 0S/400 V5R2 Users...

Use IFS as a Virtual Optical Device

You can obtain a Service Pack CD
electronically and place it directly in the
IFS in a Virtual Optical Device (just like a
real iSeries Optical Device)

You can then download a CD image of the
PTF and make your IFS look like a CD
Drive

You can install the PTF from this CD
image thus eliminating the need to either
use:

iPTF - will send you a CD because image
is too big to download over Internet.
SNDPTFORD (Send PTF Order) - will
send you a CD because image is too big to
download over Internet

Install the Operations Navigator plug-in
— Required one time only if you choose to
download using Operations Navigator

Download the self-extracting .exe file

— Run the .exe file and install the files in the

default directory:
+ jvopnavicom\ibm\as400\opnav

» Consider using software managers called
"download managers" to allow you to
resume interrupted or failed downloads,
such as:

— GetRight®

— GolZzilla

— Netzip

— SmartDownload

» For more information, go to:

— http://www-912.ibm.com/
supporthome.nsf/document/27321011

This option of ordering the official Service Pack PTF may be a more attractive alternative
than downloadingthe Service Pack PTF from the iSeries Access webpage

©2004 1BM Corporation
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Notes: Installing fixes from the FTP Server

Before installing fixes from the Download Server
Before you install the fixes in your package, do the
following.
+ Have a copy of the e-mail confirming your order available for
reference.
« Install the Operations Navigator plug-in. (Required one time only if
you choose to download using Operations Navigator)
+ Download the self-extracting .exe file.
* Run the .exe file. You should install the files in the default directory:
jvopnav\com\ibm\as400\opnav.

Consider using software managers called "download
managers" to allow Kou to resume interrupted or failed
downloads. Although IBM does not endorse any third-party
download managers, some popular ones include the
following. *

+ GetRight®

« GolZilla

* Netzip

+  SmartDownload

Follow these steps to download the fixes

+ Decide whether to download the fixes directly to IFS (Integrated File
System) on the iSeries or to a PC.

With V5R2, you have two choices.

+ You can use image catalogs, and download the fixes directly to IFS
on the iSeries.
+ Or, you can burn CD-ROMs on a PC.

Without V5R2, you must burn CD-ROMs on a PC.
Note: You will get better performance when burning the CD-
ROMs if you put the files on your local PC drive.
Select one of the following three methods to download the
fixes.

+ Use the FTP command from 0S/400

+ Use a Web browser

+ Use Operations Navigator

+ To download the fixes, follow the instructions provided in your e-

mail for whichever method you selected in the previous step.

Note: The time that it will take to download the fixes is
dependent on many factors including the speed and the
configuration of your network.

Follow these steps to install the fixes
You may install the fixes using either method listed below.
« Install the fixes from an image catalog associated with a virtual
optical device. (V5R2 required)
« Install the fixes from CD-ROM on any supported release.

Install the fixes from an image catalog
+ Refer to the instructions on how to install fixes from an image
catalog in the iSeries Information Center.
« Note: You must have release V5R2 installed in order to to use
image catalogs.
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Silent Install

Use Silent Install to:

+ Eliminate the need for any user
interaction during the installation
process

* Allow you to quickly and easily copy
duplicate installations across your
network

* Restrict the set of initial

components that an end user can
install

@server’

Can be used for:
Initial Install
Upgrades

Service Packs
Migration from
Windows 95/NT client

(V3R2MO) to the
Express client
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Notes: Using Silent Install

Silent installation eliminates the need for any user interaction
during the iSeries Access for Windows setup process. A
response file provides all installation information so that no dialog
boxes display while installing iSeries Access for Windows. To
perform a silent installation:

1.Create your response file.

2.Start the silent installation.

3.Check the log file return codes to see if your installation was
successful.

Note: Silent migrations use a different procedure for creating the
response file; otherwise, they may use the previous procedure.
The response file contains the installation options that the system
would normally prompt you for during the installation process.

To playback a silent installation, type the following at a command
prompt in the iSeries Access for Windows installation image
directory:

'setup -s -f1d:\dir\file.iss -f2d:\dir\file.log' where:

-f1 is an optional parameter where you can specify the response
file (file.iss) to use. If you do not use this parameter, then the
installation attempts to use a default response file named
setup.iss. It looks for this file in the directory containing setup.exe.
d:\dir is the drive and directory that contains the response file that
you want to use. If you use the -f1 parameter, then you must
specify the drive and directory along with the response file name.
-f2 is an optional parameter where you can specify the location
and name for the log file that the silent installation creates. If you
do not use this parameter, the installation creates a log file named
setup.log and places it in the directory containing setup.exe. d:\dir
is the drive and directory that contains the log file. If you use the -
2 parameter, then you must specify the drive and directory along
with the log file name. file.log is the name of the log file that you
want to create.

@ server’

'Create a response file

A response file records the selections made in response to the
prompts in the installation process.

During a silent installation, the setup program will use the
response file to get the information necessary to complete the
installation

Start the Silent Install

Silent install uses a response file (file.iss) for the responses to
prompts during the installation process.

This eliminates the need for any user interaction during the
installation process, and allows you to quickly and easily copy
duplicate installations across your network.

Check the log file return codes to see if your installation was
successful

Information about the status of the silent installation can be
recorded in a log file (file.log).

A table is provided in the Online Administrators Guide that
illustrates the differences between a normal and silent installation
by comparing how the two types of installations handle various
conditions that commonly arise during the installation process.

For detailed information on Silent Installs see:
http://publib.boulder.ibm.com/pubs/html/as400/infocenter.html
Administering -> Installation and Service Administration -> Silent
installation
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Perform Install for your users

=

©2004 1BM Corporation
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iSeries. mySeries.

Combine use of Tailored and Silent Install
* You wish your users to:

— Have only selected parts of iSeries Access for Windows installed on their PC

And you don't want them to find additional Access for Windows functions in the
Selective Install windows

— Get it installed on their PCs without user intervention

— Want updates (service packs) and new releases to automatically get installed

on those end user PCs

» Use a combination of Tailored Install and Silent Install and a few PC
commands (wizards) to do this

* From then on Access for Windows will keep desktop users up to date.
* Use new PTFFORM to update Tailored Install directory with fixes

Steps to perform...
©2004 1BM Corporation
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Step 1. Run Tailored Install Wizard

Run Cwbinimg.bat
wizard

Have a drive mapped to
\\myiseries\myshare

\whe will create the taiored installtion image in the following
dirzstory

To create in this disstory, press Next

To create in @ different directory, press Browse,

Select where you want

this saved
(if you put in QIBM directory you
may automatically get SSL
encryption program, iSeries
Navigator plug-ins, add-in's)

Destination Folder

[E:\\Sel\es Access Install Image Browse... ‘

<Back | News | cencel |
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Step 2. Record Silent Install of the Tailored Install

Image

=% |Command Prompt 1

Microsoft Windows 28BHA [Uersion 5.86.21951
<C> Copyright 198528868 Microsoft Corp.

C:\>Nwmyiseri sharestailorUSRZN\setup.exe —r —fli\myiseries mysharestailorUSR|
2 mytailored.

Set up to + Do not have any version of Client Access or iSeries
record a Silent Access (5763-XD1, 5722-XE1) on your PC
Install + Point to QIBM directory on your iSeries
Response File * Point to location you want to store your response file

(not in QIBM directory)
 Bring up a command prompt
Using 'universal naming » Key in Silent Install command

Conve.mion‘d(L.JNC) rayther th:” — 'setup -r -f1d:\dir\file.iss' to identify where responses are
mapping a arive - so It can be to be stored

found without a mapped drive . . )
* This starts the iSeries Access Install program
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Step 2 (continued). Recording the Tailored Install

* Now select 'Full’
install to capture steps
to install everything
that is in the Tailored

Install file

Select the type ol ratalahon by prerting one o the buora
(] ==
Irvilals 1o program and west
! 5 [Licarian ]
! PLSI50 User
“% Irniliale e pregran and 5250 Deglay vl
Lt Prits it [Lcanits ibaied]
[l [y
Note: during this step this image is - W S ot
also being installed on your PC_. il | ."‘:";mm..m Leeras
You probably want to uninstall it
after completing this step. —_— —
©2004 1BM Corporation
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Step 3. Schedule Silent Install for PC Desktop

Many Windows
Scheduler
Programs
could be

used...

» Bring up Command prompt

» Use 'AT' command... or some other scheduler program/wizard
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Step 3 (continued) Add this to 'AT' under the

Command step

ommand Prompt

Microsoft Windows 20808 [Uersion 5.88.21951
<G> Copyright 1985-2008 Microsoft Corp.

Cis>NsmyiseriessmysharestailorUSR2.\setup.exe —s
2wmytailoved.diss

—fissmyiseriessmysharestailorUSR|

Schedule the

Silent Install for

end user's
desktop

©2004 1BM Corporation
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Notes: Schedule a command remotely

The 'a't command is part of Windows 2000 and can be
used to schedule a task from a command prompt on a
remote PC:

At
Lists scheduled commands or schedules commands and
programs to run on a computer at a specified time and date.
The Schedule service must be running to use the at
command.

« at[\computername] [[id] [/delete] | /delete [/yes]]

+ at[\\computername] time [/interactive] [/fevery:date[,...] |

/next:date,...]] command

Parameters

. none

+  Used without parameters, at lists scheduled commands.

Accessing Scheduled Tasks remotely

Network administrators can create task files for
maintenance and add them to users' computers as needed;
¥ou can send and receive task files, as you would any other
ile, in e-mail messages; and you can share the Scheduled
Tasks folder on your computer so that it can be accessed
remotely by using My Network Places.

Note:

You create a scheduled task on your local computer and
then drag the .job file over to a remote computer account.

Parameters

\\computername - Specifies a remote computer. If this parameter
is omitted, the commands are scheduled on the local computer.

id - Specifie the identification number assigned to a scheduled
command.

/delete - Cancels a scheduled command. If id is omitted, all the
scheduled commands on the computer are canceled.

Iyes - Forces a yes answer to all queries from the system when
deleting scheduled events.

time - Specifies the time when the command is to run. Time is
expressed as hours:minutes in 24-hour notation (00:00 [midnight]
through 23:59).

/interactive = Allows the job to interact with the desktop of the user
who is logged on at the time the job runs.

levery:datel,...] - Runs the command on every specified day or
days of the week or month (for example, every Thursday, or the
third day of every month). Specify date as one or more days of the
week (M, T,W,Th,F,S,Su) or one or more days of the month (using
numbers 1 through 31). Separate multiple date entries with
commas. If date is omitted, the current day of the month is
assumed.

/next:datel,...] - Runs the specified command on the next
occurrence of the day gor example, next Thursday). Specify date
as one or more days of the week (M,T,W,Th,F,S,Su) or one or
more days of the month (using numbers 1 through 31). Separate
multiple date entries with commas. If date is omitted, the current
day of the month is assumed.

command - Specifies the Windows 2000 command, program (.exe
or .com file), or batch program (.bat or .cmd file) to be run. When
the command requires a path as an argument, use the absolute
path, that is, the entire path beginning with the drive letter. If the
command is on a remote computer, specify UNC notation for the
server and share name, rather than a remote drive letter. If the
command is not an executable (.exe) file, you must precede the
command with cmd /c; for example: cmd /c dir > c:\test.out
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Silent Install - V5SR2 Enhancement

Install
* A task tray icon has been added at the end user desktop to let the user
know that a Silent Install is occurring.

— This should warn users not to shut off their PCs during this install, and they
can use it to track the install progress.
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Results: Access for Windows Properties
o [ercs Access for wndomepropertes 20
ISerIeS ACCGSS for General | Passwords | Administration System I Language |
Windows code | Incoming Remate Commsnd | Disgnostic Tools Servce | SeoweSockets | oher |
H {}
InSta”ed on PC users —When to check service level
SyStem hen to check: Ferindicall)
Access for Windows Check sercs el on [z =
Properties Hest cheelk oects in R
. Automatica”y set up Mumber of minutes ta delay: 1 o
Last checked: 1041072002

to point at directory
where code was
installed from

i~ Install O pticr:

™ Pertorm silent installation

Default is that Access
for Windows will
check every 28 days
for updated code in
that location

\l‘\cipy install image to PC before instaling

Source Directany:

[C:\Dacuments and SettingsAdministrator'D | x | Browse |

OH I Cancel I Anuly.
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Windows NT
Windows 2000
Windows XP
Windows 2003

Administrators can set up
these operating systems so

Jusers sl Passimond

@server’

2=l
ustrs | Advanced |

Ehebﬂbe\mmﬂmla daniy Usdr Boess 0 your
b thacge pasowonds and othar ssttings-

Much easier to

Conmputar, & L. .

v i i s s administer if
EEERARe end user has
User Nama g . . 0
o A '‘Administrator

authority !!

_I&I_I

no programs, fixes, etc can
be installed on the desktop
by the user

Only the Administrator has
complete and unrestricted
access

Patoviced for cmines MO ominer Pregerties =
Toid our passwond, o

5 A e [ pp———

Wit bl o e s s mearit b gt o |

« (Povesr Lsars Group)

U, ey by the cusmgatie e et ol pres ere, due
L e o e that bekesg to other o,
 Restricted user (bt Grous)

Liuars. 1 cpoee st R compater ard Livew chocusmres,
It carras bl e e 1w ke putetialy dasagre
charxges 1o Lhe systom (e and settigs.

© other, [ |

Adhmireity ohors have compliotn o unnelrcied
ACeass bo the computer fdomain

o | Careel i
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Administrator can 'push' update using the 'AT' command...

ommand Prompt

5.808
£t Co

C:N>NSmyiser
2 mytailored. i

- Update your razoft ind:

Tailored Install
Image (via
PTFFORM) and
then,

Schedule updates
for end user's
desktop

Need Administrator's
userid/password in here
--> Userid/password must
be same on Windows as on
iSeries

-21951
»p.

One Option...

~mysharestailorUSR2Nsetup.exe —r —flssmyiseriesmysharestailorUSRH|

ns £o Pun_on a computer at
ice must bhe running to use

: /DELETE [/YES1]

NEXT :datel....1]1 “command"
Specifies a remote computer.
local computer if this param
Is an identification number as
command .

Cancales SRR RRHITAN IEBrRARL e
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Notes: Administrator tasks

Issue: If the end user is not i the 'administrator, then the inistrator must sign onto the PC in order to install updates, etc

Solutions:

When the Administrator initially sets up the PC for the end user, the Administrator should set up an administrator's account on every PC. The
userid/password of the administrator account on the PC needs to exist on the iSeries if the scheduled install is to work. If the administrator userid also
exists on the iSeries, then the passwords must match (on PC and iSeries). If the password changes on either end, the launch of the install won't work,
and the administrator password needs to be synched up. When an administrator password is changed, any scheduled task needs to be edited or
deleted/recreated with the new administrator password associated with it. Note: The Windows Help text says that the administrator password never
expires so you can get around the problem of resetting all the passwords, but if the Administrator the iSeries password, then the password must be
changed for all the scheduled tasks at the same time.

Easiest might be to NOT have the PC administrator userid on the iSeries -- and instead use the NetServer Guest user profile to support any install
requests made from the PC on the PC administrator account's behalf. Note: Please understand the ramifications and exercise caution when using the
Guest user profile

Now the Administrator can 'schedule tasks' to run on the end user PC under the Administrator's userid/password.

« The Administrator could use some command like the DOS "AT" command:
— Administrators can use the "AT" command (part of Windows O/S) to run remotely on the PC user desktop.
— Administrator can create a scheduled task on HIS local PC to run setup.exe from this directory and drag it to the user's PC remotely.
setup.exe >image
+ Administrator could schedule another task for CheckService on HIS local PC and copy it to the user's PC remotely. The scheduled job on the PC is
going to run under an administrator account on the PC.

iSeries Access for Windows Properties, Service tab:
Under the Service tab:

« Set 'the entry "When to check" to 'Never' as the Administrator will be defining a schedular task and not using the internal iSeries Access for Windows
schedule.
Then set up a Windows schedule entry to run as an administrator account: --> Open Control Panel --> Open 'Scheduled Tasks' --> Add Scheduled
Task

For more information see: es/v5r2/ic2924/index.htm?info/rzahl/rzahinetguestprof.htm
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Administrator can set up Access for Windows for
Sile_nt updates...

Tsercsaccers or Wndows roperties Another Option...

General | Passwords | Administration System | Language
' Incoming Remote Command | Diagnostic Taols Service | SecureSackets | Gthe
[ - when to sheck sarvice [mm_: 1Izln
|
‘When ta check: Periodically B [
=
E Check service level an: [firaera0z - :’ M
E Next check ocours in: ERE :’ dape
E Number of minutes ko delay: |_1 j U
| Last checked: 10/10/2002 5
=
~Install Optior: -
¥ Peiform silert installation -
™ Copy install image o PC before instaling
Source Directory:
8 Browse.
Need Administrator's
userid/password in here D
--> Userid/password must be same
on Windows as on iSeries [ M
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Notes: Administrator tasks

Issue: If the end user is not i the 'administrator, then the inistrator must sign onto the PC in order to install updates, etc

Use Access for Windows Silent Install Updates

Alternatively, the Administrator could set in the iSeries Access for Windows Properties to 'Perform silent installation'. If the administrator is
intending a silent install, then the following should be set:

« The 'Source Directory' must contain the location of new service packs and/or releases.

— Browse the Check Service Level program (C:\Program Files\IBM\Client Access\ cwbckver.exe -- or if iSeries Access for Windows
installed to a different directory, browse to there), and assign a name to this task (for instance "iSeries Access Check Service
Level")

« Set 'Schedule Frequency' to how often you want the task to run

Enter the Administrator account information (user name and password) to run Check Service Level under that account
« Open Advanced Properties to add the SCHEDCHECK parameter to the 'Run’ field (for example "C:\Program Files\IBM\Client

Access\cwbckver.exe" SCHEDCHECK
« Press OK to save the schedule entry - can view it later via 'Scheduled Tasks' in Control Panel
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Security Considerations

©2004 1BM Corporation

iSeries. mySeries.




Application Administration Overview

~ISiE
- Manage access to functions — premeis 205 —
on a "per iSeries user" basis S B T
. . . . . - W Petror
» Administer iSeries Navigator, :
other Client, and Host
applications
» Separate settings and access
schemes for each iSeries in B e
your network e SR
o e
- Ability to even restrict users ST el e
with All Object privilege bt ot e e b
* You can copy access settings ey

from function to function for ¥ e
ease of administration

il

) L |
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Notes: Application Administration

To Access Application Administration:
For an individual iSeries...

« Right Click on "Management Central (SystemX)" in iSeries Navigator

« Select Application Administration from the context menu
This will allow you to view and modify access settings for administrator functions in iSeries Navigator, other Client Applications, and Host applications.
Selecting the "Applications” button from this dialog allows you to work with iSeries Navigator, other Client, and Host applications that can be restricted
with Application Administration

For Administering functions specific to Management Central on your current Central System:

Right Click on "Management Central (SystemX)" in iSeries Navigator

Select Application Administration from the context menu

This will allow you to view and modify access settings only for administrator functions associated with Management Central on the current Central
System. Selecting the "Applications" button from this dialog, only allows you to work with Management Central applications that can be restricted with
Application Administration.

Registering Applicati to be ini: : Application Administration cannot be used to restrict access to an application's functions until the
application has been registered on the iSeries. To register Applications, select the "Applications" button from the Application Administration dialog.
Then select the applications you want to administer and click the "Add" button.

Default Access: The Application Administration dialog allows you to set up the default access scheme for iSeries Navigator and any other host or
client applications which make use of Application Administration. You can explicitly give or take away access to the default user; you can also take
away access to those users with *ALLOBJ (all object) privilege.

Individual Access: An individual user or group can then be given more or less access. This can be done by using the "Customize" button from the
Application Administration dialog and selecting users and groups that should be specifically allowed or denied access to a function. To easily view
and manage all of the access settings for an individual user or group, select the user's properties under "Users and Groups," push the "Capabilities"
push button, and click on the "Applications” tab in the Capabilities dialog. This dialog also shows where the users access for each function comes
from --the default access scheme, *ALLOBJ privilege, membership in a group that has explicit access, or explicit user access.

Note: You must have Security Administrator authority on the iSeries in order to change access settings in Application Administration, or to access the
"Applications” dialog.
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Application Administration - by system
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Application Administration - by user

All Application
Administration
information is
stored on the
iSeries server,
and roams with
users when
they use
iSeries Access
for Windows
on a different
PC

@ server’

* iSeries Access for
Windows
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Application Administration - By User

Excel Addin Uploads
iSeries Accass for Windows
Provides suppart o upload server data using the Data
Transfer Excel Addin

Individual users and groups
can be given more or less [| e, o
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Notes: Application Administration - Registering
Applications

Add and remove applications to be administered through Application Administration

No changes can be made to the "shipped value" for access settings until the application has been registered to Application Administration
If an application is shown in both lists on this dialog, it indicates the application has been registered on the iSeries, but there are some
administrator functions for this application that are defined on this client, but are not registered on the iSeries. You can select the
application and press "Add" to register the additional functions.

Note:

You must have Security
Administrator Authority to
change application access
settings

2=

|

(5] o | v |

©2004 IBM Corporation iseries mv series
= -




@server’

Application Administration for iSeries Access for

Windows
Local Settings

New in V5R2

#2
Applies to &
iSeries
Access for
Windows

functions only

Central ",
SettingsC)
#1

Local Settings

.l Local Settings
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Application Administration - Local Settings

Local Settings
» Can reside on any iSeries

» Were the only type of
administrative settings
supported by Application
Administration prior to V5R2.

They are now called Local
Settings because:

» Each iSeries maintains its own
set of Application
Administration settings.

* When an iSeries Access for
Windows client accesses
multiple iSeries servers, it will
use whatever Local Settings
were defined on each server it
connects to...

@ server

T Rchas034

[]mw% Ba Explore B Rchas

B W Open B Rrchastza

[]"'? o Customize this Yiew 2 ! Rchas194
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B 5 Run Cormand. .. g rehas27d
Sgi; gs Send Message. .. . Rchaszd
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=@ Rehas: Collection Services v || B Rchas73s

- B B Rehasazd

- Wi System Status B

[]---? Cor =W e W Y Local Settings

b g Me —] 5

r‘l--% ca Properties

Displays the centrally managed Functions or applications available to users on this syst

More Details:
www.ibm.com/eserver/iseries/navigator/presentations.htm
Look for "V5R2 App Admin Enhancements”
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Notes: Application Administration - V5R2

How Does Application Administration Work?
« Application Administration settings are stored on the iSeries and associated with the user profile.
« Software calls AppAdmin APIs to determine if it can perform a particular function or not.

« For iSeries Navigator and Client Applications, AppAdmin API downloads the AppAdmin data from the iSeries as needed.
« The data is cached on the PC, and updated when the AppAdmin data on the iSeries changes.

« No special PC configuration is required. Application Administration is built into iSeries Access for Windows (5722-XE1).

In order to support the functionality previously only available via "iSeries Access for Windows" Policies templates,
Appllcatlon Administration introduced several new concepts in V5R2:
Administration System: The "Administration System" is any V5R2 or later iSeries that has been configured to serve
"Central Settings" to client PCs. By default, all iSeries are configured to not be an "Administration System".

« Local Settings: Local settings can reside on any iSeries and were the only type of administrative settings supported by
Application Administration prior to V5R2. They are called "local settings" because each iSeries maintains its own set of
Application Administration settings. When an iSeries Access for Windows client accesses multiple iSeries servers, it will use
a different set of local settings for each server.

« Central Settings: Central settings are new in V5R2 and can only be supported by V5R2 or later iSeries servers that are
configured as an "Administration System". Only V5R2 or later iSeries Access for Windows clients will retrieve central
settings from an "Administration System". The central settings affect iSeries Access for Windows properties that apply to
all iSeries servers that the client may access. The main difference between "Central Settings" and "Local Settings" is that
the central settings are retrieved from a single central server, while local settings are retrieved from each iSeries being
accessed by the PC.
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Application Administration - Central Settings
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Notes: Administration System for iSeries Access
for Windows users

In order to support the functionality previously only available via "iSeries Access for Windows" Policies templates, Application
Administration introduced a new concept in V5R2 called Administration System: The Administration System is a central
system that is used to manage many of the properties used by iSeries Access for Windows clients.

The Administration System is any V5R2 or later iSeries that has been configured to serve "Central Settings" to client PCs. By
default, all iSeries are configured to not be an Administration System. A System Administrator must use Application
Administration to configure an iSeries server before it can act as an Administration System. Typically a network will have only 1
iSeries system acting as the Administration System. This administration system will be used by iSeries Access for Windows
clients as the source for their administration system ettings. Although a network can have multiple iSeries systems defined as
the administration system, iSeries Access for Windows clients will only use a single administration system for their central
settings. defined,

An administrator can work with Users and Groups using Application Administration on a local server, but the administration
systems provides additional ways to manage users and groups. An administator can use the advanced settings of an
administration system to control what environments are available to specific users and groups, and an administrator can control
password, connection, service, and language settings. NOTE: You must have security administrator (*SECADM) and all object
(*ALLOBUJ) special authorities to work with the advanced settings on an Administration system.. This differs from other settings
in Application Administration which only require security administrator (*SECADM) special authorities to make changes.

You can create an Administration System to manage many of the properties used by iSeries Access for Windows clients. To
create an Administration Instance, follow these steps:

« Right click on the system you want to be the Administration System, and select Properties

« Click the Administration System Tab

« Select Administration System to treat the system as your Administration System
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Application Administration - Central Settings
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Long Password Support

» Connections to iSeries servers can now be done with
128-character passwords, for better security.

* The Password Level (QPWDLVL) must be set to 2 or 3 for these long
passwords to be used.

Signon to AS/7400 [ 2] %]
— A value of 0 is the default and allows 1 to

! System: |Syalem1
10-character passwords.

— Avalue of 1 allows 1 to 10-character Bt | f
passwords and iSeries Netserver

Cancel
passwords for Windows 95,98,Me will be
removed from the system.

— A value of 2 enables 1 to 128-bit passwords.

User ID: [uvan

— A value of 3 enables 1 to 128-bit passwords, and iSeries Netserver passwords
for Windows 95,98,Me will be removed from the system.

 Password level can be modified in green screen, or through Security -
>Policies within iSeries Navigator.
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40-bit and 56-bit Encryption Removed

On iSeries New: 128-bit SSL included on
Cryptographic Access Provider V5R3 iSeries Access PC CD
LPP (5722-ACx)

Component Selection

« AC1 = 40-bit (V5R1)
- AC2 = 56-bit (V5R2)
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. ACB = 128_b|t Comj onentsE — ‘ Size| License F
) . [ wpress Required Programs
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M [/ @ASMDUJaVa Toolbox
. . -V @] Secure Sockets Layer [S5L)
Client Encryption LPP (5722-CEXx) 1 8 Clont Encppton. b
* CE1 = 40-bit [Im Client Enciyption; 128-bit
. 4
+ CE2 = 56-bit
. CE3 = 128'b|t Diive: T Space Requied: 0K Space Avallable: 13032536 K
_ e | <Back
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Notes: SSL

Secure Sockets Layer (SSL) is a popular security scheme that allows the PC client to authenticate the server and
encrypts all data and requests. Use it when transferring sensitive data between clients and servers. The transfer of
credit card and bank statement information are examples of client/server transactions that typically take advantage of
SSL. There is an increased cost in performance with SSL because of the added encryption and decryption
processing.

iSeries Access for Windows includes optionally-installable support for Secure Sockets Layer (SSL) and a way to
manage key databases with IBM Key Management. All functions of iSeries Access for Windows can communicate
over SSL except Incoming Remote Command and Ultimedia. However, on a PC using an Intel 64-bit processor,
such as Itanium, only 32-bit applications and connections can use SSL. iSeries Access for Windows allows SSL
communications with the iSeries server at the 128-bit level of encryption.

Beginning in with iSeries Client Access Express for Windows (V5R1 version), client authentication is also available
for PC5250.
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Kerberos added to V5R2 version
iSeries Signon Information : ﬂil
Si faimation has nat b fied for this iSen
B o oo i e e s e Support for Kerberos
pou connect ta thiz sanver. aUthentication Of users
Server: IMYISEHIESSYSTEM Kerberos ticket can
S eries signon information replace the Sending of
" Use Windows user name and password, no prompting Userid and password
CMINER
from a PC to the
€ Uze default user D, prompt a2 needed iSeI’ieS
- _ * Kerberos
Fromel 2125 e authentication as a
& lize Kerbernz pincipal name, no prompting new Connection

[ oK | concel property to select
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Notes: Kerberos Vs EIM

We all want something to keep all of our passwords in sync for all of our iSeries. As computing environments get more complex,
and more and more servers are added, IT shops need a way to simplify the management of users across disparate systems and
applications. While managing user identities can be challenging in a shop with multiple iSeries machines, the complexity
compounds when you try to manage users across a network of dissimilar hosts. Additionally, users often have different names on
different systems and even different names within multiple applications on the same system. System administrators aren't the only
set of people who have multiple IDs, as application developers build applications that pull data from multiple, often disparate,
systems. These developers often must resolve the differences in user IDs on all of these systems in order to make their
applications function. And when they must, they often compound the problem by implementing a new user registry to control
access to their application. Finally, industry studies say that a typical user has an average of 14 passwords to memorize between
work, home, and various Web interfaces. Remembering all those passwords is tough. Requiring hundreds of users to manage 10+
passwords apiece makes our systems and networks inherently less secure.

Kerberos offers many advantages over other ways of managing the sign-on process. Some of the more important advantages are
the fact that passwords are not stored or transmitted in any clear text or de-cryptable form, user enablement (or disablement) is
done at a single point, and there is no way for passwords to get out of sync because a user's passwords are not stored on every
single system. Best of all, Kerberos is an industry standard that is already supported in Windows(W2K and above), most versions
of UNIX, and Linux. And as IBM rolls out their OS updates through the rest of this year, look for support for EIM-enabled Single
Signon on all of the servers in the eServer line.

On 4/29/2002, IBM announced Enterprise Identity Mapping,(EIM). EIM fits nicely into two prominent IBM initiatives: eServer and
eLiza. IBM also announced a Single Signon application that will run on top of EIM, but please don't confuse the two. EIM is
designed to allow system administrators to associate user registries (an EIM term) across a variety of systems. Single Signon is
the first application built on top of the EIM infrastructure, and it improves other "password synchronization" schemes that have been
available to iSeries customers to date. The Single Signon solution uses the Kerberos network authentication protocol standard to
authenticate a user and then grants that user a one-time use, time-limited Kerberos "ticket" that the user can present to all of the
Kerberos-enabled servers in the network. If the ticket is valid for the system in question, access is granted. If the ticket is not valid
for the system (or has expired), access is denied. EIM and Single Signon are included with 0S/400
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Other Functions in iSeries Access for Windows

iSeries Navigator
Operations Console
EZ-Setup
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Notes: Sources of Technical Information

iSeries Access web site is http:// www.ibm.com/eserver/iseries/access

Contains the latest information about the entire family of Client Access products, including Client Access Express for Windows,
such as late breaking news, Information APARS, FAQs, information on beta programs, how-to information, service and
support, new product announcements, plus much more.

Provides links to other important web pages, such as iSeriess Navigator, Operations Console, AS/400 NetServer, etc

Client Access Express for Windows Redbook (SG24-5191)
Access online by going to Client Access web page and selecting AS/400 Client Access Express for Windows: Implementing
V4R4MO, SG24-5191 from main page.

AS/400 Information Center
+ Contains information on workshops, tools, and other technical information on topics such as Client Access, Operations
Navigator, Domino for iSeries and more. Also provided is an AS/400 Client Access Express Administrators Guide which has
technical information on the Express client content for advanced users, such as administration and programming
documentation. This can be accessed by going to the Client Access web page, then selecting 'AS/400 Information Center'
from main page.

AS/400 Online/Softcopy Library
+ s an entire library of AS/400 books organized into bookshelves, accessible on CD or on the internet. The books on the CD-
ROM can be read using the IBM Library Reader program, provided on the CD-ROM.

Toolkit for iSeries Access for Windows
« Toolkit ships with Express. Install it when you install Express, or later use Selective Install to get it. It also has links to
additional important programming information that is contained on the Client Access web page.
Information on OLE DB and Visual Basic Wizards is ats http://www.ibm.com/eserver/iseries/access/oledb
AS/400 PartnerWorld for Developers web page (http://www.ibm.com/eserver/iseries/developer/ then search on ODBC)
contains detailed tips and techniques for developing ODBC applications.
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iSeries Access web page has latest up-to-date information
— http://www.ibm.com/eserver/iseries/access

For Information on
— Information APARs on specific topics, such as Windows 2003 support
— Access to all Red Books and other Reference Manuals
— FAQs, Articles, links to Administrator Guide...

Select 'Additional Links'
— iSeries NetServer for information on setting up your file and print serving
— Operations Console for information on setting up a PC as your system console
— iSeries Navigator for i5/0S administration
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© IBM Corporation 1994-2004. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

The folowing terms are trademarks of Interational Business Machines Corporation in the United States, ofher counres, or both:
struction: Refer to the following URL: html. Edit the list below, IBM subsidiary and special
which follow so they coincide with your p,esemanan

AS/400 e-business on demand i5/08
AS/400e 1BM 0S/400
e@ggﬁ.ver IBM (logo)

iSeries

Intel, Intel Inside (logos), MMX and Pentium are trademarks of Intel Corporation in the United States, other countries, or both

Linux is a trademark of Linus Torvalds in the United States, other countries, or both,

Microsoft, Windows, Windows NT, and the Windows Iogo are trademarks of Microsoft Corporation in the United States, other countries, or both
Java and all Java-b: are of Sun Inc. in the United States, other countries, or both.

Other company, producl or service names may be rademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

Al customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual environmental costs and
performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and does not constitute an
endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available information, including vendor announcements and vendor
worldwide homepages. IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims related to non-IBM products. Questions on the
capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. Contact your local IBM office or IBM
authorized reseller for the full text of the specific Statement of Direction

Someii icipated future jities. Such i ion is not intended as a definitive statement of a commitment to specific levels of performance, function or delivery
schedules with respect to any future products. Such commitments are only made in IBM product announcements. The information s presented here to communicate [BM's current investment
and development activities as a good faith effort to help with our customers' future planning.

is based o and ons using standard IBM benchmarks in a controlled The actual that any user will experience will
vary dopending Upon consideralions such a6 the amount of mulprogesmining n the user's ob stream.the 0 confguraton.the strago Configuration, and the workload processed. Thorefore,
no assurance can be given that an individual user will achieve equivalent to the ratios stated here.
P shown are of engineeri . Changes may be incorporated in production models.
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