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Power Systems Welcome to the Waitless World

Monday

3:30pm Grand Salon B 9&12 Let's Get Mobile — A Hands On Introduction to IBM i Mobile Access
First Floor

Tuesday

3:30pm Rosedown Let's Get Mobile — 5250, Database, Print, and More on the Go
Third Floor

‘ 5:00pm Rosedown Let's Get Mobile — What an Administrator Needs to Know about

Third Floor IBM i Mobile Access

Wednesday

2:00pm Magnolia OPEN LAB: Test Drive IBM i Mobile Access
Third Floor
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* OQverview

* IBM i Mobile Access Runtime Considerations
— Use of policies
— Use of preferences

* IBM i Mobile Access Environment Security Considerations
— Secure Communications

© 2015 IBM Corporation
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Overview
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This IBM i Mobile Access Solution is a web browser based solution that has
been optimized for reduced screen footprint environments.

« Easy to deploy and get running
¢ Simple URL to connect to

¢ Robust IBM i OS system interaction

— System Management Views
— Printing, Database, IFS, Commands, Messages
— 5250 Interface

¢ Highly Customizable

— “What the users have access to” can be simply set based on IBM i
OS User or Group Profile

© 2015 IBM Corporation
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» IBM i Mobile Access is being distributed as part of the r7.2 IBM i
Access for Web (5770XH2) product

— Customers at IBM i OS r7.1 or r6.1 can obtain and run r7.2 IBM i Access
for Web

e For r6.1 order refresh feature 6289 of 5761SS1
e Forr7.1 order refresh feature 6289 of 5770SS1
e Install r7.2 5770XH2 LPP

- Ifalready running r6.1 or r7.1 of Access for Web, need to re-run the
CFGACCWEB command for those instances

- The IBM i Mobile Access will be updated via PTFs to Access for Web

¢ GA Level PTF SI56123 for 5770XH2 released in May 2015

« Latest Function is available in current Access for Web Service Pack PTF
S160257 released in March 2016

© 2015 IBM Corporation
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» The IBM i Mobile Access Solution is designed to be integrated into
the IBM i OS *ADMIN HTTP Server environment

— Requires IBM i OS HTTP Server Group PTF to deploy new ADMINS job
specifically for this solution

e r7.25770DG1 Group SF99713 Level 1
e 17.15770DG1 Group SF99368 Level 27
e 16.15761DG1 Group SF99115 Level 38

— Started and stopped automatically with the *ADMIN HTTP Server

e Can be started and stopped individually (r7.1 IBM i OS and later)

» STRTCPSVR SERVER(*IAS) INSTANCE(ADMIN5)
» ENDTCPSVR SERVER(*IAS) INSTANCE(ADMIN5)

e ADMINS runs on port 2011

© 2015 IBM Corporation
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» Deployed with a simple 2 parameter CL or QShell command

— CL command
¢ CFGACCWEB APPSVRTYPE(*INTAPPSVR) INSTANCE(*MOBILE)

— QShell command in /QIBM/ProdData/Access/Web2/install

» cfgaccweb —appsvrtype *INTAPPSVR —instance *MOBILE

« It can be deployed on other IBM Integrated Appplication Server instances or
other Web Application Server types like WebSphere Application Server,
though additional customization is required

© 2015 IBM Corporation




5/9/2016

o
2)

s

n
# # Welcome to the Waitless World

Power Systems

» Connected to via a simple URL from HTTP *ADMIN port 2001

* http://system:2001/iamobile

* ADMINS runs on port 2011
— 2001/iamobile redirects

— Can also use

¢ http://system:2011/iamobile/iWAHome

© 2015 IBM Corporation
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More Information:
http://www.ibm.com/systems/power/software/i/access/mobile.html

Latest Information available at this location

@ IBM i Access for Web Mobile - Mezilla Firefox: IBM Edition (=8 =R
File Edit View History Bookmarks Tools Help
| B 180 1 Access for Web Mobile |+]

& | @ voww-03ibm.com/systems/power/software/ifaccess/mabile.atml || B~ Googte P A

i
s Systems > Software > B i > ‘ ‘

IBM i Access
Overview Client Solutions ‘Windows Linux Web Mobile

Amobile solution for accessing IBM i is now avaiable as a technology preview Powered by IBM o —ron
i Access for Web (5770XH2), you can now access IBM i resources from any mobile device that
< & Email IBM
Supports  rowser [T T
@ > Find a Business Partner
Features include the abilty to - I————
Priority code: 101AR13W
» view and manage jobs, messages, output queues, files, printers
= view, add, insert and update database records Browse Power Systems
o Hardware o Solut
= build, run, save SQL statements with an SQL wizard i L
o Operating systems 1 Migrate to Pov
= atart nne ar more R2R0 emiilatinn eeecinne with the ahilitu tn rernnnect sven after a device. =

© 2015 IBM Corporation
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Runtime Considerations

© 2015 IBM Corporation
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Methods to control access using IBM i Mobile Access

+ Administration Policies

— Administrators can use the Customize function to set policies for users and groups of
users.

* User Preferences

— Users can set their own Preferences for things like

* What tabs are available in the navigation bar
* How to view output (default rows/columns per page)
* How to filter output

© 2015 IBM Corporation 2
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Main Page = http://<powerisys>:2001/iamobile

===

-/G My Mobile Access [GARAG.. %\ F

‘(-’ @ garagerchland.ibm.com:2011/iamol ¥ G || Q, Search T BE ¥+ » | =
[ My Mobile Access
& Print
B4 Messages
Jobs
5250
System
EE Database
[ Files
Command

Download

# Customize
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Main Page = http://<powerisys>:2001/iamobile

==

g

:’G My Mobile Access [GARAG... x UF

€ | @ gorsgeachlandibm.com:20L1 fiamot ¥ C || Q Search “tBa & » | =

[8) Most Visited | | IBM | | IBM

[ My Mobile Access

E15250

© 2015 IBM Corporation 1
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Product functionality

© 2015 IBM Corporation
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< arage.rchland, < || @ My Mobile Access [GARAG

@ My Mobile Access
& Print

Messages

5250

fH Database
Tables
My requests
Run SQL

Import query

<

15
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Sample for a user that

only performs preset
database queries

© 2015 IBM Corporation
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/ @ My Mobile Access [GARAG... X | +

€ @ garagechland.ibm.com:2011/iamol v € || Q Search

) Most visited | ) 18M | ) 1BM

D My Mobile Access

£H Database

My requests
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Controlling Access: Setting Policies

for Business

Power Systems -
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S

@ hitp://garzgechiand. © ~ &

d Messages

£+ Jobs
5250
System
FH Database
[ Files

>_ Command
&, Download
«° Customize

© other

@ My Mobile Acc

© 2015 IBM Corporation

*Customize policies for users and groups to
— Allow/Deny functions users can access
— Limit the information users can see

*Use group profiles to simplify policy management
— Manage policies for group profiles
— Add/remove users from groups

*When a function is restricted, access to the servlet is
restricted

*You need *SECADM authority to customize profiles

18
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The Customize function allows administrators to set

policies for users and groups of users.

These policies control...
— Functions a user can perform.

— How certain information is presented to the user.

When a function is restricted...

— Its navigation bar content is removed.

— Access to the servlet is restricted.

— It takes effect immediately.

Administrators with *SECADM special authority are
automatically authorized to administer settings for users

and groups of users to which they have authority.

© 2015 IBM Corporation

These administrators can then grant other user profiles
permission to administer IBM i Mobile Access functions.

19

$ | %

Power Sysiems A

Welcome to the Waitless World

« IBM i Mobile Access ships with
default policy settings

*Default allows most functions to
be available to all users

*Use *PUBLIC to set policies for all
users
«Strategy:

— Grant an administrator profile access to all
functions

— Deny access to all functions to *PUBLIC

— Then allow specific users/groups access to
specific functions

© 2015 IBM Corporation
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Policies

Profile: *PUBLIC

Access )

Action Category Deseription

7 5250 Allowed 5250 user interface custom settings.

/  Command Allowed  Run batch command custom setings

/  Cuslomize Allowed  Preferences and policy administration custom
settings

/‘ Database Aliowed Database tables, requests, and run SQL custom
settings

/  Database Allowed  Create and edit database connection definitions

connections

/  Download Allowed  Download packages custom seftings

/  Fies Allowed  Integrated file system and file share custom
settings

/‘ General Aliowed Page layout, language and character set custom
settings

/ Jobs Allowed  Work with jobs custom setings.

/‘ Mail Aliowed Send mail custom settings.

7 Messages Allowed  Display messages, send messages, and
message queue custom Settings.

/  MyFolder Allowed My Folder custom settings.

#  Prnt Allowed  Printer output, printers, printer shares and output
queue custom settings.

/  samelime Allowed  Lotus Sametime custom settings

#  Otner Allowed  Change password and ofner miscellaneous
custom settings

nrafila

20
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« IBM i Mobile Access ships with a set of default policy settings. The default policy settings
allow most of the IBM i Mobile Access functions to be available for all users. Without any
customization, users accessing IBM i Mobile Access could begin using most of the
available functions.

Power Systems

* As an administrator of this product, you may not want your users to be able to access all
of these functions. It is the responsibility of an administrator to restrict functions they do
not want their users to be able to access.

* One of the quickest strategies that can be deployed to restrict a function from all users is
to use the Customize Group Profiles function and customize the *PUBLIC group profile.

« This group profile is defined such that every user is a member of this group. So, for
example, if you were to customize the *PUBLIC profile and set the "Browse files" and "File
shares" file functions to "Deny", you would restrict file system access from this product for
all users.

« If some of your users required access to this function, you could specifically customize
their user profiles and set this function back to "Allow". In this way, only users that have
been specifically allowed access will be able to use that function, all others would not have
access.

« It should be noted that the *PUBLIC group profile includes the administrator user ID that is
used to customize other group and user profiles. If you were to deny functions for
*PUBLIC, this would affect the administrator user profile. As you customize IBM i Access
for Web for *PUBLIC, you may want to consider specifically allowing your administrator
user profile to have access so that it is not locked out of IBM i Mobile Access functions. "

© 2015 IBM Corporation
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===

[@ nttp/rgaragerchiand. O ~ & |[ @ policies [GARAGERC.. %

Policies.

Specify the profle you want to edit

= 5250

User profiles
System ‘Work with the user profile

k4l Messages

re authorized to customize.

Group profiles
[E Database Work with the group profiles you are authorized to customize.

[ Files Import policies
Import policies from  file info IBM i Access for Web

>_ Command

Export policies
Export policies from IBM | Access for Web to a file.

&, Download Policies help

= View help for warking with policies.

° Customize
Preferences
Policies
Settings

Transfer configuration

© 2015 IBM Corporation 2
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Policies - User Profiles
Filter-
Proiile fiter. | @ [Fifterst]
Filter by Profle O Description
3 ]
Page 10of 1 Jump to page: Total: 2
Profile & Description & Action @
WAYNO Wayne Bowers =
X
‘WBOWERS Wayne Bowers Edit
Page 10f 1 Jumptopage: [1 | &= Change access
View
g Groups
Copy
Policies help % T
View help for working with user profiles. S
© 2015 1BM Corporation 2
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Edit This action is always available. Use this opti  on to create or modify policy settings for the spec  ified user or group profile.

View all policies Select this action to view all of

the policy settings currently being used for the pr ofile.

View group membership Belect this action to display

user profile has been assigned membership.

the Group Membership page that lists the group and supplemental group profiles (by name) the

View group members ISelect this action to display the
I

the group profile.

Group Membership page that lists the user profiles (by name) that are currently members of

Copy This action is only available when the user or  group profile currently has specific policy setting  s. It allows you to copy all of
the policy settings from this profile to one or mor e other profiles.

Reset This action is only available when the user or group profile currently has policy settings. Ita llows you to remove all of the
policy settings specific to this profile.

© 2015 IBM Corporation

Polces
act e ol et
o

User proties

Work with the user prof re authorized to customize.

Group proie
Work with the oup profles you are auhrized to ustomize

oeoricaiies
import poices from a le info 1BV Access for Web.
Export poicies

Export pocies from BM | Access for Web 1o a e

Poices holp
View hel for working wihpolcies

24
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garagerchlandi. 0 ~ & H @ Edit Policies - Database [G... % | |
~
Edit Policies - Database
Profile: wAYNO / /
Policy Derived From @ Action @ Setting
Database access  Profile setting Use current setting @
Databasetab  gShipped default  [Use current setiing [V | ®
Tables Profile setfing Use current sefting @
Maximum
table rows Shipped default  [Use current sefting 500 ®@
Table filter Shipped defaull  [Use current sefiing ["UsRLIBL @
Table filter is
user
preference Parent policy Use current setting |~ [Deny[v]
Insert records
into table Parent policy Use current setting |~ [Deny[v]
Insert record v}
columns Shipped default  [Use cument sefting Columns... @

25
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Administrator Action on each policy setting

[lhis is the default action that
the setting is modified, it will be added to the us
policies file.

Use current setting

is pre-selected. If the setting is not modified, n

o action is performed. If
er or group profile record in the Access for Web

Apply setting to profile Select this action to add t
policies file. The setting will be written to the

group profiles.

he current setting to the user or group profile rec

You would use this action to ensure the user or gro
different policy setting may be used based on the u

ord in the Access for Web
user or group profile record, even if it was not mo dified.
up profile gets this setting. Thisis because a

ser profile being a member of one or more IBM i

Reset to default
policies file. This option is only available if th
specific setting for this policy.

Select this action to remove the se  tting from the user or group profile record in the

Access for Web
e user or group profile record currently contains a

26
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The "Derived From" column (displayed when editing policy and preference
settings) indicates where the policy setting that will be used for this user profile
was found.

Profile setting Indicates the setting is currently s

pecific to the profile being customized. The settin g had previously been
applied to this profile.
Group — (groupName) Indicates the setting is not spec

ific to the profile being customized, but is being d erived from the specified

IBM i group profile and the user is a member of thi s group.

*PUBLIC setting Indicates the setting is not specifi ¢ to the profile being customized. No settingwasf  oundin any IBM i
group profile memberships. The setting is being de rived from the *PUBLIC group settings. Thisis a
special group profile available to Access for Web a  dministrators. All user profiles are automatically
members of this special group profile. Administrat ors can modify this group profile to easily apply

settings to all Access for Web users.
Shipped default Indicates the setting is not specifi c to the profile being customized, no setting was fo undin any IBM i
group profile memberships, or the special *PUBLIC g
shipped default value.
Parent policy

roup profile. The setting is being derived from a
Indicates the function is a sub-functi
by a top level policy setting. For example, Tables

on of a higher level category, and its policy setti
Tables will be restricted as well and would show it

ng is being controlled
is a sub-function of Database. If Database isres tricted,
s being controlled by a parent policy.

27
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Policies Example: Database User
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» The following screen shots step through setting the policies

so a specific user only has the ability to run preconfigured
database queries to generate reports.

* This example shows

— the “Before” picture of what DB functions a user can perform with no
customization of IBM i Mobile Access

— the specific database policies to set to restrict our user named

REPORT_MAN

— what general policies need to be set to restrict use of non-DB related

functions by REPORT_MAN

— The “After” picture of what REPORT_MAN can do

* When the policy is set, it takes effect immediately.

© 2015 IBM Corporation
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Accessing the Database tab of IBM i
Mobile Access as user REPORT_MAN

30
© 2015 IBM Corporation

f==]

g

/ @ My Mobile Access [GARAG... % | +

& | @ garagerchlandibm.com2011/iam ¥ G || Q Search » =

25 Most Visited | ) 1BM | 1BM

B Database
Tables

My requests
Run SQL
Import query

15
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« Policies - the starting point for customization of a specific user or group.
» This is a new browser session, where we signed on as an administrator.

= -|@ http://garage.rchlandi. O ~ & || @ Policies [GARAGERCHLAN... * | ‘

Policies

Specify the profile you want to edit
Profile: REPORT_MAN

Edil Palicies | <

ser profiles
‘Work with the user profiles you are authorized to customize

Group profiles
‘Work with the group profiles you are authorized to customize.

Import policies

Import policies from a file into IBM i Access for Web.
Export policies

Export policies from 1BM i Access for Web to a file.

Policies help
View help for working with policies.

1
© 2015 IBM Corporation
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o ( :hange ( :ategory Access )| @ ntp/garsgerchiand. £ - & ][ @ poices (6aRasERC.. x| | (7 ¥%
~
Policies
Profile. REPORT_MAN
Action Category  Access @ Description
s 5250 Allowed 5250 user inferface custom settings.
/} Command Allowed Run batch command custom settings.
_// Customize Allowed Preferences and policy administration custom
settings.
// Database Allowed Database tables, requests, and run SQL custom
settings.
s Database Allowed Create and edit database connection definitions.
connactions
4 Download Allowed  Download packages custom settings
s Files Allowed Integrated file system and file share custom
settings.
7 General Allowed  Page layout, language and character set custom
setfings.
{/ Jobs Allowed Work with jobs custom settings
7 wail Allowed  Send mail custom settings.
7 Messages Allowed  Display messages, send messages, and message
queue custom settings.
s My Folder Allowed My Folder custom settings.
4 Print Allowed  Printer output, printers, printer shares and output
queue custom settings.
s Sametime Allowed Lotus Sametime custom settings.
/} Other Allowed Change password and other miscellaneous
custom setfings
Change category access policies for this profile.
v
View all policies

32
© 2015 IBM Corporation
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« Turn off all non-Database functions
by Applying setting of Deny to Profile
* Leave Database to Allow

3
© 2015 IBM Corporation

'|6 hitp://garage.schland. © ~ & H@ Policies - Change Cat..

Policies - Change Category Access
Profile. REPORT_MAN

Category  Derived From @ Action @ Setting
5250 Profile setting Use current setting  [v]

Command Profile setting

Use current sefting |~
Use current sefing ||
Database Shipped default Use current setting v
Downlead Profile setiing  [Use current sefiing |~

Customize Profile setiing

Files Profllesetiing  [Use curent setting |~ |
Jobs Profile setting Use current setting ||
Mail Profile seting  [Use cumrent sefting ||

Messages Profile setiing

Use current seffing |~/
Use current seting ||
Use current seffing ||
Use current seting ||
Use current setting ||

My Folder ~ Profile setiing

Print Profile setting

Sametime Profile setting

Other Profile setting

Policies help
View help for changing category access policies.

Power Systems

Welcome to the Waitless World

» Allow access to Database function.
» Set Tables policy to Deny.

4
© 2015 IBM Corporation

Profile: REPORT_MAN

Folicy  Derived From Action @ s
Database Shipped default | Use curent setiing |~
access

Database
ab

Shipped default  [Use current setting
Tables Shipped default  [Use current setting

Maximum

table rows  Shipped default  [Use current seting 500 I~
Table filter Shipped default  [Use current sefting  [v] ["USRLIBL

Table filter
s user

P S—

preference  Shipped default  [Use current seting

Insert

records

into table  Shipped default  [Use current setting

Insert

record

coUmnS  Shipped default  [Use current sefiing

Update

records in

table Shipped default  |Use current sefing |

Update

record

columns  shipped default  |Use current sefting

Quick

view table

records  ghipped default  |Use current seting v
< >

17



5/9/2016

N
©)
o

Power Systems ™~

% 0 )

Welcome to the Waitless World

* Only allow the user the ability
to run a saved DB request
(Run request)

5
© 2015 IBM Corporation

Q @ http://garage.rchiand. £ - & H @ Edit Policies - Databas... %
Find
records in (N
table Parent policy Use current seffing |~
Find
record
columns  Shipped default  |Use cument sefting
Requests Profile setting Use current setting
Run
request  parent policy Use current seffing
Copy
request  parent policy Use current setting
Delete
request  Parent policy Use current seffing
Rename
request  parent policy Use current setting
Create
automated
task *PUBLIC group  |Use current setting
Transfer
request  parent policy Use current setting
Edit
request  parent policy Use current seffing
Save
request  parent policy Use current setting
import
requests  parent policy Use current sefiing [
Export
requests  parent palicy Use current sefting [V
List
request
shorteuts  parent policy Use current setting v
Create
< >

0O % 0 )

Power Systems

Welcome to the Waitless World

* Turn off the ability to perform the
remaining database functions

« Save the changes

6
© 2015 IBM Corporation

(<]

2)[@ ntpyrgoragerchiand. O + & |[ @ kit Policies - Databs...

=1
i

other than
query Profile setting [Use current setting |
Copy data fo
table *PUBLIC group  [Use current setting
Create
new tables parent policy Use current sefting
Append
datato
tables Parent policy Use current sefting [~
Replace
datain
tables Parent policy Use current setting
Import
request *PUBLIC group  [Use current sefting

Import query  profile setting

Use current sefting

Extract BM i

objectdata  Pprofile setting Use current setting
Default

connection  Shipped default  [Use current seffing |~| [IBM Toolbox for Java - GAF
Default

connection is

user

preference  gShipped default  |Use current setting
Add IBM

Toolbox for

Javato

connection

list Shipped default  [Use current setting

Policies help
View help for editing policies.

<
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* The user can now only run the DB queries they have been given.

/ @ My Mobile Access [GARAG... % | +

| @ MyRequests [GARAGERC.. % | +

€ P @ garagerchlandibm.com

€& @ garage rchland.ibm.com201lsiam v G || Q Search »

[ Most Visited | | IBM | ) 1BM [8) Most Visited | 1 IBM | | BM

My Requests
&
My requests < [Fiter on pay

Page 10f1 Jump to page: ¢ Total3

Request Descripions  Acion @ Shorteuts Owners  Access &
Accounts Wno owes us money = Yes woowers report_man
Receivable
Find Employee = Yes Wbowers report_man
Record
LowInventory  ftems below = Yes wbowers report_man

inventory threshold

X
Page 1011 Jump to| T BUD ¢ Total3

Database help
View help for working with database requests.

7
© 2015 IBM Corporation
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Policies Example: 5250 Access

38
© 2015 IBM Corporation
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» The following screen shots step through setting up the items necessary to allow a
group of users to use a single pre-configured 5250 session.

« In this example, ONEMANAGER is one of the user profiles in the MANAGERS
group.

e This example shows
— Creating a 5250 session and 5250 session shortcut to be used by the management team
— Making the 5250 session shortcut the session used by the MANAGERS group profile.
— Restricting access to other functions in System i Access for Web.

* When the policy is set, it takes effect immediately.

© 2015 IBM Corporation 3

® 3435 1 »
Power Systems = Welcome to the Waitless World

* Access the 5250 tab IBM i Access for —_— —
Web Main page as user ONEMANAGER. |/~ el

€ | @ garageachland ibm.comi20Ll /iam 7 € || Q Search » | =

[8) Most Visited [ 1BM |_) BM

O My Mobile Access

& 5250
Active sessions
Configured sessions
Start session

# Customize

40
© 2015 IBM Corporation
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» Policies - the starting point for
customization of a specific user
or group.

« This is a new browser session,
where we signed on as an
administrator.

-|@ htp://garage rchland. 0 = & H @ Policies [GARAGERC...

=
|

Policies

Specify the profle you wan to edit
Profile: [MANAGERS
Edi Policies | ————

ser profiles
Work with the user profiles you are authorized to customize

Group profiles
Work with the: group profiles you are authorized to customize

Impott policies
Import policies from a file into IBM i ACcess for Web.

Export policies
Export policies from IBM i Access for Web to a file.

Policies help
View help for working with policies.

Power Systems
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« Change Category Access

%?\6 nitp//garagerchland. O - & || @ Poiicies [GARAGERC

Profile: MANAGERS

Action Category Access @ Description

Vs 5250 Allowed 5250 user interface custom settings.

Vs Command Allowed Run batch command custom settings.

Vs Customize Allowed Preferences and policy administration custom
seftings

V4 Database Allowed Database tables, requests, and run SQL
custom seftings.

Vs Database Allowed Create and edit database connection

connections definitions.

/  Dounload Alowed  Download packages custom sefings

V4 Files Allowed Integrated file system and file share custom
seftings

Vi General Allowed  Page layout, language and character set
custom settings.

V4 Jobs Allowed Work with jobs custom settings.

V4 Mail Allowed Send mail custom setfings.

V4 Messages Allowed Display messages, send messages, and
message queue custom settings.

/Wy Folder Allowed My Folder custom seftings

/  Pint Allowed  Printer oulput, printers, printer shares and
output queue custom seitings

V4 ‘Sametime Allowed Lotus Sametime custom settings.

V4 Other Allowed Change password and other miscellaneous
custom settings.

Change cateqory access
Change category access policies for this profile
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¢ Turn off all non-5250 functions by
Applying setting of Deny to Profile

¢ Leave 5250 to Allow

43
© 2015 IBM Corporation
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¢ The administrator goes to the
Configured Sessions link on the
5250 tab. Select the “Configure
new session” link.

24
© 2015 IBM Corporation

== )

% @ i /sarageschiand. 0 = © || @ Configured essions

Configured Sessions

t = List Action — ¢ Filler on page
s mp to page: |1 ¢ Total 0

Session+ System¢  Action (D Shorcut¢  Owmers  Access

Page 1of 1 Jump to page: [1 ¢ Total 0

Display .a \!wsl of shortcuts to sessl‘oﬂs you configured. Shortcuts can be deleted from this list
Work with your active sessions

Stan a new session

Work wih your macros

la\}nu\ Wi your keypads

View help for working with configured sessions
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» The administrator configures the 5250
session settings to be used by the
managers.

« Settings include the server to connect to,
color schemes, and many other options.

5
© 2015 IBM Corporation
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¢ The saved session is only available to the
administrator that is currently signed on.

¢ The session must be shared to the
managers. Use the “Create Shortcut” action.

46
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* Name the shortcut whatever you wish.

¢ Session can be shared with MANAGERS
group, *PUBLIC, or individual profiles.

Power Systems ™=

3435 $ 7))

Welcome to the Waitless World
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¢ Go back to 5250 in Customize — Policies for
the MANAGERS group profile.

« Select settings to lock MANAGERS out of
starting/configuring new sessions.
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« Set all 5250 policies to Deny, except
Configured Sessions and Start Configured
Sessions.

* You may also want to allow them to access
My Keypads and My Macros.

9
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* The managers can now only start a pre-configured 5250 session, or reconnect to an
active session.

50
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User Preferences

for Business

Power Systems -
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The Preferences function allows users to customize IBM i Mobile Access
settings to meet their needs.

By default, all users are allowed to modify their preferences.
Preferences are a subset of the complete list of available policy settings.

Users can set the following types of preferences
— Column inclusion and ordering for functions that display output in columns.
— Number of rows per page to display on output.
— Show or hide navigation bar tabs.
— Preferred language and character set.
— Database table filters and default database connection.
— Number of commands to save in the run command history.

52
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» Restricting access to Preferences

— Administrators can deny specific users or groups from accessing their
preferences.

— This is controlled by the "Edit preferences" policy.

— This policy is useful in organizations where administrators want to set up all
customization options for users and ensure users are not able to modify any
preference settings.

© 2015 IBM Corporation
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» The following screen shots step through setting a user preference for Printer
output.

¢ This example shows
— the default printer output page for user BASIC_USER.
— what settings the user can modify to change the printer output page output.
— the printer output page after user BASIC_USER modifies the preferences.

» When the preference is set, it takes effect immediately.

© 2015 IBM Corporation 54
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< The printer output display defaults with many several columns of information.
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* Click on the Customize tab to work
with Preferences.
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» Click on the Print category.

» Click on the Columns button for
the "Printer output list columns”

T

Power Systems

Welcome to the Waitless World
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¢ The Columns displayed can be
toggled off/on by checking the box.

» Click OK and Save buttons to
immediately save the changes.
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* The printer output display how has custom columns.
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Tips
« This example showed that a user can modify their printer output view. An

Restrict the user's access to the Preferences interface.

» The Preferences interface that the user has access to is only a subset of all the

administrator can:
— Perform the same changes by setting policies for the user, or a group of users.
policy settings an administrator can access for the same function.

© 2015 IBM Corporation
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Administrative Tools

for Business

Power Systems

) 8 Welcome to the Waitless World

© 2015 IBM Corporation

» Import/Export policy settings - export policies to a different system
— Pick a user or group for export

 Transfer configuration data from one user to another on the same system
— Move and copy operations supported for:
* 5250 sessions and macros
e Saved commands
¢ Database requests
e My Folder items
* Policies

62

31



5/9/2016

PowerSystemsle;\ Welcome to the Waitless World E
for Business
63
© 2015 IBM Corporation
PowerSystems@ Welcome to the Waitless World E
01 .,#
HTTP Access Local sockets,
for Web TCP/IP LAN
Web Browser
HTTP Admin Application IBM i host servers
Server Server ADMINS 5250 applications

port 2001 port 2011 Database

64
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HTPPs Access Local sockets,
for Web TCP/IP LAN
Web Browser
HTTPs Apache  Application IBM i Host Servers,
Server Server ADMINS Database, Telnet
port 2010  Secure port 2012
PowerSysIemst;‘ ( O . Welcome to the Waitless World E

e The IBM i HTTP Admin Apache Server on port 2001 has been able to be
secured with SSL on port 2010 for some time

— IBM i DCF Knowledgebase Document:

¢ http://www.ibm.com/support/docview.wss?uid=nas8N1013544

e The HTTP Admin5 Integrated Application Server job that IBM i Mobile Access is
deployed to previously only ran on non-SSL port 2011.

¢ Recent HTTP Group PTF updates allow Admin5 to be secured with SSL on port
2012

— 17.1 SF99368 Level 38
— r7.2 SF99713 Level 13
— 17.3 SF99722 Level 1

© 2015 IBM Corporation o6
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* The default IBM i Mobile Access URL:

* http://system:2001/iamobile

— Redirects to:

e http://system:2011/iamobile/iWAHome

* The secure IBM i Mobile Access URL is:

* https://system:2010/iamobile

— Redirects to:

* https://system:2012/iamobile/iWAHome
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sockets
IBM i host server ports
telnet port

IBM i Mobile Access

* Between users and HTTP Server
— Secure Socket Layer (SSL)
— Virtual Private Networking (VPN)
— Firewalls
« Between IBM i Access for Web and IBM i on the same System
— TCP/IP sockets over loopback to Host Server or Telnet
— Telnet SSL available on same or different system

IBM i

77
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* IBM i Mobile Access and Access for Web were enabled to make a SSL
connection to the Telnet Server with r7.2 5770XH2 PTF SI54619

« Documented in IBM i DCF Knowledgebase Document N1020432
“IBM i Access for Web r7.2 5250 SSL Enablement”

— http://lwww-01.ibm.com/support/docview.wss?uid=nas8N1020432
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* Overview
* |IBM i Mobile Access Runtime Considerations

— Use of policies
— Use of preferences

* IBM i Mobile Access Environment Security Considerations

— Secure Communications
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