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About this document

This topic collection contains sections on the system files, special files, header files, and directories that
are provided with the operating system and optional program products. File formats required for certain
files that are generated by the system or by an optional program are also presented in this topic
collection.

Highlighting

The following highlighting conventions are used in this document:

Bold Identifies commands, subroutines, keywords, files, structures, directories, and other
items whose names are predefined by the system. Bold highlighting also identifies
graphical objects, such as buttons, labels, and icons that the you select.

Italics Identifies parameters for actual names or values that you supply.

Identifies examples of specific data values, examples of text similar to what you
might see displayed, examples of portions of program code similar to what you might
write as a programmer, messages from the system, or text that you must type.

Monospace

Case sensitivity in AIX

Everything in the AIX® operating system is case sensitive, which means that it distinguishes between
uppercase and lowercase letters. For example, you can use the 1s command to list files. If you type LS,
the system responds that the command is not found. Likewise, FILEA, FilLea, and filea are three
distinct file names, even if they reside in the same directory. To avoid causing undesirable actions to be
performed, always ensure that you use the correct case.

ISO 9000

ISO 9000 registered quality systems were used in the development and manufacturing of this product.
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Files Reference

This topic collection contains sections on the system files, special files, header files, and directories that
are provided with the operating system and optional program products. File formats required for certain
files that are generated by the system or by an optional program are also presented in this topic
collection.

The AIX operating system is designed to support The Open Group's Single UNIX Specification Version 3
(UNIX 03) for portability of operating systems based on the UNIX operating system. Many new interfaces,
and some current ones, have been added or enhanced to meet this specification. To determine the correct
way to develop a UNIX 03 portable application, see The Open Group's UNIX 03 specification on The UNIX
System website (http://www.unix.org).

What's new in Files Reference

Read about new or significantly changed information for the File Reference topic collection.

How to see what's new or changed

In this PDF file, you might see revision tags (>| and |<) surrounding new and changed information.

November 2020

The following information is a summary of updates made to this topic collection:

- Added information about the new library functions and symbolic constants in the pthread.h File topic.

- Added information about the CRITVG and CRITPVS fields under the vg_data Stanza section in the
image.data File topic.

« Updated information about the sysLocation and sysContact variables. Also, added information about the
sysName variable in the “snmpd.conf File” on page 345 topic.

November 2019

The following information is a summary of updates made to this topic collection:

« Added information about the submit. cf file in the “sendmail.cf and submit.cf File” on page 289 topic.

July 2019

The following information is a summary of the updates made to this topic collection:

« Added information about the tunable parameters settings file for the Server Message Block (SMB) client
file system in the smbctune.conf file topic.

September 2018

The following information is a summary of the updates made to this topic collection:

- Added information about the suid_profile stanza in the secvars.cfg File topic.

System Files

The files in this section are system files. These files are created and maintained by the operating system
and are necessary for the system to perform its many functions. System files are used by many
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commands and subroutines to perform operations. These files can only be changed by a user with root
authority.

Afile is a collection of data that can be read from or written to. A file can be a program you create, text you
write, data you acquire, or a device you use. Commands, printers, terminals, and application programs are
all stored in files. This allows users to access diverse elements of the system in a uniform way and gives
the operating system great flexibility. No format is implied when a file is created.

Files are used for all input and output (I/0) of information in this operating system. This standardizes
access to both software and hardware. Input occurs when the content of a file is modified or written to.
Output occurs when the content of one file is read or transferred to another file. For example, to create a
hardcopy printout of a text file, the system reads the information from the text file and writes the data to
the file representing the printer.

Collections of files are stored in directories. These collections of files are often related to each other, and
storing them in a structure of directories keeps them organized.

There are many ways to create, use, and manipulate files. Files in Operating system and device
management introduces the commands that control files.

Types of Files

There are three basic types of files:

File Type Description
regular Stores data (text, binary, and executable).
directory Contains information used to access other files.

special Defines a FIFO (first-in, first-out) file or a physical device.

All file types recognized by the system fall into one of these categories. However, the operating system
uses many variations of these basic types.

Regular files are the most common. When a word processing program is used to create a document, both
the program and the document are contained in regular files.

Regular files contain either text or binary information. Text files are readable by the user. Binary files are
readable by the computer. Binary files can be executable files that instruct the system to accomplish a
job. Commands, shell scripts, and other programs are stored in executable files.

Directories contain information the system needs to access all types of files, but they do not contain the
actual file data. As a result, directories occupy less space than a regular file and give the file-system
structure flexibility and depth. Each directory entry represents either a file or subdirectory and contains
the name of a file and the file's i-node (index node reference) number. The i-node number represents the
unique i-node that describes the location of the data associated with the file. Directories are created and
controlled by a separate set of commands.

Special files define devices for the system or temporary files created by processes. There are three basic
types of special files: FIFO (first-in, first-out), block, and character. FIFO files are also called pipes. Pipes
are created by one process to temporarily allow communication with another process. These files cease
to exist when the first process finishes. Block and character files define devices.

Every file has a set of permissions (called access modes) that determine who can read, modify, or execute
the file. To learn more about file access modes, see File ownership and user groups in Operating system
and device management.

File-Naming Conventions

The name of each file must be unique within the directory where it is stored. This insures that the file also
has a unique path name in the file system. File-naming guidelines are:

« Afile name can be up to 255 characters long and can contain letters, numbers, and underscores.
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- The operating system is case-sensitive which means it distinguishes between uppercase and lowercase
letters in file names. Therefore, FILEA, FilLea, and filea are three distinct file names, even if they
reside in the same directory.

« File names should be as descriptive as possible.
« Directories follow the same naming conventions as files.

- Certain characters have special meaning to the operating system, and should be avoided when naming
files. These characters include the following:

/N e -2 1 ()~ i > & |

« Afile name is hidden from a normal directory listing if it begins with a . (dot). When the ls command is
entered with the -a flag, the hidden files are listed along with regular files and directories.

The path name of a file consists of the name of every directory that precedes it in the file tree structure.
Only the final component of a path name can contain the name of a regular file. All other components in a
path name must be directories. Path names can be absolute or relative. See File path names in Operating
system and device management to learn more about the complete name of a file within the file system.

Related information
Files

Files, Directories, and File Systems for Programmers

access_lists File

Purpose

Configures access control lists for the iSCSI target driver.

Description

The access_lists file is used to configure access control lists for the iSCSI target driver. You can use
comments in the access_1lists file. The comment character is "#", and must be the first character on
the line.

This file contains one entry per target. Each entry has the following format:
target_name|lun_name iSCSI_name,iSCSI_name, ...

target_name
The target ODM name on which access control is applied.

lun_name
The logical unit number (LUN) ODM name on which access control is applied.

iSCSI_name
The list of iISCSI names (ign or eui format) of initiators that can access this target or LUN.
You can use two default keywords in this file:

all
Used for the target_name or lun_name field. It indicates that the Access Control List is the same for
all targets and LUNs on the server. An entry containing all overrides other entries.

any
Used for the iISCSI_name field. It indicates that one target or LUN is visible by any initiator connecting
to the server.

You can use the line continuation character backslash (\ ) to make each entry easier to read.

Attention: If an access list grants an initiator the access to a LUN, the access list must also
explicitly grant the access to the target that owns the LUN.
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Item Description

/etc/tmiscsi/ Configures Access Control Lists.
access_lists

acct.cfg File

Purpose

The acct.cfg file consists of CA stanzas and LDAP stanzas. The CA stanzas contain private CA information
not suitable for the publicly readable ca.cfg file. LDAP stanzas contain LDAP information such as LDAP
administrative names and passwords.

Description

For every CA stanza in the ca.cfg file, the acct.cfg file should contain an equivalently named CA stanza,
and all CA stanzas must be uniquely named. On the other hand, all LDAP stanzas are named ldap. For this
reason, a CA stanza cannot be named ldap. Also, no stanza can be named default. An LDAP stanza must
exist and at least one CA stanza, named local must exist.

Examples

*khkkkkhkkkhkhkkhhkkhkhkkkhhkkhhkkhkhhkhhkhhkkhkhhkhhkhhkkhkhkhkhhkhhkhkhhkhhkhhkhkhhkhhkkhhkhkhhkhhkhhkhkhkhkhhkkhhkhkhhkhhkhkhkkkhhkhikk
* CA Stanzas:
*

* carefnum Specifies the CA's reference number used while communicating
* with the CA through CMP. This value must be the same value as
* the one that is specified while configuring the CA. (Required)
*
* capasswd Specifies the CA's password used while commuinicating with
* the CA. The length of the password must be at least 12
* characters long. This value must be the same value as the one
* that is specified while configuring the CA. (Required)
*
* rvrefnum Specifies the revocation reference number used for revoking
* a certificate
*
* rvpasswd Specifies the revocation password used for CMP. The length of
* the password must be at least 12 character long.
*
* keylabel Defines the name of the key label in the trusted keystore.
* (Required)
*
* keypasswd Defines the password of the trusted keystore. (Required)
*
* ldap Stanzas:
*
* ldappkiadmin Specifies the PKI LDAP administrator account name.
*
* ldappkiadmpwd  Specifies the PKI LDAP administrator account password.
*
* ldapservers Specifies the LDAP server machine name or IP address.
*
* ldapsuffix Specifies the LDAP DN suffix for the root of the LDAP branch
* where the PKI data resides.
*
local:
carefnum = 12345678
capasswd = passwordl234
rvrefnum = 9999997
rvpasswd = password
keylabel = "Trusted Key"
keypasswd = somepassword
ldap:

ldappkiadmin = "cn=admin"
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ldappkiadmpwd = password
ldapservers = myserver.mydomain.com
ldapsuffix = "ou=cert,cn=aixsecdb"

File
[usr/lib/security/pki/acct.cfg

Related reference
ca.cfg File

policy.cfg File
Related information
certcreate command

admin File

Purpose

Describes the format of an installation defaults file.

Description

admin is a generic name for an ASCII file that defines default installation actions by assigning values to
installation parameters. For example, it allows administrators to define how to proceed when the package
being installed already exists on the system.

/var/sadm/install/admin/default is the default admin file delivered with your system. The default file is
not writable, so to assign values different from this file, create a new admin file. There are no naming
restrictions for admin files. Name the file when installing a package with the -a flag of the pkgadd
command. If the -a flag is not used, the default admin file is used.

Each entry in the admin file is a line that establishes the value of a parameter in the following form:
param=value

Eleven parameters can be defined in an admin file. A file is not required to assign values to all eleven
parameters. If a value is not assigned, pkgadd asks the installer how to proceed.

The eleven parameters and their possible values are shown below except as noted. They may be specified
in any order. Any of these parameters can be assigned the value ask, which means that, if the situation
occurs, the installer is notified and asked to supply instructions at that time.

Parameter Description

basedir Indicates the base directory where relocatable packages are to be installed. The value
may contain $PKGINST to indicate a base directory that is to be a function of the package
instance.

mail Defines a list of users to whom mail should be sent following installation of a package. If

the list is empty or if the parameter is not present in the admin file, the default value of
root is used. The ask value cannot be used with this parameter.

runlevel Indicates resolution if the run level (system state) is not correct for the installation or
removal of a package. Options are:

nocheck
Do not check for run level (system state).

quit
Abort installation if run level (system state) is not met.
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Parameter

conflict

setuid

action

partial

idepend

rdepend

space

Description
Specifies what to do if an installation expects to overwrite a previously installed file, thus
creating a conflict between packages. Options are:

nocheck
Do not check for conflict; files in conflict are overwritten.

quit
Abort installation if conflict is detected.
nochange
Override installation of conflicting files; conflicting files are not installed.
Checks for executables that have setuid or setgid bits enabled after installation. Options
are:

nocheck
Do not check for setuid executables.

quit
Abort installation if setuid processes are detected.

nochange
Override installation of setuid processes; processes are installed without setuid bits
enabled.

Determines if action scripts provided by package developers contain possible security
impact. Options are:

nocheck
Ignore security impact of action scripts.

quit

Abort installation if action scripts may have a negative security impact.
Checks to see if a version of the package is already partially installed on the system.
Options are:

nocheck
Do not check for a partially installed package.

quit
Abort installation if a partially installed package exists.
Controls resolution if other packages depend on the one to be installed. Options are:

nocheck
Do not check package dependencies.

quit
Abort installation if package dependencies are not met.
Controls resolution if other packages depend on the one to be removed. Options are:

nocheck
Do not check package dependencies.

quit
Abort removal if package dependencies are not met.
Controls resolution if disk space requirements for package are not met. Options are:

nocheck

Do not check space requirements (installation fails if it runs out of space).
quit

Abort installation if space requirements are not met.
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The value ask cannot be defined in an admin file that is used for non-interactive installation (since by
definition, there is no installer interaction). Doing so causes installation to fail when input is needed.

Related reference
depend File

pkginfo File

Related information
pkgadd command

aliases File for Mail

Purpose

Contains alias definitions for the sendmail command.

Description

The /etc/mail/aliases file contains the required aliases for the sendmail command. Do not change these
defaults, as they are required by the system. The file is formatted as a series of lines in the form:

name: name_1, name_2, name_3,...

The name: is the name of the alias, and the name_n are the aliases for that name. Lines beginning with
white space are continuation lines. Lines beginning with a # (pound sign) are comments.

Aliasing occurs only on local names. System-wide aliases are used to redirect mail. For example, if you
receive mail at three different systems, you can use the /etc/mail/aliases file to redirect your mail to one
of the systems. As an individual user, you can also specify aliases in your .mailrc file.

Aliases can be defined to send mail to a distribution list. For example, you can send mail to all of the
members of a project by sending mail to a single name.

The sender of a message is not included when the sendmail command expands an alias address. For
example, if amy sends a message to alias D998 and she is defined as a member of that alias, the sendmail
command does not send a copy of the message to amy.

The /etc/mail/aliases file is a raw data file. The sendmail command uses a database version of this file.
You must build a new alias database by running the sendmail -bi command or the newaliases command
before any changes made to the /etc/mail/aliases file become effective.

As long as you do not rebuild the aliases database, sendmail will continue to read it in its old DBM
format. This consists of two files: /etc/mail/aliases.dir and /etc/mail/aliases.pag. However, the moment
you rebuild the aliases database, sendmail will change this format to Berkeley DB. This file will be stored
in /fetc/mail/aliases.db.

Note: Upper case characters on the left hand side of the alias are converted to lowercase before being
stored in the aliases database. In the following example, mail sent to the testalias user alias fails,
since TEST is converted to test when the second line is stored.

TEST: user@machine
testalias: TEST

To preserve uppercase in user names and alias names, add the u flag to the local mailer description in
the /fetc/mail/sendmail.cf file. Thus, in the example above, mail to the testalias user alias would

succeed.

Files

Item Description
/etc/mail/aliases Contains systemwide aliases.
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Item Description

[etc/mail/aliasesDB directory Contains the binary files created by the newaliases
command, including the DB.dir and DB.pag files.

[etc/mail/aliases.db Contains the binary file storing the aliases database in
Berkeley DB format, created by the newaliases command

Related reference
.mailrc File Format
Related information
newaliases command
sendmail command
Alias database building

audit File for BNU

Purpose

Contains debug messages from the uucico daemon.

Description

The /var/spool/uucp/.Admin/audit file contains debug messages from the uucico daemon when it is
invoked as a result of a call from another system. If the uucico daemon is invoked from the local system,
the debug messages are sent to either the /var/spool/uucp/.Admin/errors file or to standard output.

Files

Item Description
[var/spool/uucp/.Admin/audit Specifies the path of the audit file.
[var/spool/uucp/.Admin/errors Contains a record of uucico daemon errors.

Related information
uudemon.cleanu command

cron command

BNU log files

BNU File and Directory Structure

[etc/security/authorizations File

Purpose

Contains the list of valid, user-defined authorizations.

Description

The /etc/security/authorizations file stores the list of valid, user-defined authorizations available on a
system. An authorization administrator can modify user-defined authorizations. System-defined
authorizations do not appear in this file. You can add new authorizations to this file using the mkauth
command and modify authorizations using the chauth command.

The /etc/security/authorizations file is an ASCII file that uses a stanza for each user-defined
authorization. Each stanza is identified by the authorization name followed by a colon (:). You can list
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authorization attributes individually as Attribute=Value pairs on subsequent lines. Each attribute pair ends
with a newline character, as does each stanza. For an example of a stanza, see “Examples” on page 10.

When the system is operating in Enhanced RBAC Mode, changes that you make to the authorizations file
do not impact security considerations until you send the entire authorization database to the Kernel
Security Tables using the setkst command, or until the system is rebooted.

Modifying and listing entries in the authorizations file

Do not directly edit the /etc/security/authorizations file. Use the following commands and subroutines
to manipulate the authorization database:

mkauth
Adds new authorizations to the /etc/security/authorizations file.

chauth
Changes user-defined authorization attributes.

lsauth
Displays authorizations that are defined in this file and system-defined authorizations.

rmauth
Removes entries from this file.

To write programs that affect entries in the /etc/security/authorizations file, use one or more of the
following subroutines:

- getauthattr
- getauthattrs
« putauthattr
« putauthattrs

Attributes

A stanza in this file contains one or more of the following attributes:

Attribute Description

id Specifies the unique numeric ID of the authorization. This is a required attribute
and is used internally for security decisions. Do not modify this ID after creating
the authorization. The value is a unique decimal integer greater than 10000.
Values below 10000 are reserved for system-defined authorizations.

dfltmsg Specifies the default authorization-description text if message catalogs are not
in use. The value is a character string.

msgcat Specifies the file name of the message catalog that contains the one-line
description of the authorization. The value is a character string.

msgset Specifies the message set that contains the authorization description in the
message catalog. The value is a decimal integer.

msgnum Specifies the message ID that contains the authorization description in the
message catalog. The value is a decimal integer.

Security

The root user and the security group own this file. This files grants read and write access to the root user.
Access for other users and groups depends on the security policy for the system.
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Examples

The following example for the custom authorization displays a typical stanza in the file:

custom:
id = 11000
dfltmsg = "Custom Authorization"
msgcat = "custom_auths.cat"
msgset = 1
msgnum = 5

Related reference
/etc/nscontrol.conf File

Related information

getauthattr subroutine

mkauth command

Role Based Access Control (RBAC)

autosecrets File

Purpose
Configures iSCSI target passwords.

Description

The autosecrets file is used to configure iSCSI target passwords. You can use comments in the
autosecrets file. The comment character is "#", and must be the first character on the line.

This file contains one entry per target. Each entry has the following format:

target_name chap_name chap_secret

target_name
The ODM name of the target.

chap_name
The CHAP name associated with this password. The iSCSI initiator identifies itself by sending this
name to the iSCSI target during the authentication process.

chap_secret
The password, enclosed in double quotation marks.

You can use the line continuation character backslash (\) to make each entry easier to read.

Examples

If the target ODM name is target0, the CHAP name is ign.com.ibm-K167-42.fcla, and the
chap_name is secret. fcla, the entry looks like the following example:

target® ign.com.ibm-K167-42.fcla "secret.fcla"

The following example has the same target, chap_name, and chap_secret, but with a line continuation
character.

targetO® ign.com.ibm-K167-42.fcla \
"secret.fcla"”

10 AIX Version 7.2: Files Reference



Files

Item Description
/etc/tmiscsi/ Configures iSCSI target passwords.
autosecrets
backup File
Purpose

Copies the file system onto temporary storage media.

Description

A backup of the file system provides protection against substantial data loss due to accidents or error. The
backup command writes file system backups in the backup file format, and conversely, the restore
command reads file system backups. The backup file contains several different types of header records
along with the data in each file that is backed up.

Header Records

The different types of header records for by-name backups are:

Header Description
Record

FS_VOLUME Exists on every volume and holds the volume label.
FS_NAME_X Holds a description of a file backed up by name.
FS_END Indicates the end of the backup. This header appears at the end of the last volume.

The different types of header records for by-inode and name backups are:

Header Description
Record
TS_TAPE Exists on every volume and holds the volume label.

TS_BITS Describes the directory structure.

TS_CLRI Describes the unused i-node numbers on the backup system.
TS_INODE Describes the file.

TS_ADDR Indicates a continuation of the preceding file.

TS_END Indicates the end of the backup.

The descriptions of the fields of the header structure for by-inode backups are:

Header Record Description

c_type The header type.

c_date The current dump date.

c_ddate The file system dump date.

c_volume The volume number.

c_tapea The number of the current header record.
c_inumber The i-node number on this record.
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Header Record Description
c_magic The magic number.
c_checksum The value that would make the record sum to the CHECKSUM value.

bsd_c_dinode A copy of the BSD i-node as it appears on the BSD file system.

c_count The number of characters in the c_addr field.

c_addr A character array that describes the blocks being dumped for the file.
xix_flag Set to the XIX_MAGIC value if doing the backup of a file system.
xix_dinode The real di-node from the file system.

Each volume except the last ends with a tape mark (read as an end of file). The last volume ends with a
TS_END record and then the tape mark.

By-Name Format

The format of a by-name backup is:
FS_VOLUME

FS_NAME_X (before each file)

File Data

FS_END

By-Inode Format

The format of a by-inode backup follows:
TS_VOLUME

TS_BITS

TS_CLRI

TS_INODE

TS_END

A detailed description of the by-inode header file follows:

union u_spcl §
char dummy[TP_BSIZE];
struct s_spcl $

int c_type; /* 4 %/

time_t c_date; /* 8 x /
time_t c_ddate; /* 12 %/
int c_volume; /* 16 */
daddr_t c_tapea; /* 20 */
ino_t c_inumber; /* 24 %/
int c_magic; /* 28 %/
int c_checksum; /* 32 %/
struct bsd_dinode bsd_c_dinode; /* 160 %/
int c_count; /* 164 %/
char c_addr[TP_NINDIR]; /* 676 %/
int xix_flag; /* 680 %/
struct dinode xix_dinode; /* 800 %/

% s_spcl;
% u_spcl;
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Constants

Constants used to distinguish these different types of headers and define other variables are:

#tdefine OSF_MAGIC (int) 60011
jtfdefine NFS_MAGIC (int) 60012 /* New File System Magic */
ftdefine XIX_MAGIC (int) 60013 /* Magic number for v3 */

#define BYNAME_MAGIC (int)60011 /* 2.x magic number */
ftfdefine PACKED_MAGIC (int)60012 /* 2.x magic number for */

/* Huffman packed format */
##fdefine CHECKSUM (int) 84446 /* checksum magic number */
jtdefine TP_BSIZE 1024 /* tape block size */
Jtfdefine TP_NINDIR (TP_BSIZE/2) /% num of indirect pointers x/

/* in an inode record */
#tdefine FS_VOLUME 0 /* denotes a volume header =*/
tdefine FS_END 7 /* denotes an end of backup %/
#define FS_NAME_X 10 /* denotes file header */
#tdefine SIZSTR 16 /* string size in vol headerx/
#define DUMNAME 4 /* dummy name length for */

/* FS_NAME_X */
jtfdefine FXLEN 80 /* length of file index */

Related reference
filesystems File
Related information
backup command
pack command

File systems

bincmds File

Purpose

Contains the shell commands that process audit bin data.

Description

The /etc/security/audit/bincmds file is an ASCII template file that contains the backend commands that
process audit binfile records. The path name of this file is defined in the bhin stanza of the /etc/security/
audit/config file.

This file contains command lines each composed of one or more commands with input and output that
can be piped together or redirected. Although the commands usually are one or more of the audit system
commands (the auditcat command, the auditpr command, the auditselect command), this is not a
requirement.

As each bin file is filled by the kernel, the auditbin daemon invokes each command to process the bin
records, substituting the names of the current bin file and the audit trail file for any $trail and $bin strings
in the commands. Upon startup, if the auditbin daemon detects that the bin files require a recovery
procedure, the command will prepend a -r to the bin file's name in $bin.

Note: The commands are executed by the trusted shell (TSH) when on the trusted path. This means that
the path names in the commands must be absolute, and that environment variable substitution may be
limited. See the discussion of the tsh command for more information.

Security

Access Control: This file should grant read (r) access to the root user and members of the audit group and
grant write (w) access only to the root user.
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Examples

1. To compress audit bin records and append them to the system audit trail file, include the following line
in the /etc/security/audit/bincmds file:

/usr/sbin/auditcat -p -o $trail $bin

When the command runs, the names of the current bin file and the system audit-trail file are
substituted for the $bin and $trail strings. Records are compressed and appended to the /audit/trail
file.

2. To select the audit events from each bin file that are unsuccessful because of authentication or
privilege reasons and append the events to the faudit/trail.violations file, you must include the
following line in the /etc/security/audit/bincmds file:

/usr/sbin/auditselect -e "result == FAIL_AUTH || \
result == FAIL_PRIV" $bin >> /audit/trail.violations

3. To create a hard-copy audit log of all local user authentication audit events, include the following line
in the /etc/security/audit/bincmds file:

/usr/shin/auditselect -e "event == USER_Login || \
event == USER_SU" $bin | \
/usr/sbin/auditpr -t2 -v >/dev/1lpr3

Adjust the printer name to fit your requirements.

Note: The auditselect command does not support the -r flag (recovery). To process the $bin string,
use the auditcat command before using the auditselect command.

Files

Item Description

/etc/security/audit/bincmds Specifies the path to the file.
[etc/security/audit/config Contains audit-system configuration information.
[etc/security/audit/events Contains the audit events of the system.
/etc/security/audit/objects Contains audit events for audited objects (files).
[etc/security/audit/streamcmds Contains auditstream commands.

Related information
audit command

Setting Up Auditing
Security Administration
Auditing overview

BOOTP Relay Agent Configuration File

Purpose
Default configuration information for the BOOTP (boot protocol) relay agent program (dhcprd).

Description

The dhcprd configuration file contains entries for logging information and servers to receive BOOTP
packets.

This file is part of TCP/IP in Network Support Facilities in Base Operating System (BOS) Runtime.
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Following are the formats for the data in the configuration file.

Format

## Comment line

numLogFiles n

logFileSize n

logFileName filename

logItem <option name>

server <ip address>

Example

Meaning

The # character means that there is a comment from that
point to the end of the line.

Specifies the number of log files. If 0 is specified, no log file
will be maintained, and no log message is displayed
anywhere. n is the maximum number of log files maintained
as the size of the most recent log file reaches its maximum
size and a new log file is created.

Maximum size of a log file. When the size of the most recent
log file reaches this value, it is renamed and a new log file is
created. n is measured in kilobytes(KB).

Name and path of the most recent log file. Less recent log files
have the number 1 to (n - 1) appended to their names; the
larger the number, the older the file.

One item that will be logged. Multiple of these lines are
allowed. This allows for the specified logging level to be
turned on. The following are option names:

SYSERR

System error, at the interface to the platform
OBJERR

Object error, in between objects in the process
PROTERR

Protocol error, between client and server
WARNING

Warning, worth attention from the user
EVENT

Event occurred to the process
ACTION

Action taken by the process
INFO

Information that might be useful
ACNTING

Who was served, and when
TRACE

Code flow, for debugging.

The address of a server to receive the DHCP or BOOTP packet.
Multiple servers may be specified, and all will receive the
packet.

The following example sets the logging parameters and configures two servers to receive BOOTP and
DHCP packets. The servers are specified singly and with their ip addresses. The logging statements below
tell the daemon to use at most four logfiles, rotate the log files after their size is 100 kilobytes of data, and
place the files in the local directory and use dhcpsd.log as the base name. On rotation, the old file will be
moved to dhepsd.logl, and the daemon will start logging to an empty dhcpsd.log.

numLogFiles 4
logFileSize 100
logFileName dhcpsd.log
logItem SYSERR
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logItem OBJERR

logItem PROTERR
logItem WARNING
logItem EVENT
logItem ACTION
logItem INFO
logItem ACNTING
logItem TRACE

server 129.35.128.43
server 9.3.145.5

Related information

dhcprd command

bootpd command

TCP/IP problems with Dynamic Host Configuration Protocol

bootparams File for NFS

Purpose

Contains the list of client entries that diskless clients use for booting.

Description

The /etc/bootparams file for Network File System (NFS) contains a list of client entries that diskless
clients use for booting. The first item of each entry is the name of the diskless client. Each entry should
contain the following information:

« Name of client
- List of keys, names of servers, and path names

Items are separated by tab characters.

Examples

The following is an example of a /fetc/bootparams file:

myclient root=myserver:/nfsroot/myclient \
swap=myserver:/nfsswar/myclient \
dump=myserver:/nfsdump/myclient

Files
Item Description
/etc/bootparams Specifies the path of the bootparams file.

Related information
Network File System Overview

ca.cfg File
Purpose

The ca.cfg file consists of CA stanzas. The CA stanzas contain public CA information used by the
Certificate Authentication Services for generating certificate requests and certificate revocation requests.
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Description

For every CA stanza in the ca.cfg file, the acct.cfg file should contain an equivalently named CA stanza.
Each CA stanza name in the ca.cfg file must be unique. At least one stanza named local must exist. No
stanza should be named ldap or default.

Examples
* Multiple components of the PKI implementation use this file for configuration
* information.
*
* algorithm Defines the encryption algorithm used for CMP requests.
* Supported values are RSA and DSA. The default is RSA.
*
* crl Specifies the CA's root certificate file.
*
* dn Defines the default Distinguished Name value for newly
* created certificates. (Optional) Example:
* dn = "c=US, 0=ZZZ Corp., ou=Sales OEM, sp=Texas, l=Austin"
*
* keysize Defines the minimum number of bits required when generating
* an encryption/signing key. The default is 1024.
*
* program Specifies the PKI service module file name.
* (Required)
*
* retries Defines the number of retry attempts when contacting a CA.
* The default is 5.
*
* server Defines the URL address of the CA server. Example:
* "cmp:://9.53.149.39:1077".
* signinghash Specifies the hash algorithm used to verify keys and to
* perform trusted certificate signing when validating users.
* Supported values are MD2, MD5, and SHA1l. The default is MD5.
*
* trustedkey Defines the keystore location containing the system-wide
* trusted signing key used to sign/verify user certificates.
*
* url Defines the default subject alternate name URI value to be
* added to new certificates.
*
local:
program = /usr/lib/security/pki/JSML
trustedkey = file:/usr/lib/security/pki/trusted.pl5
server = "cmp://9.53.149.39:1077"
crl = ldap://9.53.149.39/0=XYZ, c=us
dn = "c=US, o=XYZ"
url = "http://www.ibm.com/"
algorithm = RSA
keysize = 512
retries = 5
signinghash = MD5
File

[usr/lib/security/pki/ca.cfg

Related reference
acct.cfg File
policy.cfg File
Related information
certcreate command

cdromd.conf File Format

Purpose

Defines for the edromd daemon the managed devices and supported file system types.
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Description

The /etc/cdromd.conf is the configuration file for the edromd daemon. This file enables you to specify
the devices to manage and the file system types to handle.

If you change the /etc/cdromd.conf file, run refresh -s cdromd or kill -1 CdromdPID command to inform
the daemon of the changes to its configuration file.

The edromd daemon reads its configuration file only when it starts, when the cdromd daemon receives a
SIGHUP signal, or when the SRC refresh -s cdromd command is entered.

An information line in the edromd configuration file defines either a device to manage or a file system type
to handle. Lines starting with the pound sign (#) are comment lines. Fields in information lines must be
separated by spaces or tabs. A device information line starts with <device> keyword and is of the form:

device device_name mount_point

Item Description

device_name Contains a valid device name, as printed by the lsdev command, such as:

lsdev -Cc cdrom -F name
mount_point Contains the path of the directory for the mount operation. It must begin with a /

If there is no line in the configuration file beginning with the device keyword, all the CD-ROM and DVD
devices available on the system will be managed by cdromd, and a media inserted in the cd<x> drive will
be automatically mounted on /edrom/cd<x> directory.

A file system type information line starts with the fstype keyword and is of the form:

fstype  VEsName fs_options
Item Description
VfsName Contains the VFS type used with the -V flag of the mount command.Only cdrfs

and udfs types can be used.

fs_options Contains the comma separated list of options used with the -o flag of the mount
command (see mount command man page).

If there is no line beginning with the fstype keyword in the configuration file, the mount command will be
called with one of the following options:

-V cdrfs -o ro
or
-V udfs -o ro

If you want the UDFS file system to be mounted in read/write mode by default, add the following line to
the cdromd.conf file:

fstype udfs w

Examples
The following example of cdromd.conf file is for a cdromd daemon that:

« Manages cdrom cdO with inserted media mounted on /mnt with either -V cdrfs -0 ro or -V udfs -o ro
options.
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« Manages cdrom cdl with inserted media mounted on /install with either -V cdrfs -o ro or -V udfs -o ro

options.
device cdo /mnt
device cdl /install
fstype cdrfs o
fstype udfs ro

Related information
cdmount command
mount command
cdromd command

ClientHostName.info File

Purpose

Created by the Network Installation Management (NIM) software to deliver information to the boot
environment of NIM client machines.

Note: In AIX Version 4, this is an internal file to the Network Installation Management software and
should not be modified manually.

Description

The NIM software creates the ClientHostName.info file to deliver information to the boot environment of
NIM client machines. The file resides in the /tftpboot directory on the server of the NIM Shared Product
Object Tree (SPOT), with a format of ClientHostName.info where ClientHostName is the hostname of the
client machine.

After the client machine performs a network boot, it retrieves a copy of the ClientHostName.info file from
the boot server using tftp. The client machine then uses the contents of the ClientHostName.info file to
define environment variables for further processing in the boot process.

The ClientHostName.info file is used to support network boot for the following NIM operations:

- Installing the Base Operating System onto standalone machines
- Initializing diskless/dataless machines
- Diagnostics boot

Some of the variables defined in the ClientHostName.info file are common to all operations while others
are operation-specific.

The following variables may be defined in the ClientHostName.info file:

Note: These variables are managed by the nim command and should not be modified by other means.

Variable Description

NIM_NAME Identifies the client machine in the NIM environment.
NIM_HOSTNAME Identifies hostname of the client machine.
NIM_CONFIGURATION Describes the configuration of the client's resource requirements.

Possible values are standalone, diskless, and dataless.
NIM_MASTER_HOSTNAME Identifies the hostname of the NIM master in the network.

NIM_MASTER_PORT Specifies the port number on the NIM master that should be used for
NIM communications.

RC_CONFIG Specifies the file that defines the configuration procedures the client
machine should follow as it boots. Possible values are rc.bos_inst,
rc.dd_boot, and rc.diag.
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Variable
NIM_BOSINST_RECOVER

SPOT
ROOT

DUMP
NIM_CUSTOM
NIM_BOS_IMAGE
NIM_BOS_FORMAT
NIM_HOSTS

NIM_MOUNTS
ROUTES

Example

Description

Specifies the script that initializes the BOS installation environment for
NIM.

Specifies the location of the Shared Product Object Tree resource that
will be used during the boot process.

Specifies the location of the root filesystem that will be mounted by
diskless/dataless machines.

Specifies the location of the dump resource that will be mounted by
diskless/dataless machines.

Names the command to execute a NIM script during post-installation
processing.

Specifies the image from which the Base Operating System will be
installed.

Specifies the format of the image that will be used to install the Base
Operating System.

Specifies the IP addresses and hostnames of the NIM machines that
will participate in the operation.

Specifies the filesystems that will be mounted during the operation.

Specifies the routes from the client machine to other networks in the
NIM environment. The format of each value is a colon-separated list of
the network IP address, the network subnet mask, and the IP address
of the gateway to the network.

This example shows the contents of the file /tftpboot/devon.austin.ibm.com.info after a bos installation
has been enabled via the following command:

nim -o bos_inst -a source=rte devon

export NIM_NAME=devon

export NIM_HOSTNAME=devon.austin.ibm.com
export NIM_CONFIGURATION=standalone
export NIM_MASTER_HOSTNAME=redfish.austin.ibm.com

export NIM_MASTER_PORT=1058
export RC_CONFIG=rc.bos_inst

export

NIM_BOSINST_RECOVER="/../SPOT/usx/lpp/bos.sysmgt/nim/methods/

c_bosinst_env -a

hostname=devon.austin.ibm.com"

export SPOT=redfish.austin.ibm.com:/spot/myspot/usr

export

NIM_CUSTOM="/../SPOT/usr/lpp/bos.sysmgt/nim/methods/c_script -a
location=redfish.austin.ibm.com:/export/nim/scripts/devon.script"
export NIM_BOS_IMAGE=/SPOT/usr/sys/inst.images/bos

export NIM_BOS_FORMAT=xrte

export NIM_HOSTS=" 129.35.134.9:devon.austin.ibm.com
9.3.84.202:redfish.austin.ibm.com "

export NIM_MOUNTS="

redfish.austin.ibm.com:/lppsource/imagedir:/SPOT/usr/sys/inst.images:dir

export ROUTES=" 9.3.84.128:255.255.255.128:129.35.128.201 "

Files

Item

[tftpboot/ClientHostName.info
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Related information
nim command

clsnmp.conf File

Purpose

Contents are used by the clsnmp command to identify a host on which an SNMP agent is running.

Description
The contents of the clsnmp.conf file used by the clsnmp command are as follows. Each entry identifies:

« a host on which an SNMP agent is running,
« the administrative model used to communicate with the host at that agent,
- and the security parameters to be used in the communication.

An entry in the clsnmp.conf file has the following syntax:

winSnmpName targetAgent admin secName password context seclLevel authProto
authKey privProto privKey

where:

winSnmpName
An administrative name by which the winSNMP code used by clsnmp can locate an entry in this
configuration file. This value is to be specified on the -h keyword for the clsnmp command. The valid
value must be a character string of 1 to 32 characters. There is no default value.

targetAgent
Identification of the target SNMP agent. By default, the port at which the agent is to receive requests
is 161. To specify a port other than 161, use the syntax of:

host:port_number (host colon port_number)

The attribute must have one of the following values:

« A host name of 1 to 80 characters.

« An IPv4 address that must be inthe formofa.b.c.d , wherea, b, c, and d are in the range of 0
through 255.

« An IPv6 address. If the port number is specified, it must be of a value that ranges from 1 through
65535.

admin
Specifies the administrative model supported by the targetAgent. The following values are valid:

snmpvl
Indicates community based security with SNMPv1 message protocol data units.

snmpv2c
Indicates community based security with SNMPv2 message protocol data units.

snmpv3
Indicates user based security (USM) with SNMPv3 message protocol data units.

There is no default value.

secName
Specifies the security name of the principal using this configuration file entry. For user-based security,
this is the userName. The user must be defined at the targetAgent. This field is ignored unless
snmpv3 is specified for the admin keyword. The valid value must be a user name of 1 to 32
characters. There is no default value.
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password
Specifies the password to be used in generating the authentication and privacy keys for this user. If a
password is specified, the values of the authKey and privKey fields will be ignored.

Note: the use of password instead of keys in this configuration file is not recommended, as storing
passwords in this file is less secure than using keys.

This field is ignored unless snmpv3 is specified for the admin keyword. The valid value must be a
password of 8 to 64 characters. A '-' (dash) indicates the default. The default value is no password.

context
Specifies the SNMP contextName to be used at the target agent. Note, the contextName is needed
only at agents that support multiple contexts. Otherwise, the only context supported is the null
context, which is the default value of this keyword. The CS for 0S/390° SNMP agent does not support
multiple contexts. This field is ignored unless snmpv3 is specified for the admin keyword. The valid
value must be a contextName of 1 to 40 32 characters. A '-' (dash) indicates the default. The default
value is the null context ("").

secLevel
Specifies the security level to be used in communicating with the target SNMP agent when this entry is
used. This field is ingored unless snmpv3 is specified for the admin keyword.

Note: Privacy will be supported on CS for 0S/390 V2R7 only in a separately orderable FMID. It will not
be supported in the base FMID.

These values are valid: noAuthNoPriv or none which indicates no authentication or privacy
requested. AuthNoPriv or auth indicates authentication is requested, but privacy is not requested.
AuthPriv or priv indicates both authentication and privacy are requested (only supported in the
additional encryption product) . A '-' (dash) indicates the default. The default value is none
(noAuthNoPriv).

authProto
Specifies the SNMP authentication protocol to be used in communicating with the target SNMP agent
when this entry is used. This field is ignored unless snmpv3 is specified for the admin keyword. The
following values are valid:

HMAC-MD5
Indicates HMAC mode MD5.

HMAC-SHA
Indicates HMAC mode SHA.

A '-' (dash) indicates the default. The default value is no authentication.

authKey
Specifies the SNMP authentication key to be used in communicating with the target SNMP agent when
this entry is used. This key must be the non-localized key. This field is ignored if the password
keyword is used. This field is ignored unless snmpv3 is specified for the admin keyword and a non-
default value is specified for authProto. The following values are valid:

« A key of 16 bytes (32 hex digits) when authProto is HMAC-MD5
« A key of 20 bytes (40 hex digits) when authProto is HMAC-SHA

A'-' (dash) indicates the default. The default value is no key.

privProto
Specifies the SNMP privacy protocol to be used in communicating with the target SNMP agent when
this entry is used.

Note: Privacy will be supported on CS for 0S/390 V2R7 only in a separately orderable FMID. It will not
be supported in the base FMID.

If privacy is not supported, this keyword will be ignored. This field is ignored unless snmpv3 is
specified for the admin keyword. The following values are valid:

« DES - for CBC-DES (only supported in the additional encryption product)
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A'-' (dash) indicates the default. The default value is no privacy.

privKey
Specifies the SNMP privacy key to be used in communicating with the target SNMP agent when this
entry is used. This key must be the non-localized key. This field is ignored if the passwoxrd keyword is
used. If privacy is not supported, this keyword will be ignored. The privacy and authentication keys are
assumed to have been generated using the same authentication protocol (e.g., both with HMAC-MD5
or both with HMAC-SHA). This field is ignored unless snmpv3 is specified for the admin keyword and
a non-default value is specified for privProto. The following values are valid:

« A key of 16 bytes (32 hex digits) when authProto is HMAC-MD5
« A key of 20 bytes (40 hex digits) when authProto is HMAC-SHA

A'-' (dash) indicates the default. The default value is no key.
General Usage Rules

« All parameters for an entry must be contained on one line in the # configuration file.
« A"-"(dash) is used to indicate the default value for a keyword.

« Sequence numbers are not allowed on the statements.

« Comments may be included in the file beginning with a pound sign (#) in column 1.
« The secName and password parameters are case-sensitive.

As the clsnmp command supports both issuance of SNMP requests and receipt of SNMP traps, the entries
in the clsnmp.conf file must be defined for both uses. Multiple entries for the same USM user are allowed
within the file. This may be useful to define different security levels for the same user. If multiple entries
for the same USM user are defined, be aware that only the first one in the file can be used for receiving
notifications. If multiple entries for the same USM user are defined and the user will be used for receiving
notifications, the definition with the highest (most stringent) securityLevel should be defined first. Doing
so will allow the user to be used for any level of security equal to or lower (less stringent) than the
securityLevel defined.

Related information
snmpdv3 command
clsnmp command
pwtokey command
SNMP trap processing

Command (C.*) Files for BNU

Purpose

Contains file transfer directions for the uucico daemon.

Description

Command (C.*) files contain the directions that the Basic Networking Utilities (BNU) uucico daemon
follows when transferring files. The full path name of a command file is a form of the following:

/var/spool/uucp/SystemName/C.SystemNameNxxxx

The SystemName variable indicates the name of the remote system. The N character represents the grade
of the work. The xxxx notation is the four-digit hexadecimal transfer-sequence number; for example,
C.merlinC31109.

The grade of the work specifies when the file is to be transmitted during a particular connection. The
grade notation characteristics are:

« Asingle number (0-9) or letter (A-Z, a-z)
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- Lower sequence characters cause the file to be transmitted earlier in the connection than do higher
sequence characters. Sequence is established using ASCII order, beginning with 0 and ending with z.

« The number 0 is the highest grade (that is, the lowest character in the sequence), signifying the earliest
transmittal; z is the lowest grade, specifying the latest transmittal.

e The default grade is N.

A command file consists of a single line that includes the following kinds of information in the following
order:

1. An S (send) or R (receive) notation.
Note: A send command file is created by the uucp or uuto commands; a receive command file is
created by the uux command.

2. The full path name of the source file being transferred. A receive command file does not include this
entry.

3. The full path name of the destination file, or a path name preceded by ~user, where user is a login
name on the specified system. Here, the ~ (tilde) is shorthand for the name of the user's home
directory.

4. The sender's login name.
5. A list of the options, if any, included with the uucp, uuto, or uux command.

6. The name of the data file associated with the command file in the spooling directory. This field must
contain an entry. If one of the data-transfer commands (such as the uucp command with the default -c
flag) does not create a data file, the BNU program instead creates a placeholder with the name D.0O for
send files or the name dummy for receive files.

7. The source file permissions code, specified as a three-digit octal number (for example, 777).
8. The login name of the user on the remote system who is to be notified when the transfer is complete.

Examples
The following are two examples of using the command (C.*) files.
Two Send Command Files

1. The send command file /var/spool/uucp/venus/C.heraN1133, created with the uucp command,
contains the following fields:

S /home/amy/f1 /var/spool/uucppublic/f2 amy -dC D.herale73655 777 1lgh

where:

a. S denotes that the uucp command is sending the file.
b. The full path name of the source file is /home /amy/f1.

c. The full path name of the destination is /var/spool/uucppublic/f2, where /var/spool/
uucppublic is the name of the BNU public spooling directory on the remote computer and £2 is
the new name of the file.

Note: The destination name may be abbreviated as ~/f2. Here, the ~ (tilde) is a shorthand way of
designating the public directory.
d. The person sending the file is amy.

e. The sender entered the uucp command with the -C flag, specifying that the uucp command
program should transfer the file to the local spooling directory and create a data file for it. (The -d
flag, which specifies that the command should create any intermediate directories needed to copy
the source file to the destination, is a default.)

f. The name of the data (D.*) file is D. herale73655, which the uucp command assigns.
g. The octal permissions code is 777.
h. The 1gh login name of the user on system hera, who is to be notified of the file arrival.
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2. The /var/spool/uucp/hera/C.zeusN3130 send command file, produced by the uuto command,
is as follows:

S /home/amy/out ~/receive/msg/zeus amy -dcn D.Q 777 msg

The S denotes that the /home/amy/out source file was sent to the receive/msg subdirectory in the
public spooling directory on system zeus by user amy.

Note: The uuto command creates the receive/msg directory if it does not already exist.

The uuto command used the default flags -d (create directories), -c¢ (transfer directly, no spooling
directory or data file), and -n (notify recipient). The D. 0 notation is a placeholder, 777 is the
permissions code, and msg is the recipient.

Receive Command File

The format of a receive command file is somewhat different from that of a send command file. When files
required to run a specified command on a remote system are not present on that system, the uux
command creates a receive command file.

For example, the following command:

uux - "diff /home/amy/out hera!/home/amy/out2 > ~/DF"

produces the /var/spool/uucp/zeus/C.heraR1e94 receive command file.

Note: The command in this example invokes the uux command to run a diff command on the local
system, comparing file /home/amy/out with file /home/amy/out2, which is stored on the remote
system hera. The output of the comparison is placed in the DF file in the public directory on the local
system.

The actual receive command file looks like this:

R /home/amy/out2 D.herale954fd amy - dummy 0666 amy

The R denotes a receive file. The uucico daemon, called by the uux command, gets the /home /amy/
out? file from system hera and places it in a data file called D. herale9541fd for the transfer. Once the
files are transferred, the uuxqt daemon executes the command on the specified system.

User amy issued the uux command with the - (minus sign) flag, which makes the standard input to the
uux command the standard input to the actual command string. No data file was created in the local
spooling directory, so the BNU program uses dummy as a placeholder. The permissions code is 666 (the
BNU program prefixes the three-digit octal code with a 0), and user amy is to be notified when the
command has finished executing.

Files
Item Description
/etc/uucp/Permissions Describes access permissions for
remote systems.
/etc/uucp/Systems Describes accessible remote systems.
[etc/uucp/Sysfiles file Specifies possible alternative files
for Jetc/uucp/Systems.
/var/spool/uucp/SystemName/D.* Contains data to be transferred.
[var/spool/uucp/SystemName directory Contains BNU command, data, and
execute files.
[var/spool/uucppublic/* directory Contains transferred files.
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Related information
uucp command

uuto command

uux command

cron daemon

uuxgt daemon

compver File

Purpose

Describes the format of a compatible versions file.

Description

The compver file is an ASCII file used to specify previous versions of the associated package which are
upward compatible. It is created by a package developer.

Each line of the file specifies a previous version of the associated package with which the current version
is backward compatible.

Since some packages may require installation of a specific version of another software package,
compatibility information is extremely crucial. Consider, for example, a package called "A" which requires
version "1.0" of application "B" as a prerequisite for installation. If the customer installing "A" has a newer
version of "B" (1.3), the compver file for "B" must indicate that "1.3" is compatible with version "1.0" in
order for the customer to install package "A."

The comparison of the version string disregards white space and tabs. It is performed on a word-by-word
basis. Thus Version 1.3 and Version 1.3 would be considered the same.

Examples

An example of a compver file is shown below.

Version 1.3
Version 1.0

Related reference
depend File

config File

Purpose

Contains audit system configuration information.

Description

The [etc/security/audit/config file is an ASCII stanza file that contains audit system configuration
information. This file contains five stanzas: start, bin, stream, classes, and users.

start Stanza

The start stanza contains the attributes that are used by the audit start command to initialize the audit
system. The following format follows:

start:
fullpath = off | on
binmode = off | on | panic
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streammode = off | on

ignorenonexistentity = no | yes

The attributes are defined as follows:

Attribute

binmode

fullpath

ignorenonexistentity

streammode

Definition
Controls whether bin collection, as defined in the bin stanza, is used.

off
Bin collection is not used. This is the default value.

on
Bin collection is used. This value starts the auditbin daemon.

panic
Bin collection is used. This value starts the auditbin daemon. If an
audit record cannot be written to a bin, the kernel shuts down the
operating system. This mode should be specified for conditions
during which the system must be working properly.

Captures the full path name of a file for the FILE_Open, FILE_Read, and
FILE_Write auditing events.

off
Full path name is not recorded. This is the default value.

on
Full path name is recorded.

Controls whether nonexistent entities that are listed in the etc/
security/audit/config file are ignored during the audit operation.
The ignorenonexistentity attribute contains the following valid
values:

no
The audit operation is not started if nonexistent entities are found
during the audit staxrt command. This is the default value.

yes
The audit operation ignores nonexistent entries.

Controls whether stream data collection, as defined in the file specified in
the stream stanza (normally the /etc/security/audit/streamcmds file),
is configured at the start up of the audit system.

off
Stream data collection is not enabled. It is the default value.

on
Stream data collection is enabled.

Note: If neither collection mode is defined or if both modes are in the off state, only subsystem

configuration is done.

bin Stanza

The bin stanza contains the attributes used by the auditbin daemon to set up bin mode auditing. The

format follows:

bin:
trail = PathName
binl = PathName
bin2 = PathName

binsize = DecimalString

cmds = PathName

bytethreshold = DecimalString
eventthreshold = DecimalString

freespace = DecimalString
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backuppath
backupsize

DirectoryPath
DecimalString

virtual_log = PathName

bincompact =

off | on

Bin mode parameters are defined as follows:

Parameter

trail

binl

bin2

bincompact

binsize

cmds

bytethreshold

eventthreshold

freespace

backuppath

Definition
Specifies the path name of the audit trail file. When this is defined, the auditbin

daemon can substitute the path name of the audit trail file for the $trail string
in the backend commands that it calls.

Specifies the path name that the auditbin daemon uses for its primary bin file.
If the $bin string is the parameter value, the auditbin daemon substitutes the
name of the current bin file.

Specifies the path name that the auditbin daemon uses for its secondary bin
file. If the $bin string is the parameter value, the auditbin daemon substitutes
the name of the current bin file.

Specifies if compact audit log mode should be enabled for the bin mode
auditing. The two possible values are on and off. The default value is off.

Specifies a decimal integer string that defines the threshold size (in bytes) of
each audit bin. If the binsize parameter is set to 0, no bin switching will occur,
and all bin collection will go to bin1.

Specifies the path name of the file that contains the audit backend commands
called by the auditbin daemon. The file contains command lines, each
composed of one or more backend commands with input and output that can
be piped together or redirected. See the description of the /etc/security/audit/
bincmds file for more information.

Specifies the decimal integer string that defines the approximate number of
bytes written to an audit bin before a synchronous update is performed. If the
bytethreshold is set to O, this function is disabled. Both bytethreshold and
eventthreshold can be used simultaneously.

Specifies a decimal integer string that defines the maximum number of events
written to an audit bin before a synchronous update is performed. If the
eventthreshold is set to 0, this function is disabled. Both eventthreshold and
bytethreshold can be used simultaneously.

Specifies a decimal integer string that defines the recommended number of
512-byte free blocks in the file system where the audit trail file is located. If the
free space of file system is below this value, audit generates a warning message
through the syslog subsystem every time that the audit bin is switched. The
default value is 65536 blocks (64 megabytes). The maximum possible value is
4194303 (about 2GB of free disk space). If this value is set to 0, no warning
message is generated. If the valid backuppath is mentioned and free space of
file system is below this value, auditcat will take the backup of the trail file in
this path every time auditbin invokes the auditcat.

Specifies the absolute path name of the directory, where the backup of the
system audit-trail file must be copied when size of the system audit-trail file
reaches the value of the backupsize parameter. If you set this parameter, the
auditcat command in the bincmds file must contain the -d $backuppath
statement for the change of the absolute path name of the directory to take
effect. See the description of the auditcat command for more information.

Note: The directory that is specified in the backuppath parameter must not be
located in the same file system in which the system audit-trail file is located.
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Parameter Definition

backupsize Specifies a decimal integer string that defines the recommended number of
512-byte blocks in the system audit-trail file. If the trail file size is equal to or
greater than this value, backup of the trail is taken. The default value is empty
(backup is disabled). The maximum possible value is 4194303 (about 2 GB of
free disk space). If the value is set to less than equal to zero or set to any invalid
value, this parameter will be ignored. If you set this parameter, the auditcat
command in the bincmds file must contain the -d $backupsize statement
for the change in the size of the system audit-trail file to take effect. See the
description of the auditcat command for more information.

virtual_log Specifies the path name for a virtual_log device. The virtual log facility can be
used by the auditbin daemon to write audit records into an attached VIOS
system. To enable the virtual_log device on a client LPAR, first configure the
corresponding vlog device on attached VIOS system, and then specify a newly
created device on a client (for example, /dev/vlog0 device can be specified).
stream Stanza

The stream stanza contains the attributes that the audit start command uses to set up initial stream
mode auditing. The format follows:

cmds = PathName

The PathName parameter identifies the file that contains the stream commands that are executed at the
initialization of the audit system. These commands can use shell piping and redirection, but no
substitution of path names is performed on $trail or $bin strings.

classes Stanza

The classes stanza defines audit classes (sets of audit events) to the system.

Each audit class name must be less than 16 characters and be unique on the system. Each class definition
must be contained in a single line, with a new line acting as a delimiter between classes. The system
supports up to 32 audit classes, with ALL as the last class. The audit events in the class must be defined
in the /etc/security/audit/events file.

classes:
auditclass = auditevent, ...auditevent

users Stanza

The users stanza defines audit classes (sets of events) for each user. The classes are defined to the
operating system kernel.

The format is as follows:

users:
UserName = auditclass, ... auditclass

Each UserName attribute must be the login name of a system user or the string default, and each
auditclass parameter should be defined in the classes stanza.

To establish the audit activities for a user, use the chuser command with the auditclasses attribute.
role Stanza

The role stanza defines audit classes (sets of events) for each role. The classes are defined for the
operating system kernel.

The format of the role stanza is as follows:
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role:
RoleName = auditclass, ... auditclass

Each RoleName attribute must be the name of a system role or the string default, and each auditclass
parameter must be defined in the classes stanza.

To establish the audit activities for a role, use the chrole command with the auditclasses attribute.
WPARS Stanza

The WPARS stanza defines audit classes (sets of events) for each workload partition (WPAR). The classes
are defined to the operating system kernel.

The WPARS stanza has the following format:

WPARS:
wpar_name = auditclass, ... auditclass

Each wpar_name must be the WPAR name of a system. You must define each auditclass parameter in the
classes stanza.

Security

Access Control: This file should grant read (r) access to the root user and members of the audit group and
write (w) access only to the root user.

Event Information
AUD_CONFIG_WR file name
Examples

1. To define audit classes, add a line to the classes stanza of the /etc/security/audit/config file for each
set of events that you want to assign to a class:

classes:
general = USER_SU,PASSWORD_Change,FILE_Unlink,
FILE_Link,FILE_Remove
system = USER_Change, GROUP_Change, USER_Create,
GROUP_Czreate
init = USER_Login, USER_Logout

These specific audit events and audit classes are described in "Setting Up Auditing" in Operating
system and device management.

2. To establish the audit activities for each user, use the chuser command with the auditclasses attribute
for each user for whom you want to define audit classes (sets of audit events):

chuser "auditclasses=general,init,system" dave
chuser "auditclasses=general,init" mary

These chuser commands create the following lines in the users stanza of the /etc/security/audit/
config file:

users:
dave=general,init,system
mary=general,init

This configuration includes dave, the administrator of the system, and mary, an employee who updates
information.

3. To enable the auditing system, turn on bin data collection, and turn off initial stream data collection,
add the following to the start stanza of the /etc/security/audit/config file:
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start:
binmode = on
streammode = off

4. To enable the auditbin daemon to set up bin collection, add attributes to the bin stanza of the /etc/

security/audit/config file:

bin:
trail = /audit/trail
binl = /audit/binl
bin2 = /audit/bin2
binsize = 25000

cmds = /etc/security/audit/bincmds

The attribute values in the preceding stanza enable the audit system to collect bin files of data and

store the records in a long-term audit trail.

5. To enable the auditbin daemon to set up stream collection, add lines to the start and stream stanzas

of the /etc/security/audit/config file:

start:
streammode = on
stream:

cmds = /etc/security/audit/streamcmds

6. To enable the wparl WPAR to audit the general, tcpip, and 1vm classes, add the following lines to
the WPARS stanza of the /etc/security/audit/config file:

WPARS:

wparl = general,tcpip,lvm

7. To enable the virtual logs in the auditbin daemon for capturing audit records in a centralized place,
such as a Virtual I/O Server (VIOS) system, add the following attribute to the bin stanza of the /etc/

security/audit/config file:

bin:

virtual_log = /dev/vlog0®

Note: The /dev/vlog0 device path is an example. The real device name might be different on each
client logical partition (LPAR), based on how the virtual logs are configured from an attached VIOS

system.

Files

Item
[etc/security/audit/config
[etc/security/audit/objects

/etc/security/audit/events

/etc/security/audit/bincmds

/etc/security/audit/streamcmds

Related information
audit command
auditproc subroutine
Setting Up Auditing

Description

Specifies the path to the file.

Contains audit events for audited objects.
Contains the audit events of the system.
Contains auditbin backend commands.

Contains auditstream commands.
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consdef File

Purpose

Enables asynchronous tty devices to be console candidates at system boot when no console device is
defined or available.

Description

The /etc/consdef file enables tty devices such as terminals and modems to be chosen as the console
device. When the console device is undefined, the system displays a message on all natively attached
graphics displays and the tty on native serial port S1. The console device is undefined when:

« The system is first installed and started.
« The console definition has been deleted from the ODM database.
« The console device has been physically removed from the system.

If any of these conditions occur, the system displays the following message:

*%xxxx** Please define the System Console. skxxkkkx*
Type a Number and press <Enter> to use this terminal as the system console.

For high function terminals (HFTs)graphics displays, the Number variable refers to a function key. For
asynchronous ttys, this variable is a number.

The selected item becomes the system console. To choose a non-default tty device as the system
console, you must first configure the /etc/consdef file. This file contains stanzas that define various
console attributes. Each line, or entry, in a stanza must take the form of Attribute=Value, and the line must
not exceed 80 characters. The following attributes must be defined for each terminal device:

Attribute Definition
connection Identifies the type of tty interface. Valid values are rs232 and rs422.
location Specifies the location code of the terminal. Location codes of 00-00-S1-00 or

00-00-5S2-00 indicate that the tty device is attached to the S1 or S2 serial port,
respectively. Any other location code indicates the tty device is attached to an adapter
card other than the standard I/O planar. You can display valid location values with the
Isdev -C | grep tty command.

You can also specify other terminal attributes such as speed, bpc, stops, parity, and term. If you do not
define these attributes, the system uses the default values stored in the ODM database. The consdef file
contains a sample stanza for the S1 port. To enable this stanza, or parts of it, remove the comment
delimiters (#) from each applicable line.

Examples

To display the console selection message on the ttys attached to the S1 and S2 ports:

ALTTTY:
connection=rs232
location=00-00-S1-00
speed=9600
bpc=8
stops=1
parity=none
term=ibm3163

ALTTTY:
connection=rs232
location=00-00-S2-00
speed=9600
bpc=8
stops=1
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parity=none
term=ibm3163

Note: For compatibility with earlier versions, the ALTTTY : keyword is not required for the first entry.

Files

Item Description

[etc/consdef Specifies the path of the consdef file.
/dev/console Provides access to the system console.

Related reference
console Special File
Related information
chcons command
[sdev command
Device location codes

copyright File

Purpose

Describes the format of a copyright information file.

Description

The copyright file is an ASCII file used to provide a copyright notice for a package. The text may be in any
format. The full file contents (including comment lines) is displayed on the terminal at the time of package
installation.

ct_class_ids File

Purpose

Contains the mapping of resource class names to resource class IDs for the RMC subsystem.

Description

The ct_class_ids file contains the mapping of resource class names to resource class IDs for the RMC
subsystem. This file is a read-only file; the contents cannot be modified.

Implementation specifics
This file is part of the Reliable Scalable Cluster Technology (RSCT) fileset for AIX.

Location
[opt/rsct/cfg/ct_class_ids

Related information
mkcimreg Command
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ct_cssk.kf File

Purpose

Contains the cluster shared secret key.

Description

In a peer domain with the cluster shared secret key (CSSK) function enabled, the configuration resource
manager creates a file called ct_cssk.kf inthe /var/ct/domain_name/cfg directory and stores the
initial CSSK in it. A ct_cssk. kT file is then created on each node that is online in the peer domain.

The topology services subsystem uses the CSSK to provide message authentication, which ensures the
integrity of messages that are sent between nodes within the peer domain. Once the CSSK function is
enabled for a peer domain, all RMC, topology services, and group services message traffic is signed for
authentication using the CSSK.

Any changes to the CSSK are coordinated across all nodes that are online in the peer domain and any
offline nodes when they join the peer domain. The new key is distributed to all online nodes in the peer
domain using the current CSSK. On each online node, the configuration resource manager replaces the
key value in /var/ct/domain_name/cfg/ct_cssk.kf with the new value, and then refreshes the
topology services subsystem to pick up the new key. Once refreshed, the new key is in effect for message
authentication.

Security

The permissions of this file are 000. Effectively, only root has read and write access to this file.

Restrictions

The configuration resource manager manages this file automatically. It must not be modified by any other
user or program.

Implementation specifics
This file is part of the Reliable Scalable Cluster Technology (RSCT) fileset for AIX.

Location
[var/ct/domain_name/cfg/ct_cssk.kf

Related information
mkrpdomain Command
rmrpdomain Command
startrpnode Command

ct_has.pkf File

Purpose

Default location for the local node's cluster security services public key file.

Description

The /var/ct/cfg/ct_has.pkf file is the default location where the ctcasd daemon will expect to find
the local node's public key file. The public key is stored in a proprietary binary format.

The ctcasd. cfg file permits the system administrator to specify an alternate location for this file. The
ctskeygen -pcommand permits the administrator to create this file in an alternate location. If an
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alternate location is used, the file must meet all the criteria listed in the Security section of this man
page. The file must not be recorded to a read-only file system, because this will prohibit the system
administrator for modifying the contents of this file in the future.

If the ctcasd daemon cannot locate this file during its startup, it will check for the presence of the
ct_has. gkt file. If both files are missing, the daemon assumes that it is being started for the first time
after installation, and create an initial private and public key file for the node. The daemon also creates
the initial trusted host list file for this node. This file contains an entry for localhost and the host names
(or IP addresses) associated with all AF_INET-configured adapters that the daemon can detect. This may
cause inadvertent authentication failures if the public and private key files were accidentally or
intentionally removed from the local system before the daemon was restarted. ctcasd will create new
keys for the node, which will not match the keys stored on the other cluster nodes. If UNIX-identity-based
authentication suddenly fails after a system restart, this is a possible source of the failure.

If the public key file is missing but the private key file is detected, the daemon concludes that the local
node is misconfigured and terminates. A record is made to persistent storage to indicate the source of the
failure.

Security
This file is readable to all users on the local system. Write permission is not granted to any system user.

By default, this file is stored in a locally-mounted file system. The ctcasd. cfg file permits system
administrators to change the location of the file. Should system administrators use a different location, it
is the administrator's responsibility to assure that the file is always accessible to the local node, and that
all users from this local node can read the file. If the storage location does not meet these criteria, users
and applications will be unable to authenticate to trusted services using UNIX-identity-based
authentication.

If the system administrator chooses to place this file in a networked file system, the administrator must
assure that no two nodes are attempting to use the same physical file as their own public key file.
Because public keys differ between nodes, if two nodes attempt to use the same public key file, at least
one of them will always obtain the incorrect value for its public key. This will cause applications and users
from that node to fail authentication to trusted services within the cluster.

Restrictions

Cluster security services supports only its own private and public key formats and file formats. Secured
Remote Shell formats are currently unsupported. Settings for the HBA_USING_SSH_KEYS attribute are
ignored.

Examples

This example shows the default contents of the configuration file:

TRACE= ON
TRACEFILE= /var/ct/IW/log/ctsec/ctcasd/trace
TRACELEVELS= _SEC:Info=1,_ SEC:Errors=1
TRACESIZE= 1003520
RQUEUESIZE=
MAXTHREADS=
MINTHREADS=
THREADSTACK= 131072
HBA_USING_SSH_KEYS= false
HBA_PRVKEYFILE=
HBA_PUBKEYFILE=
HBA_THLFILE=
HBA_KEYGEN_METHOD= rsa512
SERVICES=hba CAS

After modification, the contents of the configuration file might look like this:

TRACE= ON
TRACEFILE= /var/ct/IW/log/ctsec/ctcasd/trace
TRACELEVELS= _SEC:Perf=1, SEC:Errors=8
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TRACESIZE= 1003520
RQUEUESIZE= 64
MAXTHREADS= 10
MINTHREADS= 4
THREADSTACK= 131072
HBA_USING_SSH_KEYS= false
HBA_PVTKEYFILE= /var/ct/cfg/qkey
HBA_PUBKEYFILE= /var/ct/cfg/pkey
HBA_THLFILE= /var/ct/cfg/thl
HBA_KEYGEN_METHOD= rsa512
SERVICES= hba CAS

Location

[var/ct/cfg/ct_has.pkf
Contains the ct_has. pkf file

Files

[opt/rsct/cfg/ctcasd.cfg
Default location of the ctcasd. cfg file

ct_has.qkf File

Purpose

Default location for the cluster security services private key file for the local node.

Description

The /var/ct/cfg/ct_has.gkf file is the default location where the ctcasd demon expects to find the
local node's private key file. The private key is stored in a proprietary binary format.

The ctcasd. cfg file permits the system administrator to specify an alternate location for this file. The
ctskeygen -qcommand permits the administrator to create this file in an alternate location. If an
alternate location is used, the file must meet all the criteria listed in the Security section of this man page.
The file must not be recorded to a read-only file system, because this will prohibit the system
administrator for modifying the contents of this file in the future

If the ctcasd demon cannot locate this file during its startup, it will check for the presence of the
ct_has. pkf file. If both files are missing, the demon will assume that it is being started for the first time
after installation, and create an initial private and public key file for the node. The demon also creates the
initial trusted host list file for this node. This file contains an entry for localhost and the host names (or
IP addresses) associated with all AF_INET-configured adapters that the demon can detect. This may
cause inadvertent authentication failures if the public and private key files were accidentally or
intentionally removed from the local system before the demon was restarted. ctcasd will create new keys
for the node, which will not match the keys stored on the other cluster nodes. If UNIX-identity-based
authentication suddenly fails after a system restart, this is a possible source of the failure.

If the private key file is missing but the public key file is detected, the deemon concludes that the local
node is not configured accurately and terminates. A record is made to persistent storage to indicate the
source of the failure.

Security
This file is readable and accessible only to the root user. Access to all other users is not provided.

By default, this file is stored in a locally mounted file system. The ctcasd. cfg file permits system
administrators to change the location of the file. Should system administrators use a different location, it
is the administrator's responsibility to assure that the file is always accessible to the local node, and that
only the root user from this local node can access the file. If the storage location does not meet these
criteria, the security of the node and the cluster should be considered compromised.
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Restrictions

Cluster security services supports only its own private and public key formats and file formats. Secured
Remote Shell formats are currently unsupported. Settings for the HBA_USING_SSH_KEYS attribute are
ignored.

Examples

This example shows the default contents of the configuration file:

TRACE= ON
TRACEFILE= /var/ct/IW/log/ctsec/ctcasd/trace
TRACELEVELS= _SEC:Info=1,_ SEC:Errors=1
TRACESIZE= 1003520
RQUEUESIZE=
MAXTHREADS=
MINTHREADS=
THREADSTACK= 131072
HBA_USING_SSH_KEYS= false
HBA_PRVKEYFILE=
HBA_PUBKEYFILE=
HBA_THLFILE=
HBA_KEYGEN_METHOD= rsa512
SERVICES=hba CAS

After modification, the contents of the configuration file might look like this:

TRACE= ON
TRACEFILE= /var/ct/IW/log/ctsec/ctcasd/trace
TRACELEVELS= _SEC:Perf=1, SEC:Errors=8
TRACESIZE= 1003520
RQUEUESIZE= 64
MAXTHREADS= 10
MINTHREADS= 4
THREADSTACK= 131072
HBA_USING_SSH_KEYS= false
HBA_PVTKEYFILE= /var/ct/cfg/qkey
HBA_PUBKEYFILE= /var/ct/cfg/pkey
HBA_THLFILE= /var/ct/cfg/thl
HBA_KEYGEN_METHOD= rsab12
SERVICES= hba CAS

Location
[opt/rsct/bin/ct_has.qkf

Location of the ct_has. gkt file.
Files
Jopt/rsct/cfg/ctcasd.cfg

Default location of the ctcasd. cfg file

ct_has.thl File

Purpose

Default location for the local node's cluster security services trusted host list file.

Description

The /var/ct/cfg/ct_has.thl fileis the default location where the ctcasd daemon expects to find
the local node's trusted host list file. The contents of this file are stored in a proprietary binary format.

The trusted host list maps each host identity within the peer domain or management domain to the host's
cluster security services public key. The ctcasd daemon uses this list to determine which nodes on the
network are trusted, and to locate the public keys for these nodes in order to decrypt UNIX-identity-
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based credentials transmitted from another host within the cluster. If a host is not listed in a node's
trusted host list, or if the public key recorded for that host is incorrect, the host will not be able to
authenticate to that node using UNIX-identity-based authentication.

The ctcasd. cfg file permits the system administrator to specify an alternate location for this file. If an
alternate location is used, the file must meet all the criteria listed in the Security section of this man page.
The file must not be recorded to a read-only file system, because this will prohibit the system
administrator for modifying the contents of this file in the future.

If the ctcasd daemon cannot locate this file during its startup, it will check for the presence of the
ct_has. pkf file. If both files are missing, the daemon will assume that it is being started for the first
time after installation, and create an initial private and public key file for the node. The daemon also
creates the initial trusted host list file for this node. This file contains an entry for Localhost, along with
the IP addresses and the host names associated with all AF_INET-configured adapters that the daemon
can detect. This may cause inadvertent authentication failures if the public and private key files were
accidentally or intentionally removed from the local system before the daemon was restarted. The ctcasd
daemon creates new keys for the node, which will not match the keys stored on the other cluster nodes. If
UNIX-identity-based authentication suddenly fails after a system restart, this is a possible source of the
failure.

Security
This file is readable by all users on the local system. Write access is not provided to any system user.

By default, this file is stored in a locally-mounted file system. The ctcasd. cfg file permits system
administrators to change the location of the file. If the system administrator uses a different location, it is
the administrator's responsibility to make sure the file is always accessible to the local node, and that all
users from this local node can access the file. If the storage location does not meet these criteria, users
and applications will be unable to authenticate to trusted services using UNIX-identity-based
authentication.

If the system administrator chooses to place this file in a networked file system, the administrator must
assure that no two nodes are attempting to use the same physical file as their own trusted host list file, or
that the file does not contain an entry for localhost. By default, the trusted host list contains an entry for
localhost, which maps the local system's public key to this value. If multiple hosts share the same
trusted host list file, attempts by users or applications to contact localhost for trusted services may fail
because the entry maps to an incorrect public key value.

Restrictions

« Cluster security services supports only its own private and public key formats and file formats.

« Cluster security services does not provide an automated utility for creating, managing, and maintaining
trusted host lists throughout the cluster. This is a procedure left to either the system administrator or
the cluster management software.

Examples

This example shows the default contents of the configuration file:

TRACE= ON
TRACEFILE= /var/ct/IW/log/ctsec/ctcasd/trace
TRACELEVELS= _SEC:Info=1,_ SEC:Errors=1
TRACESIZE= 1003520
RQUEUESIZE=
MAXTHREADS=
MINTHREADS=
THREADSTACK= 131072
HBA_USING_SSH_KEYS= false
HBA_PRVKEYFILE=
HBA_PUBKEYFILE=
HBA_THLFILE=
HBA_KEYGEN_METHOD= rsab12
SERVICES=hba CAS
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After modification, the contents of the configuration file might look like this:

TRACE= ON
TRACEFILE= /var/ct/IW/log/ctsec/ctcasd/trace
TRACELEVELS= _SEC:Perf=1, SEC:Errors=8
TRACESIZE= 1003520
RQUEUESIZE= 64
MAXTHREADS= 10
MINTHREADS= 4
THREADSTACK= 131072
HBA_USING_SSH_KEYS= false
HBA_PVTKEYFILE= /var/ct/cfg/qkey
HBA_PUBKEYFILE= /var/ct/cfg/pkey
HBA_THLFILE= /var/ct/cfg/thl
HBA_KEYGEN_METHOD= rsa512
SERVICES= hba CAS

Location

Jopt/rsct/bin/ct_has.thl
Location of the ct_has.thl file.

Files

Jopt/rsct/cfg/ctcasd.cfg
Default location of the ctcasd. cfg file

ctfile.cfg File

Purpose

Controls tracing and logging for various RSCT components.

Description

To initiate tracing and logging control, system administrators can create the RSCT file configuration (RFC)
file, /etc/ctfile.cfg. A system administrator can copy a sample configuration file, /opt/xrsct/cfg/
ctfile.cfg, tothe /etc directory, and then modify it. The control information in the configuration file
takes effect the next time a specified component, a daemon, for example, is started.

RSCT components that support tracing and logging control, which are listed in the sample configuration
file, obtain the following information from /etc/ctfile.cfg:

- An absolute path to a directory tree under which the component trace files and log files are to be
written. This path can refer to a remote file system.

A flag that indicates whether tracing is to be disabled for each component.

A flag that indicates whether tracing is to be disabled for all RSCT components.

When tracing is enabled, the size of a trace file for each component and each trace file. Some
components write to several trace files.

« The amount of information to be traced.
« Aflag that indicates whether logging is to be disabled for each component.
- Aflag that indicates whether logging is to be disabled for all RSCT components.

Lines that consist of only the characters NL or white space are ignored. If the first non-white-space
character of a line is the number sign character (#), the line is a comment, so it is ignored. All other lines
must contain one or more tokens. If there is more than one token on a line, the tokens must be separated
by white space. A token line can contain leading or trailing white space. White space is any mix of the
blank and tab characters.

The trace and log root directory token

The trace and log root directory token is a name/value pair. The format is:
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CT_TRACE_LOG_ROOT_DIR=path_name

The path name must be absolute. If this token is not specified, the trace and log root directory is assumed
to be /var/ct. In either case, all trace and log file path names are constructed with the trace and log root
directory as the path name prefix.

The trace disable token

The trace disable token is a name/value pair followed by an optional component name. The format is:

CT_TRACE_DISABLE={true|false} [component_name]

This token can be specified more than once, each on a separate line. If this token is not specified then
tracing is enabled for all components that reference this file and are not otherwise specified in another
trace disable token line. If this token is specified with a value of true, and no component name is
specified, tracing is disabled for all components that reference this file and are not otherwise specified in
another trace disable token line. If this token is specified with a value of false, and no component name is
specified, then tracing is enabled for all components that reference this file and are not otherwise
specified in another trace disable token line. If a component name is specified then tracing for that
component is enabled or disabled to match the value false or true, respectively. For a component, the
token line that specifies that component has precedence over any token line that does not specify a
component. If more than one token line specifies the same component, the last such token line has
precedence. Component names are the resource manager names in the case of resource managers (as
derived from the resource manager .mdef file), mc in the case of the RMC daemon and ctcasd in the
case of the cluster authentication services daemon. Specifically, the component name must be the name
used in constructing the full path name of a trace file. Here is an example:

CT_TRACE_DISABLE=true
CT_TRACE_DISABLE=false mc
CT_TRACE_DISABLE=false IBM.MgmtDomainRM

Tracing is enabled for the management domain resource manager and the RMC daemon. For all other
components trace is disabled.

The trace file size token

The trace file size token is a name/value pair followed by a component name and trace file name. It has
the following form:

CT_TRACE_FILE_SIZE=nnn[K] component_name file_name

where nnn is the size of the specified trace file in bytes. If the optional K suffix is specified, the size is
specified in units of 1024 bytes. The RSCT trace facility rounds up file sizes to a page boundary. If a trace
file size token is not specified, components use the file sizes that are programmed into the component.

The trace level token

The trace level token is a name/value pair followed by a component name. The format is:

CT_TRACE_LEVELS=string component_name

The level string is in standard trace facility format, for example, Comp_ID:category=level. If a trace level
token is not specified, components use the trace levels programmed into the component. Trace levels
determine the amount of information recorded in a trace file.

The logging disable token

The logging disable token is a name/value pair followed by an optional component name. The format is:

CT_LOGGING_DISABLE={true|false} [component_name]

This token can be specified more than once, each on a separate line. If this token is not specified, logging
is enabled for all components that refer to this file and are not otherwise specified in another logging
disable token line. If this token is specified with a value of true and no component name is specified,
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logging is disabled for all components that refer to this file and are not otherwise specified in another
logging disable token line. If this token is specified with a value of false and no component name is
specified, logging is enabled for all components that refer to this file and are not otherwise specified in
another logging disable token line. If a component name is specified, logging for that component is
enabled or disabled to match the value false or true, respectively. For a component, the token line that
specifies that component has precedence over any token line that does not specify a component. If more
than one token line specifies the same component, the last such token line has precedence. Component
names are the resource manager names in the case of resource managers (as derived from the resource
manager's .mdef file), mc in the case of the RMC daemon and ctcasd in the case of the cluster
authentication services daemon. Specifically, the component name must be the name that is used in
constructing the full path name of a logging file.

Files

[etc/ctfile.cfg
Location of the RSCT file configuration (RFC) file that is created by the system administrator

[opt/rsct/cfg/ctfile.cfg
Location of the sample ctfile.cfg file

Implementation specifics
This file is part of the Reliable Scalable Cluster Technology (RSCT) fileset for AIX.

Location
[etc/ctfile.cfg

Related information
ctsnap Command

ctgroups File

Purpose

Contains the group name of the cluster administration group.

Description

The ctgroups file stores the group name of the cluster administration group. In addition, ctgroups
caches the corresponding group ID.

Implementation specifics

This file is part of the Reliable Scalable Cluster Technology (RSCT) cluster security services. It is shipped
as part of the rsct.core. sec fileset for AIX.

Location

/var/ct/cfg/ctgroups

Contains the ctgroups file
Related information
ctadmingroup Command
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ctcas_hba2.map File

Purpose

Defines the operating system identity that the RSCT enhanced host-based authentication (HBA2) security
mechanism uses for service provider applications on a node.

Description

Applications that use the cluster security services library must obtain an identity from the security
mechanisms supported by the library. These identities are specific to the individual security mechanisms
supported by cluster security services. Because cluster security services support multiple security
mechanisms and multiple applications, the cluster security services library must be informed of which
identity to use for an application when interacting with a specific security mechanism on its behalf.

The ctcas_hba2.map file defines the identities that the core cluster applications use when they interact
with RSCT HBAZ2. The cluster security services library expects to find this file in /var/ct/cfg/
ctcas_hba2.map (preferred) or /opt/xrsct/cfg/ctcas_hba2.map (default).

This file is ASCII-text formatted, and can be modified with a standard text editor. However, this file must
not be modified unless the administrator is instructed to do so by the cluster software service provider. If
this configuration file is to be modified, the default /opt/xrsct/cfg/ctcas_hba2.map file must not be
modified directly. Instead, the file must be copied to /var/ct/cfg/ctcas_hba2.map, and
modifications must be made to this copy. The default configuration file must never be modified.

All entries within this file use the following format:

SERVICE:service_name:user_name_running_the_service

Attribute Definition
SERVICE Required keyword
service_name Specifies the name commonly used to refer to the

application. For example, it can be the name used
by the system resource controller to refer to this
application.

user_name_running_the_service Specifies the operating system user identity used
to run the application process. It is the owner
identity that would be seen for the application
process in the ps command output.

Files
[var/ct/cfg/ctcas_hba2.map

Restrictions

This file must not be modified unless the administrator is instructed to do so by the cluster software
service provider. Incorrect modification of this file results in authentication failures for the applications
listed in this file and possibly their client applications. If this configuration file is to be modified, the
default /opt/rsct/cfg/ctcas_hba2.map file must not be modified directly. Instead, the file must be
copiedto /var/ct/cfg/ctcas_hba2.map, and modifications must be made to this copy. The default
configuration file must never be modified.

Implementation specifics

This file is part of the Reliable Scalable Cluster Technology (RSCT) cluster security services. It is shipped
as part of the rsct.core. sec fileset for AIX.
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Location
Jopt/rsct/cfg/ctcas_hba2.map

Examples

This example shows the default contents of the configuration file:

SERVICE:ctrmc:root
SERVICE:xmc:root
SERVICE:ctloadl:loadl
SERVICE:ctdpcl:root
SERVICE:ctpmd:root

Related information
ps Command
ctcasd Command

ctcasd.cfg File

Purpose

Provides operational parameters to the cluster security services daemon ctcasd.

Description

The ctcasd. cfg configuration file defines the operational parameters to the cluster security services
daemon ctcasd. The ctcasd daemon reads this file when it (the daemon) initializes. The ctcasd
daemon expects to find this configuration file in either the /var/ct/cfg directory (preferred) orin

the /opt/rsct/cfg directory (default). System administrators can modify the contents of the file stored
inthe /var/ct/cfg directory, but should not modify the default version of the file in /opt/xsct/cfg
unless instructed to do so by the cluster software service provider.

This file is ASCII-formatted, and can be modified using any available text editor. One attribute can be
defined per line within this file. Attributes are specified as follows:

attribute=value

The following attributes are defined:

Attribute
Definition

TRACE
Indicates whether daemon tracing is activated. Acceptable values are ON and OFF. If the TRACE
attribute is not listed in the ctcasd. cfg file, tracing is not activated. For coexistence with earlier
versions of RSCT, TRACE= false is interpreted as TRACE= OFF.

TRACEFILE
Specifies the fully-qualified path name where daemon tracing information is to be recorded.

TRACELEVELS
Indicates the tracing granularity employed by the daemon when tracing is activated. The possible
trace categories are:

_SEC:Errors
Captures error information in the trace log. Possible values are: 1, 2, 4, and 8.

_SEC:API
Tracks the entry and exit of subroutines within the daemon. Possible values are: 1 and 8.

_SEC:Perf
Captures performance-related information. Possible values are: 1, 4, and 8.
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_SEC:Info
Traces the general execution progress of the daemon. Possible values are: 1, 2, 3, 4, and 7.

When setting the values of these trace categories, keep in mind that the lower the number is, the less
intrusive (and less detailed) the trace will be. Multiple traces can be enabled at once. For example, if
an administrator wants to enable a trace that captures basic performance data and highly-detailed
error data, the specification for TRACELEVELS would be:

TRACELEVELS=_SEC:Pexrf=1, SEC:Errors=8

TRACESIZE
Specifies the size of the trace file in bytes. The default value is 1 megabyte.

RQUEUESIZE
Indicates the maximum length permitted for the daemon's internal run queue. If this value is not set,
a default value of 64 is used.

MAXTHREADS
The limit to the number of working threads that the daemon may create and use at any given time (the
"high water mark"). If this value is not set, a default value of 10 is used.

MINTHREADS
The number of idle threads that the daemon will retain if the daemon is awaiting further work (the
"low water mark"). If this value is not, set, a default value of 4 is used.

THREADSTACK
Sets the internal memory used by the daemon for thread stack space. The value is expressed in bytes.
If no value is specified, the default system thread stack size is used. This value should not be modified
by the administrator unless instructed to do so by IBM® Service.

HBA_USING_SSH_KEYS
Indicates whether the daemon is making use of Secured Remote Shell keys. Acceptable values are
true and false. If this value is not defined, a default value of false is used. See Restrictions.

HBA_PRVKEYFILE
Provides the full path name of the file that contains the local node's private key. If this value is not set,
the default location of /var/ct/cfg/ct_has.qgkfis used.

HBA_PUBKEYFILE
Provides the full path name of the file that contains the local node's public key. If this value is not set,
the default location of /var/ct/cfg/ct_has.pkfis used.

HBA_THLFILE
Provides the full path name of the file that contains the local node's trusted host list. If this value is
not set, the default location of /var/ct/cfg/ct_has.thlis used.

HBA_KEYGEN_METHOD
Indicates the method to be used by ctcasd to generate the private and public keys of the local node
if the files containing these keys do not exist. Acceptable values are those that can be provided as
arguments to the ctskeygen -mcommand. If no value is provided for this attribute, the default
value of rsa1024 is used.

SERVICES
Lists the internal cluster security services library services that the daemon supports. This entry should
not be modified by system administrators unless they are explicitly instructed to do so by the cluster
security software service provider.

Restrictions

Cluster security services supports only its own private and public key formats and file formats. Secured
Remote Shell formats are currently unsupported. Settings for the HBA_USING_SSH_KEYS attribute are
ignored.
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Examples

This example shows the default contents of the configuration file:

TRACE= ON
TRACEFILE= /var/ct/IW/log/ctsec/ctcasd/trace
TRACELEVELS= _SEC:Info=1,_ SEC:Errors=1
TRACESIZE= 1003520
RQUEUESIZE=
MAXTHREADS=
MINTHREADS=
THREADSTACK= 131072
HBA_USING_SSH_KEYS= false
HBA_PRVKEYFILE=
HBA_PUBKEYFILE=
HBA_THLFILE=
HBA_KEYGEN_METHOD= rsab12
SERVICES=hba CAS

After modification, the 