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About this document

This topic collection provides system administrators with complete information on file, system, and
network security. This topic collection contains information about how to perform such tasks as hardening
a system, changing permissions, setting up authentication methods, and configuring the Common Criteria
Security Evaluation features. This topic collection is also available on the documentation CD that is
shipped with the operating system.

Highlighting

The following highlighting conventions are used in this document:

Bold Identifies commands, subroutines, keywords, files, structures, directories, and other
items whose names are predefined by the system. Also identifies graphical objects
such as buttons, labels, and icons that the user selects.

Italics Identifies parameters whose actual names or values are to be supplied by the user.

Identifies examples of specific data values, examples of text similar to what you
might see displayed, examples of portions of program code similar to what you might
write as a programmer, messages from the system, or information you should
actually type.

Monospace

Case-sensitivity in AIX

Everything in the AIX® operating system is case-sensitive, which means that it distinguishes between
uppercase and lowercase letters. For example, you can use the 1s command to list files. If you type LS,
the system responds that the command is not found. Likewise, FILEA, FilLea, and filea are three
distinct file names, even if they reside in the same directory. To avoid causing undesirable actions to be
performed, always ensure that you use the correct case.

ISO 9000

ISO 9000 registered quality systems were used in the development and manufacturing of this product.

© Copyright IBM Corp. 2015, 2020 v
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Security

The AIX operating system allows you to perform tasks such as hardening a system, changing permissions,
setting up authentication methods, and configuring the Common Criteria Security Evaluation features.
Related information

Computer Emergency Response Team, at Carnegie Mellon University (CERT)
Forum of Incident Response and Security Teams (FIRST)
Center for Education and Research in Information Assurance and Security (CERIAS)

What's new in Security

Read about new or significantly changed information for the Security topic collection.

How to see what's new or changed

In this PDF file, you might see revision bars (|) in the left margin that identify new and changed
information.

November 2020

« Added information about logical volume encryption in “Encrypted logical volumes” on page 203.

« Added information about planning IKEv2 protocol configuration in the “Configuring multiple IKEv2
tunnels by using the same digital certificate” on page 233 topic.

« Added information about IKEv2 logging configuration options in “The /etc/isakmpd.conf file” on page
261 topic.

November 2019

« You can find out how to refresh IKE daemons in the “Maintaining the IP security configuration” on page
236 topic.

« Added information about what happens when you refresh IKE daemons in the “Logging facilities” on
page 257 topic.

- Added information about the Adding or removing PKCS#11 slots and tokens topic.

November 2018

Added a new topic for the Secure boot feature.

Securing the base operating system

Securing the base operating system provides information about how to protect the system regardless of
network connectivity.

This section describes how to install your system with security options turned on, and how to secure AIX
against nonprivileged users gaining access to the system.

© Copyright IBM Corp. 2015, 2020 1
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Secure system installation and configuration

Several factors are involved in the secure installation and configuration of AIX.

Trusted Computing Base

The system administrator must determine how much trust can be given to a particular program. This
determination includes considering the value of the information resources on the system in deciding how
much trust is required for a program to be installed with privilege.

The Trusted Computing Base (TCB) is the part of the system that is responsible for enforcing system-wide
information security policies. By installing and using the TCB, you can define user access to the trusted
communication path, which permits secure communication between users and the TCB. TCB features can
only be enabled when the operating system is installed. To install TCB on an already installed machine,
you will have to perform a Preservation installation. Enabling TCB permits you to access the trusted shell,
trusted processes, and the Secure Attention Key (SAK).

Checking the TCB
The security of the operating system is jeopardized when the Trusted Computing Base (TCB) files are not
correctly protected or when configuration files have unsafe values.

The tchck command audits the security state of the Trusted Computing Base. The tchck command
audits this information by reading the /etc/security/sysck.cfg file. This file includes a description
of all TCB files, configuration files, and trusted commands.

The /etc/security/sysck.cfg fileis not offline and, could therefore be altered by a hacker. Make
sure you create an offline read-only copy after each TCB update. Also, copy this file from the archival
media to disk before doing any checks.

Structure of the sysck.cfg file
The tchck command reads the /etc/security/sysck.cfg file to determine which files to check.
Each trusted program on the system is described by a stanza in the /etc/security/sysck.cfg file.

Each stanza has the following attributes:

Attribute Description

acl Text string representing the access control list for the file. It must be of the
same format as the output of the aclget command. If this does not match
the actual file ACL (access control list), the sysck command applies this
value using the aclput command.

Note: The SUID, SGID, and SVTX attributes must match those specified for
the mode, if present.

class Name of a group of files. This attribute permits several files with the same
class name to be checked by specifying a single argument to the tchck
command. More than one class can be specified, with each class being
separated by a comma.

group Group ID or name of the file group. If this does not match the file group, the
tchck command sets the group ID of the file to this value.

links Comma-separated list of path names linked to this file. If any path name in
this list is not linked to the file, the tcbck command creates the link. If used
without the tree parameter, the tcbhckcommand prints a message that there
are extra links but does not determine their names. If used with the tree
parameter, the tchck command also prints any additional path names linked
to this file.
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Attribute Description

mode Comma-separated list of values. The permissible values are SUID, SGID,
SVTX, and TCB. The file permissions must be the last value and can be
specified either as an octal value or as a 9-character string. For example,
either 755 or rwxr-xr-x are valid file permissions. If this does not match the
actual file mode, the tchck command applies the correct value.

owner User ID or name of the file owner. If this does not match the file owner, the
tcbck command sets the owner ID of the file to this value.

program Comma-separated list of values. The first value is the path name of a
checking program. Additional values are passed as arguments to the program
when the program is run.

Note: The first argument is always one of -y, -n, -p, or -t, depending on which
flag the tchck command was used with.

source Name of a file this source file is to be copied from prior to checking. If the
value is blank, and this is either a regular file, directory, or a named pipe, a
new empty version of this file is created if it does not already exist. For device
files, a new special file is created for the same type device.

symlinks Comma-separated list of path names symbolically linked to this file. If any
path name in this list is not a symbolic link to the file, the tcbck command
creates the symbolic link. If used with the tree argument, the tcbck
command also prints any additional path names that are symbolic links to
this file.

If astanzain the /etc/security/sysck. cfg file does not specify an attribute, the corresponding
check is not performed.

Using the tcbck command

The tchck command is used to ensure the proper installation of security-relevant file; to ensure the file
system tree contains no files that clearly violate system security; and to update, add, or delete trusted
files.

The tchck command is normally used for the following tasks:

« Ensure the proper installation of security-relevant files
 Ensure that the file system tree contains no files that clearly violate system security
« Update, add, or delete trusted files

The tcbck command can be used in the following ways:
- Normal use

— Noninteractive at system initialization
— With the cxon command

« Interactive use

— Check out individual files and classes of files
« Paranoid use

— Store the sysck. cfg file offline and restore it periodically to check out the machine

Although not cryptographically secure, the TCB uses the sum command for checksums. The TCB database
can be set up manually with a different checksum command, for example, the md5sum command that is
shipped in the textutils RPM Package Manager package with AIX Toolbox for Linux Applications CD.
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Checking trusted files
Use the tcbck command to check and fix all the files in the tcbck database, and fix and produce a log of
all errors.

To check all the files in the tcbck database, and fix and report all errors, type:
tcbck -y ALL

This causes the tchck command to check the installation of each file in the tchck database described by
the /etc/security/sysck.cfg file.

To perform this automatically during system initialization, and produce a log of what was in error, add the
previous command string to the /etc/xc command.

Checking the file system tree
Whenever you suspect the integrity of the system might have been compromised, run the tcbhck
command to check the file system tree.

To check the file system tree, type:

tcbck -t tree

When the tchck command is used with the tree value, all files on the system are checked for correct
installation (this could take a long time). If the tchck command discovers any files that are potential
threats to system security, you can alter the suspected file to remove the offending attributes. In addition,
the following checks are performed on all other files in the file system:

« If the file owner is root and the file has the SetUID bit set, the SetUID bit is cleared.

- If the file group is an administrative group, the file is executable, and the file has the SetGID bit set, the
SetGID bit is cleared.

« If the file has the tchb attribute set, this attribute is cleared.
- If the file is a device (character or block special file), it is removed.

« If the file is an additional link to a path name described in /etc/security/sysck.cig file, the link is
removed.

« If the file is an additional symbolic link to a path name described in /etc/security/sysck.cfg file,
the symbolic link is removed.

Note: All device entries must have been added to the /etc/security/sysck.cfg file prior
to execution of the tchck command or the system is rendered unusable. To add trusted devices
tothe /etc/security/sysck. cfg file, use the -l flag.

Attention: Do not run the tchck -y tree command option. This option deletes and disables devices
that are not properly listed in the TCB, and might disable your system.

Adding a trusted program
Use the tchck command to add a specific program to the /etc/security/sysck.cfg file.

To add a specific program to the /etc/security/sysck.cfg file, type:

tcbck -a PathName [Attribute=Value]

Only attributes whose values are not deduced from the current state of the file need be specified on the
command line. All attribute names are contained in the /etc/security/sysck.cfg file.

For example, the following command registers a new SetUID root program named /usxr/bin/
setgroups, which has a link named /usx/bin/getgroups:

tcbck -a /usr/bin/setgroups links=/usr/bin/getgroups
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To add jfh and js1 as administrative users and to add developexrs as an administrative group to be
verified during a security audit of the /usx/bin/abc file, type:

tcbck -a /usr/bin/abc setuids=jfh,jsl setgids=developers

After installing a program, you might not know which new files are registered in the /etc/security/
sysck.cfg file. These files can be found and added with the following command:

tcbck -t tree

This command string displays the name of any file that is to be registered in the /etc/security/
sysck.cfg file.

Deleting a trusted program
If you remove a file from the system that is described in the /etc/security/sysck. cfg file, you must
also remove the description of this file from the /etc/security/sysck.cfg file.

For example, if you have deleted the /etc/cvid program, the following command string produces an
error message:

tcbeck -t ALL

The resulting error message is as follows:

3001-020 The file /etc/cvid was not found.

The description for this program remains in the /etc/security/sysck.cfg file. To remove the
description of this program, type the following command:

tcbck -d /etc/cvid

Configuring additional trusted options
You can configure additional options for the Trusted Computing Base (TCB).

Restricting access to a terminal
You can configure the operating system to restrict terminal access.

The getty and shell commands change the owner and mode of a terminal to prevent untrusted
programs from accessing the terminal. The operating system provides a way to configure exclusive
terminal access.

Using the Secure Attention Key
A trusted communication path is established by pressing the Secure Attention Key (SAK) reserved key
sequence (Ctrl-X, and then Ctrl-R).

Note: Use caution when using SAK because it stops all processes that attempt to access the terminal and
any links to it (for example, /dev/console can be linked to /dev/tty0).

A trusted communication path is established under the following conditions:
- When logging in to the system
After you press the SAK:

— If a new login screen displays, you have a secure path.

— If the trusted shell prompt displays, the initial login screen was an unauthorized program that might
have been trying to steal your password. Determine who is currently using this terminal by using the
who command and then log off.

« When you want the command you enter to result in a trusted program running. Some examples of this
include:
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— Running as root user. Run as root user only after establishing a trusted communication path. This
ensures that no untrusted programs are run with root-user authority.

— Running the su, passwd, and newgxrp commands. Run these commands only after establishing a
trusted communication path.

Configuring the Secure Attention Key
Configure the Secure Attention Key to create a trusted communication path.

Each terminal can be independently configured so that pressing the Secure Attention Key (SAK) at that
terminal creates a trusted communication path. This is specified by the sak_enabled attribute in /etc/
security/login.cfg file. If the value of this attribute is True, the SAK is enabled.

If a port is to be used for communications, (for example, by the uucp command), the specific port used
has the following line in its stanza of the /etc/security/login.cfg file:

sak_enabled = false

This line (or no entry in that stanza) disables the SAK for that terminal.

To enable the SAK on a terminal, add the following line to the stanza for that terminal:

sak_enabled = true

Secure bhoot
The AIX Secure boot feature is used to verify the authenticity of the boot process.

You can use the secure boot technology to verify the integrity of PowerVM firmware, including hostboot,
Power hypervisor (PHYP), and partition firmware (PFW) through digital signature in POWER9 systems, or
later, and PowerVM systems. The firmware that is run on the POWER9 processor can be trusted when you
use the firmware secure boot feature.

The AIX Secure boot feature extends the chain of trust to the AIX logical partition (LPAR) by digitally
verifying the following AIX and PFW codes:

« OS boot loader

« Kernel

e Runtime environment

« Device drivers, including boot device drivers
- Kernel extensions

« Applications

- Libraries

The AIX boot image is enhanced to include the digital signatures of the boot loader and the kernel. The
boot loader enhancement allows the digital signatures to be validated by the PFW. In addition, PFW
validates the digital signature of the boot code included in adapter microcode. If an adapter's boot code
does not include a valid digital signature, the adapter cannot be used as a boot device for the trusted
LPAR. The boot loader validates the digital signature of the kernel. The AIX Secure boot feature uses
Trusted Execution technology that relies on the Trusted Signature Database (TSD). The TSD stores the
digital signatures of device drivers, application binaries, and other AIX codes. The AIX Secure boot feature
checks the integrity of the boot and initialization codes to the end of the inittab file.

The AIX Secure boot feature includes the following enhancements:

1. The AIX Secure boot feature starts validating code integrity before the Trusted Execution feature.
When The AIX Secure boot feature is enabled, the TSD is loaded earlier in the boot process. The TSD is
loaded before the kernel loads the first application.

2. The AIX Secure boot feature verifies the digital signatures of the codes that must be executed. At run
time, the Trusted Execution feature verifies the cryptographic hashes of the boot and initialization
codes.
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The AIX Secure boot feature is configured by using the management console. The Hardware Management
Console (HMC) currently supports The AIX Secure boot feature. The AIX operating system supports the
following basic secure boot settings:

0. Secure boot disabled

1. Enabled (or log only)

2. Enforce (abort the boot operation if signature verification fails)

3. Enforce policy 2 and avoid loading programs or libraries that are not found in TSD. Also, disable write
access to /dev/*mem devices.

4. Enforce policy 3 and disable the kernel debugger (KDB)

If the integrity of any file fails validation during the boot operation in Audit mode, the LPAR continues to
boot. However, the system administrator logs the errors in /var/adm/ras/securebootlog for
inspection after the LPAR boots. When the digital signature verification of files fails during the boot in
Enforce mode, the boot process is aborted and displays the LPAR status in the HMC with the following
LED code:

0x328

You can disable additional debugging capabilities at a higher level of The AIX Secure boot feature policy.

It is recommended to first enable the Audit policy. After the system is set up and starts properly, you can
switch to an advanced policy. In the current release, only IBM signed objects are supported.

To list the secure boot policy from the LPAR, run the following command:

lsattr -E -1 sysO@ -a secure_boot

The AIX Secure boot feature and Trusted Execution features are meant to complement each other. The
AIX Secure boot feature handles the boot process while the Trusted Execution handles the runtime. You
can maximize the operating system security, by using both the AIX Secure boot and Trusted Execution
features.

Troubleshooting a secure boot failure

An LPAR is stopped when it is booted with a secure boot policy option of 2, 3 or 4, and signature
verification failed during boot. To troubleshoot the failure in this scenario, you can restart the system with
the secure boot policy 1 option and view the secure boot logs in the /var/adm/ras/securebootlog
directory.

If an LPAR is booted with a secure boot policy option of 3 or 4, any binary signatures that are not available
during the boot time are not loaded. Binaries in this scenario, such as RSCT daemons, must be started
manually after the boot occurs.

Trusted Execution

Trusted Execution (TE) refers to a collection of features that are used to verify the integrity of the system
and implement advance security policies, which together can be used to enhance the trust level of the
complete system.

The usual way for a malicious user to harm the system is to get access to the system and then install
Trojans, rootkits or tamper some security critical files, resulting in the system becoming vulnerable and
exploitable. The central idea behind the set of features under Trusted Execution is prevention of such
activities or in worst case be able to identify if any such incident happens to the system. Using the
functionality provided by Trusted Execution, the system administrator can decide upon the actual set of
executables that are allowed to execute or the set of kernel extensions that are allowed to be loaded. It
can also be used to audit the security state of the system and identify files that have changed, thereby
increasing the trusted level of the system and making it more difficult for the malicious user to do harm to
the system. The set of features under TE can be grouped into the following:

- Managing Trusted Signature Database
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« Auditing integrity of the Trusted Signature Database
« Configuring Security Policies
« Trusted Execution Path and Trusted Library Path

Note: A TCB functionality already exists in the AIX operating system. TE is a more powerful and enhanced
mechanism that overlaps some of the TCB functionality and provides advance security policies to better
control the integrity of the system. While the Trusted Computing Base is still available, Trusted Execution
introduces a new and more advanced concept of verifying and guarding the system integrity.

Trusted Signature Database Management

Similar to that of Trusted Computing Base (TCB) there exists a database which is used to store critical
security parameters of trusted files present on the system. This database, called Trusted Signature
Database (TSD), resides in the /etc/security/tsd/tsd.dat.

A trusted file is a file that is critical from the security perspective of the system, and if compromised, can
jeopardize the security of the entire system. Typically the files that match this description are the
following:

« Kernel (operating system)

« All setuid root programs

- All setgid root programs

- Any program that is exclusively run by the root user or by a member of the system group

« Any program that must be run by the administrator while on the trusted communication path (for
example, the 1s command)

« The configuration files that control system operation

- Any program that is run with the privilege or access rights to alter the kernel or the system configuration
files

Every trusted file should ideally have an associated stanza or a file definition stored in the Trusted
Signature Database (TSD). A file can be marked as trusted by adding its definition in the TSD using the
trustchk command. The txustchk command can be used to add, delete, or list entries from the TSD.

Trusted Signature Database
The Trusted Signature Database is a database that is used to store critical security parameters of trusted
files present on the system. This database resides in the /etc/security/tsd/tsd.dat directory.

Every trusted file must ideally have an associated stanza or a file definition stored in the Trusted Signature
Database (TSD). Every trusted file is associated with a unique cryptographic hash and a digital signature.
The cryptographic hash of the default set of trusted files is generated by using the SHA-256 algorithm and
the digital signature that is generated by using RSA by the AIX build environment and packaged as part of
AlIX installation filesets. These hash values and the signatures are shipped as part of respective AIX
installation images and stored in the Trusted Software Database (/etc/security/tsd/tsd.dat)on
the destination machine, in the sample stanza format that follows:

/usr/bin/ps:
owner = bin
group = system
mode = 555
type = FILE
hardlinks = /Jusr/sbin/ps
symlinks =
size = 1024
cert_tag = bbe21b795c550ab243
signature =

f7167eb9ba3b63478793c635fc591c7e9663365b2c238411d24c238a
hash_value c550ab2436792256b4846a8d0dc448fc45

minslabel = SLSL

maxslabel = SLSL

intlabel = SHTL

accessauths = aix.mls.pdir, aix.mls.config
innateprivs = PV_LEF

proxyprivs = PV_DAC

authprivs =
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aix.security.cmds:PV_DAC,aix.ras.audit:PV_AU_ADMIN
secflags FSF_EPS
t_accessauths
t_innateprivs
t_proxyprivs
t_authprivs
t_secflags

owner
Owner of the file. This value is computed by the txrustchk command when the file is being added to
TSD.

group
Group of the file. This value is computed by the txrustchk command.

mode
Comma-separated list of values. The permissible values are SUID (SUID set bit), SGID (SGID set bit),
SVTX (SVTX set bit), and TCB (Trusted Computing Base). The file permissions must be the last value
and can be specified as an octal value. For example, for a file that is set with uid and has permission
bits as rwxr-xr-x, the value for mode is SUID, 755. The value is computed by the txustchk
command.

type
Type of the file. This value is computed by the txrustchk command. The possible values are FILE,
DIRECTORY, MPX_DEV, CHAR_DEV, BLK_DEV, and FIFO.

hardlinks
List of hardlinks to the file. This value cannot be computed by the txustchk command. It must be
supplied by the user when adding a file to the database.

symlinks
List of symbolic links to the file. This value cannot be computed by the txustchk command. It must
be supplied by the user when adding a file to the database.

size
Defines size of the file. The VOLATILE value means that the file gets changed frequently.

cert_tag
This field maps the digital signature of the file with the associated certificate that can be used to verify
the signature of the file. This field stores the certificate ID and is computed by the trustchk
command at the time of addition of the file to the TSD. The certificates are stored in /etc/
security/certificates directory.

signature
Digital signature of the file. The VOLATILE value means that the file gets changed frequently. This field
is computed by the txrustchk command.

hash_value
Cryptographic hash of the file. The VOLATILE value means that the file gets changed frequently. This
field is computed by the txrustchk command.

minslabel
Defines the minimum sensitivity label for the object.

maxslabel
Defines the maximum sensitivity label for the object (valid on Trusted AIX system). This attribute is
not applicable to regular files and fifo.

intlabel
Defines the integrity label for the object (valid on Trusted AIX system).

accessauths
Defines the access authorization on the object (valid on Trusted AIX system).

innateprivs
Defines the innate privileges for the file.

proxyprivs
Defines the proxy privileges for the file.
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authprivs
Defines the privileges that are assigned to the user after given authorizations.

secflags
Defines the file security flags associated with the object.

t_accessauth
Defines the additional Trusted AIX with Multi-Level Security (MLS) specific access authorizations
(valid on Trusted AIX system).

t_innateprivs
Defines the additional Trusted AIX with MLS-specific innate privileges for the file (valid on Trusted AIX
system).

t_proxyprivs
Defines the additional Trusted AIX with MLS-specific proxy privileges for the file (valid on Trusted AIX
system).

t_authprivs
Defines the additional Trusted AIX with MLS-specific privileges that are assigned to the user after
given authorizations (valid on Trusted AIX system).

t_secflags
Defines the additional Trusted AIX with MLS-specific file security flags associated with the object
(valid on Trusted AIX system).

When you add a new entry to TSD, if a trusted file has some symbolic or hard links pointing to it, then
these links can be added to the TSD by using symlinks and hardlinks attributes at the command line,
along with the txrustchk command. If the file being added is expected to change frequently, then use
VOLATILE keyword at the command line. Then the txrustchk command would not calculate the
hash_value and signature fields when it generates the file definition for addition into the TSD. During
integrity verification of this file, the hash_value and signature fields are ignored.

During addition of regular file definitions to the TSD, it is necessary to provide a private key (ASN.1/DER
format). Use the -s flag and digital certificate with the corresponding public key by using the -v flag. The
private key is used to generate the signature of the file and then discarded. It is up to the user to store this
key securely. The certificate is stored into a certificate store in the/etc/security/certificatesfile
for the signatures to be verified whenever you request integrity verification. Since signature calculation is
not possible for non-regular files like directory and device files, it is not mandatory to supply the private
key and certificate while adding such files to TSD.

You can also supply the pre-computed file definition through a file by using the -f option to be added to
the TSD. In this case the txrustchk command does not compute any of the values and stores the
definitions into TSD without any verification. The user is responsible for sanity of the file definitions in this
case.

Supporting library verification

To support the library verification, the tsd.dat file is added in the /etc/security/tsd/1ib/directory.
The name of the database is /etc/security/tsd/1ib/1ib.tsd.dat. This database is specifically for
libraries that include the stanzas for the . o files of a corresponding trusted library. The stanza for every. o
file of a library is in the format as specified in the following example.

For library 1ibc.a if the strcmp. o file is one of the. o file type, then the stanza for strcmp. o file
in /etc/security/tsd/1ib/1ib.tsd.dat is similar to the following example:

Jusr/lib/libc.a/stxcmp.o:
Type = 0BJ
Size = 2345
Hash value
Signature =
Cert_tag =

This database has the entries corresponding to type, size hash, cert tag, and signature of the . o file. The
hash of the library is updated in the /etc/security/tsd/tsd.dat file for the corresponding stanza.
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These attribute values are dynamically generated during the build, and the values are moved into
the /etc/security/tsd/1lib/1lib.tsd.dat database during installation.

Inthe /etc/security/tsd/tsd.dat file, the stanzas for the libraries are modified to reflect the type
attribute as LIB and the size and signature attributes are empty. Currently the values for the dynamica
attributes size, hash, signature are maintained as a VOLATILE value. Therefore, the library verification is
skipped during system boot. Beginning with the release of AIX 6.1.0, the size, hash, and signature of the
trusted library stanzas are computed with the . o files of a library. During installation, the tsd.dat
database is populated to reflect the computed values and the corresponding . o file stanza for a trusted
library is stored in the /etc/security/tsd/1ib/1ib.tsd.dat database.

Remote TE data base access
Centralized Trusted Signature Database (TSD) policies and Trusted Execution (TE) policies can be
implemented in your system environment by storing them in LDAP.

The database that controls the TSD policies and TE policies are stored independently of each system. AIX
The centralized TSD policies and TE policies are stored in LDAP so that they can be centrally managed.
Using centralized TSD policies and TE policies allow you to verify that the policies in LDAP are the master
copy, and that the policies can update the clients whenever the client is reinstalled, updated, or security is
breached. Centralized TE policies allow one location to enforce the TE policies without needing to update
each client separately. Centralized TSD policies are much easier to manage than TDS polices that are not
centralized.

AIX Utilities can be used to export local TSD policies and TE policies data to LDAP, configure clients to use
TSD policies and TE policies data in LDAP, control the lookup of TSD policies and TE policies data, and
manage the LDAP data from a client system. The following sections provide more information about these
features.

Exporting TSD policies and TE policies data to LDAP
To use LDAP as a centralized repository for TSD policies and TE policies, the LDAP server must be
populated with the policy data.

The LDAP server must have the TSD policies and the TE policies schema for LDAP installed, before LDAP
clients can use the server for policy data. The TSD policies and the TE policies schema for LDAP is
available on an AIX system in the /etc/security/ldap/sec.ldif file. The schema for the LDAP server must
be updated with this file by using the 1dapmodify command.

To identify a version the TE databases on the LDAP server and make LDAP clients aware of the particular
version, you must set the databasename attribute in the /etc/nscontrol.conf file. The databasename
attribute takes any name as the value, and it is used by the tetoldif command while generating the ldif
format.

Use the tetoldif command to read the data in the local TSD policies and TE policies files, and output
the policies in a format that can be used for LDAP. The output generated by the tetoldif command can
be saved to a file in ldif format, and then used to populate the LDAP server with the data with the
ldapadd command. The following databases on the local system are used by the tetoldif command to
generate the TSD policies and TE policies data for LDAP:

« /etc/security/tsd/tsd.dat
« /etc/security/tsd/tepolicies.dat

LDAP client configuration for TSD policies and TE policies
A system must be configured as an LDAP client to use TSD policies and TE policies data stored in LDAP.

Use the AIX fusx/shin/mksecldap command to configure a system as an LDAP client. The mksecldap
command dynamically searches the specified LDAP server to determine the location of the TSD policies
and TE policies data, and saves the results to the /etc/security/ldap/ldap.cfg file.

After successfully configuring the system as an LDAP client with the mksecldap command, the system
must be further configured to enable LDAP as a lookup domain for TSD policies and TE policies data by
configuring the secorder of the /etc/nscontrol.conf file.
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Once the system has been configured as a LDAP client and as a lookup domain for TSD policies and TE
policies data, the /usr/sbin/secldapclntd client daemon retrieves the TSD policies and TE policies data
from the LDAP server whenever any txrustchk commands are performed on the LDAP client.

Enabling LDAP with the trustchk command
All of the TSD policies and TE policies database management commands are enabled to use the LDAP
TSD policies and TE policies database.

Use the txrustchk command with the =R flag, to perform the initial setup of LDAP database. The initial
setup involves the addition of TSD policies, TE policies, base DNs, and the creation of the local
database /etc/security/tsd/ldap/tsd.dat file and /etc/security/tsd/ldap/tepolicies.dat file.

If the trustchk command is run with the =R flag using the LDAP option, the operations are based on the
LDAP server data. If the txrustchk command is run with the =R flag using the files option, the operations
are based on the local database data. The default for the =R flag is to use the files option.

Related information
mksecldap command
trustchk command

Auditing the integrity of Trusted Signature Database
The txrustchk command can be used to audit the integrity state of the file definitions in the Trusted
Signature Database (TSD) against the actual files.

If the txrustchk command identifies an anomaly, then it can be made to automatically correct it or
prompt the user before attempting correction. If anomalies like size, signature, cert_tag or hash_value
mismatch, the correction is not possible. In such cases, the txrustchk command would make the file
inaccessible, thereby rendering it useless and containing any damage.

Following corrective actions shall be taken for different mismatching attributes:

owner
Owner of the file shall be reset to the value in TSD.

group

Group of the file shall be reset to the value in TSD.
mode

Mode bits of the file be reset to the value in TSD.

hardlinks
If the link points to some other file, it is modified to point to this file. If the link does not exist, a new
link is created to point to this file.

symlinks
Same as hardlinks.

type
File is made inaccessible.

size
File is made inaccessible, except in case of VOLATILE file.

cert_tag
File is made inaccessible.

signature
File is made inaccessible, except in case of VOLATILE file.

hash_value
File is made inaccessible, except in case of VOLATILE file.

minslabel
On a Trusted AIX system, the minimum sensitivity label is reset to the value in the TSD.

maxslabel
On a Trusted AIX system, the maximum sensitivity label is reset to the value in the TSD.
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intlabel
On a Trusted AIX system, the integrity label is reset to the value in the TSD.

accessauths
The access authorizations are reset to the value in TSD. On Trusted AIX, the t_accessauths values are
considered part of the accessauths attribute.

innateprivs
The innate privileges are reset to the value in TSD. On Trusted AIX, the t_innateprivs values are
considered part of the innateprivs attribute.

inheritprivs
The inheritable privileges are reset to the value in TSD. On Trusted AIX, the t_inheritprivs values are
considered part of the inherit attribute.

authprivs
The authorized privileges are reset to the value in TSD. On Trusted AIX, the t_authprivs values are
considered part of the authprivs attribute.

aecflags
The security flags are reset to the value in TSD. On Trusted AIX, the t_secglags values are considered
as part of the secflags attribute.

You can also validate file definitions against an alternate database using the =F option. The system
administrator should avoid storing the TSD on the same system and backup the database to some
alternate location. This file integrity can be made to match against this backed up version of TSD using the
-F option.

Security policies configuration

The Trusted Execution (TE) feature provides you with a run-time file integrity verification mechanism.
Using this mechanism, the system can be configured to check the integrity of the trusted files before
every request to access those file, effectively allowing only the trusted files that pass the integrity check
to be accessed on the system.

When a file is marked as trusted (by adding its definition to Trusted Signature Database), the TE feature
can be made to monitor its integrity on every access. TE can continuously monitor the system and is
capable of detecting tampering of any trusted file (by a malicious user or application) present on the
system at run-time (for example, at load time). If the file is found to be tampered, TE can take corrective
actions based on pre-configured policies, such as disallow execution, access to the file, or logging error. If
a file being opened or executed, and has an entry in the Trusted Signature Database (TSD), the TE
performs as follows:

« Before loading the binary, the component responsible for loading the file (system loader) invokes the
Trusted Execution subsystem, and calculates the hash value using the SHA-256 algorithm
(configurable).

« This run-time calculated hash value is matched with the one stored in the TSD.
« If the values match, the file opening or execution is permitted.

« If the values do not match, either the binary is tampered, or somehow compromised. It is up to the user
to decide the action to be taken. The TE mechanism provides options for users to configure their own
policies for the actions to be taken if the hash values do not match.

« Based on these configured policies, a relevant action is taken.
The following policies can be configured:
CHKEXEC
Check hash value of only the trusted executables before loading them in memory for execution.

CHKSHLIBS
Check the hash value of only the trusted shared libraries before loading them in memory for
execution.

CHKSCRIPTS
Check the hash value of only the trusted shell scripts before loading them in memory.
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CHKKERNEXT
Check the hash value of only the kernel extension before loading it in memory.

STOP_UNTRUSTD
Stop loading of files that are not trusted. Only files belonging to TSD are loaded. This policy only works
in combination with any of the CHK* policies mentioned above. For example, if CHKEXEC=ON and
STOP_UNTRUSTD=0N, then any executable binary that does not belong to TSD is blocked from
execution.

STOP_ON_CHKFAIL
Stop loading of trusted files that fail hash value check. This policy also works in combination with
CHK* policies. For example, if CHKSHLIBS=0ON and STOP_ON_CHKFAIL=O0N, then any shared library
not belonging to the TSD is blocked from being loaded into memory for use.

TSD_LOCK
Lock TSD so it is not available for editing.

TSD_FILES_LOCK
Lock trusted files. This does not allow opening of trusted files in write mode.

TE
Enable/Disable Trusted Execution functionality. Only when this is enabled, the above mentioned
policies are in effect.

The following table gives the interaction between different CHK* policies and STOP* policies when

enabled:
Policy STOP_UNTRUSTD STOP_ON_CHKFAIL
CHKEXEC Stop loading of executables that | Stop loading of executables whose hash
do not belong to TSD. values do not match the TSD values.
CHKSHLIBS Stop loading of shared libraries Stop loading of shared libraries whose
that do not belong to TSD. hash values do not match the TSD
values.
CHKSCRIPTS Stop loading of shell scripts that | Stop loading of shell scripts whose hash
do not belong to TSD. values do not match the TSD values.
CHKKERNEXT Stop loading of kernel extensions | Stop loading of kernel extensions whose
that do not belong to TSD. hash values do not match the TSD
values.

Note: A policy can be enabled or disabled at any time until the TE is turned on to bring the policies into
effect. Once a policy is in effect, disabling that policy becomes effective only on next boot cycle. All the
information messages are logged into syslog.

Related information
TE_verify_reg kernel service
TE_verify_unreg Kernel Service

Trusted Execution Path and Trusted Library Path

Trusted Execution Path (TEP) defines a list of directories that contain the trusted executables. Once TEP
verification is enabled, the system loader allows only binaries in the specified paths to execute. Trusted
Library Path (TLP) has the same functionality, except that it is used to define the directories that contain
trusted libraries of the system.

Once TLP is enabled, the system loader allows only the libraries from this path to be linked to the binaries.
The txustchk command can be used to enable or disable the TEP or TLP, as well as set the colon
separated path list for both, using TEP and TLP command line attributes of the txrustchk command.
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Trusted Shell and Secure Attention Key

Trusted Shell and Secure Attention Key (SAK) perform similarly to the Trusted Computing Base (TCB),
except that if Trusted Execution is enabled on the system instead of TCB, the Trusted Shell executes files
belonging only to the Trusted Signature Database.

For more information about TCB and SAK, see Trusted Computing Base, Using the Secure Attention Key,
and Configuring the Secure Attention Key.

Trusted Execution (TE) policies Database
The Trusted Execution (TE) policies are stored in the /etc/security/tsd/tepolicies.dat file. The path for
the TE policies are listed with the TLP directories and TEP directories.

Security Profile Evaluation Assurance Level 4+ and Labeled AIX Security and
Evaluation Assurance Level 4+

System administrators can install a system with the Base AIX Security (BAS) and Evaluation Assurance
Level 4+ (EAL4+) option or Labeled AIX Security (LAS) and Evaluation Assurance Level 4+ (EAL4+) during
a base operating system (BOS) installation. A system with these options has restrictions on the software
that is installed during BOS installation, plus network access is restricted.

Note: Evaluations are currently ongoing for AIX Version 7.1. Please refer to the AIX Version 7.1 release
notes for the latest information.

Security profile overview

Security profile is a product that specifies security requirements for general-purpose operating systems in
networked environments. This profile establishes the requirements necessary to achieve the security
objectives of the Target of evaluation (TOE) security function and its environment.

Security profile contains a base package and several extended packages. Products that are related to
Security profile base package support are Identification and Authentication, Discretionary Access Control
(DAC), Auditing, Cryptographic Services, Management of Security Mechanisms, and Trusted Channel
communications. Security profile includes additional, optional packages for Labeled Security, Integrity
Verification, Advanced Audit, General Purpose Cryptography, Advanced Management, Extended
Identification and Authentication, Trusted Boot, and Virtualization.

Assumptions
« Environment to use for the TOE:

All assumptions in the section refer to Base AIX Security (BAS mode) and Labeled AIX Security (LAS
mode) unless otherwise stated. All assumptions related to Virtual input output server (VIOS) are
explicitly marked as VIOS only. VIOS does not share assumptions with either the AIX operating system
or Trusted AIX.

« Physical:

The IT environment provides the TOE with appropriate physical security that is commensurate with the
value of the IT assets protected by the TOE.

Note: VIOS only: The operational environment provides the TOE with appropriate physical security that
is commensurate with the value of the IT assets protected by the TOE.

« Administration:

— The TOE security function is managed by one or more competent individuals. The system
administrative personnel are not careless, willfully negligent, or hostile, and they abide by the
instructions provided by the guidance documentation.

— Authorized users can access some information managed by the TOE and are expected to act in a
cooperating manner.

— Users are sufficiently trained and trusted to accomplish some task or group of tasks within a secure
IT environment. They must exercise complete control over their user data.
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— VIOS only: The TOE security function is managed by one or more competent individuals. The system
administrative personnel are not careless, willfully negligent, or hostile, and they abide by the
instructions provided by the guidance documentation.

— VIOS only: Authorized users possess the necessary authorization to access at least some of the
information managed by the TOE and are expected to act in a cooperating manner.

— VIOS only: Users are sufficiently trained and trusted to accomplish some task or group of tasks within
a secure operational environment. They must exercise complete control over their user data.

« Procedural:

— Any modification or corruption of security-enforcing or security-relevant files of the TOE that the user,
or the underlying platform caused either intentionally or accidentally must be detected by an
administrative user.

— All remote trusted IT systems that are trusted by the Target Security Function (TSF) to provide TSF
data or services to the TOE, or to support the TSF in the enforcement of security policy decisions, are
assumed to be under the same management control and operate under security policy constraints
that are compatible with the security policy of the TOE.

— All remote trusted IT systems that are trusted by the TSF to provide TSF data or services to the TOE,
or to support the TSF in the enforcement of security policy decisions, are assumed to correctly
implement the functions that are used by the TSF consistent with the assumptions defined for this
function.

— The integrity of the following information is ensured:
- ALl TSF code, including the integrity verification function that is loaded and run before starting the
integrity verification mechanism

- ALl TSF data, including TSF data to perform integrity verification that is used by the TSF code loaded
and run before starting the integrity verification mechanism

— VIOS only: Any modification or corruption of security-enforcing or security-relevant files of the TOE
that the user, or the underlying platform caused either intentionally or accidentally must be detected
by an administrative user.

« Connectivity: All connections to and from remote trusted IT systems and between physically-separate
parts of the TSF not protected by the TSF itself are physically or logically protected within the TOE
environment to ensure the integrity and confidentiality of the data transmitted and to ensure the
authenticity of the communication end points.

Obtaining the software
The obtain the software, complete the following steps:

1. Download the product.

2. Click on Help from the Entitled software support menu on the left pane. The Common Criteria
evaluated configuration requires the product and any updates to be obtained on physical media or
using download director.

For information on installing the product, see Installing a BAS /EAL4+ system.

Installing a BAS /EAL4+ system
RBAC is automatically enabled when this option is selected.

To set the BAS/EAL4+ option during a BOS installation, do the following:

1. In the Installation and Settings screen, select More Options.

2. Under More Options, select Yes for the BAS/EAL4+ option, and if you are using WPAR, select No for the
TCB option. If you are using a customized bosinst . data file for a nonprompted installation, the TCB
option can be set to Yes.
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Disable remote root login for a BAS installation. To disable remote root login, run the following command
after installation:

/usr/bin/chuser rlogin=false subgroups=SUADMIN root

Add administrative users to the SUADMIN group so they can su to root.
The Enable BAS and EAL4+ Technology option is available only under the following conditions:

« The installation method is set to new and complete overwrite installation.
« The English language is selected.

- The 64-bit kernel is enabled.

« The enhanced journaled file system (JFS2) is enabled.

When the Enable BAS and EAL4+ Technology option is set to Yes, the Trusted Computing Base option is
also set to Yes, and the only valid Desktop choices are NONE or CDE.

If you are performing a non-prompted installation using a customized bosinst.data file, the
INSTALL_TYPE field must be set to CC_EVAL and the following fields must be set as follows:

control_flow:
CONSOLE = ???
PROMPT = yes
INSTALL_TYPE = CC_EVAL
INSTALL_METHOD = overwrite
TCB = yes
DESKTOP = NONE or CDE
ENABLE_64BIT_KERNEL = yes
CREATE_JFS2_FS = yes
ALL_DEVICES_KERNELS = no
HTTP_SERVER_BUNDLE = no
KERBEROS_5_BUNDLE = no
SERVER_BUNDLE = no
ALT_DISK_INSTALL_BUNDLE = no

locale:

CULTURAL_CONVENTION = en_US or C
MESSAGES = en_US or C

For more information about RBAC, see Role Based Access Control (RBAC).

Network Installation Management environment for BAS/EAL4+
Installation of BAS/EAL4+ technology clients can be performed using the Network Installation
Management (NIM) environment.

The NIM master is configured to provide the resources needed to install the appropriate BAS/EAL4+ level
of AIX 7.1. NIM clients may then be installed using the resources located on the NIM master. You can
perform a non-prompted NIM installation of the client by setting the following fields in the
bosinst_data resource:

control_flow:
CONSOLE = 2?2?27
PROMPT = no
INSTALL_TYPE =
INSTALL_METHOD
TCB = yes
DESKTOP = NONE or CDE
ENABLE_64BIT_KERNEL = yes
CREATE_JFS2_FS = yes
ALL_DEVICES_KERNELS = no
HTTP_SERVER_BUNDLE = no
KERBEROS_5_BUNDLE = no
SERVER_BUNDLE = no
ALT_DISK_INSTALL_BUNDLE = no

CC_EVAL
= overwrite

locale:
CULTURAL_CONVENTION = en_US or C
MESSAGES = en_US or C
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The NIM master cannot be configured as a BAS/EAL4+ system and cannot be connected to the same
network with other BAS/EAL4+ systems. When initiating the installation from the NIM master, the Remain
NIM client after install SMIT menu option must be set to No. After a NIM client is installed as a BAS/
EAL4+ system, the NIM client must be removed from the NIM master's network, and additional software
installations and updates cannot be performed using the NIM master.

An example situation is to have two network environments; the first network consists of the NIM master
and the non-BAS/EAL4+ systems; the second network consists only of BAS/EAL4+ systems. Perform the
NIM installation on the NIM client. After the installation has completed, disconnect the newly installed
BAS/EAL4+ system from the NIM master's network and connect the system to the evaluated network.

A second example consists of one network. The NIM master is not connected to the network when other
systems are operating in the evaluated configuration, and BAS/EAL4+ systems are not connected to the
network during NIM installation.

BAS/EAL4+ software bundle
When the BAS/EAL4+ option is selected, the contents of the /usr/sys/inst.data/sys_bundles/
CC_EVAL.BO0S.autoi installation bundle are installed.

You can optionally select to install the graphics software bundle and the documentation services software
bundle with the BAS/EAL4+ option selected. If you select the Graphics Software option with the BAS/
EAL4+ option, the contents of the /usr/sys/inst.data/sys_bundles/CC_EVAL.Graphics.bnd
software bundle are installed. If you select the Documentation Services Software option with the BAS/
EAL4+ option, the contents of the /usr/sys/inst.data/sys_bundles/
CC_EVAL.DocServices.bnd software bundle are installed.

After the Licensed Program Products (LPPs) is installed, the system changes the default configuration to
comply with the BAS/EAL4+ requirements. The following changes are made to the default configuration:

« Remove /dev/echo from the /etc/pse.conf file.
- Instantiate streams devices.

« Allow only root to access removable media.

« Remove non-CC entries from the inetd. conf file.
« Change various file permissions.

 Register symbolic links in the sysck.cfg file.

« Register devices in the sysck. cfg file.

« Set default user and port attributes.

« Configure the doc_search application for browser use.
- Remove httpdlite from the inittab file.

« Remove writesrv from the inittab file.

« Remove mkatmpvc from the inittab file.

« Remove atmsvcd from the inittab file.

« Disable snmpdinthe /etc/xc.tcpip file.

« Disable hostmibd in the /etc/rc.tcpip file.

« Disable snmpmibd in the /etc/xc.tcpip file.

« Disable aixmibd in the /etc/rc.tcpip file.

« Disable muxatmd in the /etc/rc.tcpip file.

« NFS port (2049) is a privileged port.

« Add missing events to the /etc/security/audit/events file.
 Ensure that the loopback interface is running.

« Create synonyms for /dev/console.

« Enforce default X-server connection permissions.
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Change the /var/docseaxrch directory so that all files are world-readable.

Add Object Data Manager (ODM) stanzas to set the console permissions.
« Set permissions on BSD-style ptys to 000.
« Disable .netzxc files.

Add patch directory processing.

Graphical user interface
The BAS/EAL4+ compliant system includes the X Windows System as a graphical user interface.

X Windows provides a mechanism for displaying graphical clients, such as clocks, calculators, and other
graphical applications, as well as multiple terminal sessions using the aixtexrm command. The X
Windows System is started with the xinit command from the initial command line after a user has
logged in at the host's console.

To start an X Windows session, type:
xinit

This command starts the X Windows server with local access mechanisms enabled for the invoker only. X
Windows clients that are set-UID to root will be able to access the X Windows server via the UNIX domain
socket using the root override on the access restrictions. X Windows clients that are set-UID to other
users or that are started by other users will not be able to access the X Windows server. This restriction
prevents other users of a host from gaining unauthorized access to the X Windows server.

Installing a LAS/EAL4+ system
RBAC is automatically enabled when this option is selected.
To set the LAS/EAL4+ option during a BOS installation, do the following:

The installation options are available by typing 3 to change the Security Model and typing 4 to view the
More Options field in the Installation and Settings window. These options vary based on installation
type (overwrite, preservation, or migration) and security options. For LAS, the installation method is new
or complete overwrite. Choose LAS/EAL4+ configuration install.

For more information about RBAC, see Role Based Access Control (RBAC).

LAS/EAL4+ configuration installation (only available with Trusted AIX)

The LAS/EAL4+ configuration install option installs Trusted AIX in LAS/EAL4+ configured mode. LAS/
EAL4+ configured mode provides for further restrictive security as compared to the Trusted AIX
installation.

If you are performing a nonprompted installation using a customized bosinst.data file, the
INSTALL_TYPE field must be blank and the TRUSTED_AIX field should be set to yes and the following
fields must be set as follows:

control_flow:
CONSOLE = ?°?°?
PROMPT = yes
INSTALL_TYPE =
TRUSTED_AIX = yes
INSTALL_METHOD = overwrite
TCB = yes
DESKTOP = NONE
ENABLE_64BIT_KERNEL = yes
CREATE_JFS2_FS = yes
ALL_DEVICES_KERNELS = no
HTTP_SERVER_BUNDLE = no
KERBEROS_5_BUNDLE = no
SERVER_BUNDLE = no
ALT_DISK_INSTALL_BUNDLE = no

locale:

CULTURAL_CONVENTION = en_US or C
MESSAGES = en_US or C
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For more information about Trusted AIX, see Trusted AIX.

Network Installation Management environment for the LAS/EAL4+
Installation of LAS/EAL4+ technology clients can be performed using the Network Installation
Management (NIM) environment.

The NIM master is configured to provide the resources needed to install the appropriate LAS/EAL4+ level
of AIX 7.1. NIM clients may then be installed using the resources located on the NIM master. You can
perform a non-prompted NIM installation of the client by setting the following fields in the bosinst_data
resource:

control_ flow:
CONSOLE = 2?2
PROMPT = no
INSTALL_TYPE =
TRUSTED_AIX = yes
INSTALL_METHOD = overwrite
TCB = yes
DESKTOP = NONE
ENABLE_64BIT_KERNEL = yes
CREATE_JFS2_FS = yes
ALL_DEVICES_KERNELS = no
HTTP_SERVER_BUNDLE = no
KERBEROS_5_BUNDLE = no
SERVER_BUNDLE = no
ALT_DISK_INSTALL_BUNDLE = no

locale:
CULTURAL_CONVENTION = en_US or C
MESSAGES = en_US or C

The NIM master cannot be configured as a LAS/EAL4+ system and cannot be connected to the same
network with other LAS/EAL4+ systems. When initiating the installation from the NIM master, the Remain
NIM client after install SMIT menu option must be set to No. After a NIM client is installed as a LAS/
EAL4+ system, the NIM client must be removed from the NIM master's network, and additional software
installations and updates cannot be performed using the NIM master.

An example situation is to have two network environments; the first network consists of the NIM master
and the non-LAS/EAL4+ systems; the second network consists only of LAS/EAL4+ systems. Perform the
NIM installation on the NIM client. After the installation has completed, disconnect the newly installed
LAS/EAL4+ system from the NIM master's network and connect the system to the evaluated network.

A second example consists of one network. The NIM master is not connected to the network when other
systems are operating in the evaluated configuration, and LAS/EAL4+ systems are not connected to the
network during NIM installation.

BAS/EAL4+ and LAS/EAL4+ systems physical environment
The BAS/EAL4+ and LAS/EAL4+ systems have specific requirements for the environment in which they
are run.

The requirements are as follows:

« Physical access to the systems must be restricted so that only authorized administrators can use the
system consoles.

« The Service Processor is not connected to a modem.
« Physical access to the terminals is restricted to authorized users.

« The physical network is secure against eavesdropping and spoofing programs (also called Trojan horse
programs). When communicating over insecure lines, additional security measures, such as encryption,
are needed.

« Communication with other systems that are not AIX 7.1 BAS/EAL4+ or LAS/EAL4+ systems, or are not
under the same management control, is not permitted.

« Only IPv4 is to be used when communicating with other BAS/EAL4+ and LAS/EAL4+ systems. IPv6 is
included in the evaluated configuration, but only the functional capabilities of IPv6 that are also
supported by IPv4 are included.
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Users must not be allowed to change the system time.
Systems in an LPAR environment cannot share PHBs.

BAS/EAL4+ and LAS/EAL4+ systems organizational environment
Certain procedural and organizational requirements must be met for a BAS/EAL4+ and LAS/EAL4+
systems.

The following requirements must be met:

Administrators must be trustworthy and well trained.
Only users authorized to work with the information on the systems are granted user IDs on the system.

Users must use high-quality passwords (as random as possible and not affiliated with the user or the
organization). For information about setting up password rules, see “Passwords” on page 63.

Users must not disclose their passwords to others.
Administrators must have sufficient knowledge to manage security critical systems.
Administrators must work in accordance with the guidance provided by the system documentation.

Administrators must log in with their personal ID and use the su command to switch to superuser mode
for administration.

Passwords generated for system users by administrators must be transmitted securely to the users.

Those who are responsible for the system must establish and implement the necessary procedures for
the secure operation of the systems.

Administrators must ensure that the access to security-critical system resources is protected by
appropriate settings of permission bits and ACLs.

The physical network must be approved by the organization to carry the most sensitive data held by the
systems.

Maintenance procedures must include regular diagnostics of the systems.

Administrators must have procedures in place that ensure a secure operation and recovery after a
system failure.

The LIBPATH environment variable should not be changed, because this might result in a trusted
process loading an untrusted library.

Wiretapping and trace software (tcpdump, trace) must not be used on an operational system.

Anonymous protocols such as HTTP may only be used for public information (for example, the online
documentation).

Only TCP-based NFS can be used.

Access to removable media is not to be given to users. The device files are to be protected by
appropriate permission bits or ACLs.

Administrators must not use dynamic partitioning to allocate and deallocate resources. Partition
configuration may only be performed while no partitions at all are running.

BAS/EAL4+ and LAS/EAL4+ system operational environment

Certain operational requirements and procedures must be met for a BAS/EAL4+ and LAS/EAL4+system.

The following requirements and procedures must be met:

If using a Hardware Management Console (HMC), the HMC is located in a physically controlled
environment.

Only authorized personnel can access to the operational environment and the HMC.

If using an HMC, the HMC can only be used for the following tasks:

— Initial configuration of the partitions. A partition cannot be active during the configuration process.
— Restarting of "hanging" partitions

The HMC must not be used throughout operation of the configured system.
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The system's "call home" feature must be disabled.

Remote modem access to the system must be disabled.

If AIX runs in an LPAR-enabled environment, the administrator should check with the LPAR
documentation for requirements on the EAL4+ operation of logical partitions.

« The service authority feature must be disabled on logical partitions.

BAS/EAL4+ system configuration
You can configure the Base AIX Security (BAS) and Evaluation Assurance Level 4+ (EAL4+) system.

The system, sys, adm, uucp, mail, security, cron, printq, audit and shutdown groups are considered
administrative groups. Only trusted users should be added to this group.

Administration
Administrators must log in with their personal user account and use the su command to become the root
user for the administration of the system.

To effectively prevent guessing the root account's password, allow only authorized administrators to use
the su command on the root account. To ensure this, do the following;:

1. Add an entry to the root stanza of the /etc/security/usex file as follows:

root:
admin = true

sugroups = SUADMIN

2. Define group in the /etc/group file containing only the user IDs of authorized administrators as
follows:

system:!:0:roo0t, paul
staff:!:1:invscout, julie
bin:!:2:root,bin

SUADMIN: ! :13:paul

Administrators must also adhere to the following procedures:

« Establish and implement procedures to ensure that the hardware, software and firmware components
that comprise the distributed system are distributed, installed, and configured in a secure manner.

« Ensure that the system is configured so that only an administrator can introduce new trusted software
into the system.

« Implement procedures to ensure that users clear the screen before logging off from serial login devices
(for example, IBM® 3151 terminals).

User and port configuration

AIX configuration options for users and ports must be set to satisfy the requirements of the evaluation.
The actual requirement is that the TSF provides a mechanism of correctly guessing a password that meets
the metric quality. The probability of correctly guessing a password that can be obtained from an attacker
during the life time of the password must be less than 2720,

The /etc/security/user file shown in the following example uses the /usr/share/dict/words
dictionary list. The /usr/share/dict/words file is contained in the bos.data fileset. You must install
the bos. data fileset prior to configuring the /etc/security/user file. The recommended values for
the /etc/security/user file are the following:

default:
admin = false
login = true
su = true
daemon = true
rlogin = true
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sugroups = ALL

admgroups =
ttys = ALL
authl = SYSTEM
auth2 = NONE
tpath = nosak
umask = 077

expires = 0
SYSTEM = "compat"
logintimes =
pwdwarntime = 5
account_locked =
loginretries = 3
histexpire = 52
histsize = 20
minage = 0
maxage = 8
maxexpired
minalpha
minother
minlen = 8

mindiff = 4

maxrepeats = 2

dictionlist = /usr/share/dict/words
pwdchecks =

dce_export = false

false

NNl

root:
rlogin = false
login = false

The default settings in the /etc/security/usex file should not be overwritten by specific settings for
single users.

Note: Setting login = false in the root stanza prevents direct root login. Only user accounts that have
su privileges for the root account will be able to log in as the root account. If a Denial of Service attack is
launched against the system that sends incorrect passwords to the user accounts, it could lock all the
user accounts. This attack might prevent any user (including administrative users) from logging into the
system. Once a user's account is locked, the user will not be able to log in until the system administrator
resets the user's unsuccessful_login_count attribute in the /etc/security/lastlog file to be
less than the value of the loginretries user attribute. If all the administrative accounts become
locked, you might need to reboot the system into maintenance mode and run the chsec command. For
more information about using the chsec command, see “User account control” on page 51.

The suggested values for the /etc/security/login.cfg file are the following:

default:
sak_enabled = false
logintimes =
logindisable = 4
logininterval
loginreenable
logindelay = 5

60
30

List of setuid/setgid programs
A list of trusted applications is created for BAS-enabled AIX systems.

The suid/sgid bits are turned off for all non-trusted programs that are owned by root or a trusted group.
The only programs on the system after a BAS install that are either suid and owned by root or sgid and
owned by one of these trusted groups are system, sys, adm, uucp, mail, security, cron, printq, audit,
and shutdown. Only add trusted users to these groups.

The list of trusted applications is created by considering all applications that fall into at least one of the
following categories:

 SUID root bit for the corresponding application is enabled
« SGID bit to one of the trusted groups is enabled

« Applications that access any of the trusted databases according to the administrator guidance
document
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Note: The setuid bit for the ipcs command should be removed by the system administrator. The system
administrator should run the chmod u-s /usx/bin/ipcs and chmod u-s /usr/bin/ipcsé64
commands.

Changing the audit filesystem
RBAC is automatically enabled when this option is selected.

The/audit filesystem is a jfs filesystem. It must be changed to a j£s2 filesystem. In addition, BAS
systems require additional commands. To make the changes to the filesystem, complete these steps:

1. Change the filesystem for BAS systems, enter the command:

audit shutdown
lsvg -1 rootvg

For LAS systems, go to step 3.
2. If the TYPE field contains a question mark (?) symbol, enter the command:

synclvodm -v rootvg
3. Remove the jfs filesystem and create a jfs2 filesystem by entering the command:

umount/audit
rmfs /audit
crfs -v jfs2 -m /audit -g rootvg -A yes -p rw -a size=100M

Updating the trusted signature database (TSD)
this section describes the procedure to update the TSD.

The BAS/LAS configuration changes the system mode bits, TSD integrity errors occurs.
During system reboot, select the Ignore All option.

To update the TSD, enter the command:

trustchk -u ALL mode

Using a LAS system
This section provides guidelines for using the LAS system.

Set the automatic reboot option to false after the system is installed as isso, by entering the command:

chdev -1 sysO -a autorestart=false

If TSD continues to generate intlabel errors, delete the errors using isso with PV_ROOT privilege, by
entering the commands:

cp /etc/security/tsd/tsd.dat /etc/security/tsd/tsd.dat.org

trustchk -q /usr/sbin/format /usr/sbin/fdformat /usr/sbin/mount /usr/sbin/unmount \
/usxr/sbin/umount /usr/sbin/tsm /usr/sbin/getty /usr/sbin/login /usr/sbin/mkvg \
/usr/sbin/extendvg /usr/bin/w /usr/bin/uptime >/tmp/list.dat

grep -p SLTL /tmp/list.dat |sed 's/SLTL/SHTL/' >/tmp/new.dat

trustchk -w -a -f /tmp/new.dat

trustchk -y ALL

If error messages related to audit are displayed on the console, with isso privilege restart the audit
system by entering the commands:

## audit shutdown
# audit start

After three failed login attempts, the isso/so login is blocked by the network. However, the
administrator can continue to access these accounts on the local console.

The output of commands executed by cron/at are not forwarded to the mail spool of the user.
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World-writeable directories which have label ranges (for example: /tmp) are not partitioned. To prevent
the possibility of information flowing between labels, the administrator must partition these directories
immediately after the initial configuration.

Network interface
This section describes the procedure to use network interface.

On Trusted AIX, the default network interface has a label range of minSL=impl_lo and maxSL=ts_all.
For LAS/EAL4+ systems, there is no label range. The default rule is automatically changed to impl_1lo
when the LAS/EALA4+ install option is selected. To change the default rule as an isso, use the
netrulecommand.

For example:

/usr/shbin/netrule i+u default +impl_lo +impl_lo +impl_lo

Updating WPAR
This section describes the procedure for making the workload partitions (WPAR) for AIX complaint to
EAL4+.

Create the WPAR on a BAS system, and run the following command in WPAR to make it EAL4+ compliant:
/usr/lib/security/CC_EVALify.sh

When you run clogin on a LAS system for the first time , the firstboot scripts run (that includes
CC_EVALify.sh).

The firstboot scripts cause clogin to run longer than usual when clogin calls TSM to login. However
WPAR is still in configuration mode, so the login is denied. You must wait approximately for 10 minutes for
WPAR to complete the configuration before attempting another clogin. For newly created WPAR
systems, the default user options must be set to meet the evaluation requirements that includes:

« To0t in BAS mode
« isso/sa/soin LAS mode

The root and isso users have no password or require weak passwords. The passwords must be updated
before allowing untrusted users access to the global environment or the respective WPAR.

The evaluation password requirement is that the probability of correctly guessing a password must be at
least one in 1,000,000, and the probability of correctly guessing a password during repeated attempts
within one minute must be at least one in 100,000. To comply with the requirement, the user parameters
in /etc/security/user file is changed to:

default:
maxage
maxexpired
minother
minlen
maxrepeats
loginretries
histexpire
histsize

NOITWNOON - 00

oN

Updating EFS
This section describes the procedure to set the security attributes of the EFS that was evaluated as a
cryptographic file system.

The evaluation does not include the aspects of root guard mode against the full access to root. On
enabling EFS, set the security attributes for the efsmgr and egskeymgxr commands by running the
command:

setsecattr -c accessauths=ALLOW_ALL
innateprivs=PV_DEV_QUERY,PV_DEV_CONFIG,PV_AU_ADD,PV_DAC_R,PV_DAC_W,PV_DAC_X /usr/sbin/efsmgr

setsecattr -c accessauths=ALLOW_ALL
innateprivs=PV_DEV_QUERY,PV_DEV_CONFIG,PV_AU_ADD,PV_DAC_R,PV_DAC_W,PV_DAC_X /usr/shin/efskeymgr
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setkst -t cmd

Hard disk erasure

AIX permits hdisks to be erased using the Format media service aid in the AIX diagnostic package. The
diagnostic package is fully documented in the Diagnostic Information for Multiple Bus Systems book, and
in your hardware user's guide.

To erase a hard disk, run the following command:

diag -T "format"

This command starts the Format media service aid in a menu driven interface. If prompted, select your
terminal.

A resource selection list is displayed. Select the hdisk devices you want to erase from this list and commit
your changes according to the instructions on the screen.

After committing your selections, select Erase Disk from the menu. You are then asked to confirm your
selection. Choose Yes.

You are then asked if you want to Read data from drive or Write patterns to drive. Select Write patterns
to drive.

You then have the opportunity to modify the disk erasure options. After you specify the options you prefer,
select Commit Your Changes . The disk is erased.

Note: It can take a long time for this process to complete.

Resource limits
When you set resource limits in the /etc/security/limits file, make sure that the limits correspond
to the needs of the processes on the system.

In particular, never set the stack size to unlimited. An unlimited stack might overwrite other segments
of the running process. The stack_hazxd size must also be limited.

Audit subsystem
There are several procedures to help protect the audit subsystem.

 Configure the audit subsystem to record all the relevant security activities of the users. To ensure that
the file space needed for auditing is available and is not impaired by other consumers of file system
space, set up a dedicated file system for audit data.

« Protect audit records (such as audit trails, bin files, and all other data stored in /audit) from non-root
users.

« For the BAS/EAL4+ system, bin mode auditing must be set up when the audit subsystem is used. For
information about how to set up the audit subsystem, refer to “Setting up auditing” on page 144.

« At least 20 percent of the available disk space in a system should be dedicated to the audit trail.

- If auditing is enabled, the binmode parameter in the start stanza in the /etc/security/audit/
config file should be set to panic. The freespace parameter in the bin stanza should be configured at
minimum to a value that equals 25 percent of the disk space dedicated to the storage of the audit trails.
The bytethreshold and binsize parameters should each be set to 65 536 bytes.

« Copy audit records from the system to permanent storage for archival.

Nonshared files in the distributed system
The following files in the /etc/security directory are not to be shared in the distributed system, but
are to remain host-specific:

/etc/security/failedlogin
Log file for failed logins per host

/etc/security/lastlog
Per-user information about the last successful and unsuccessful logins on this host
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/etc/security/login.cfg
Host-specific login characteristics for trusted path, login shells, and other login-related information

/etc/security/portlog
Per-port information for locked ports on this host

The automatically generated backup files of the shared files are also nonshared. Backup files have the
same name as the original file, but have a lowercase letter o prepended.

Using the DACinet feature for user-based and port-based network access control
The DACinet feature can be used to restrict the access of users to TCP ports.

For more information about DACinet, see “User based TCP port access control with discretionary access
control for internet ports” on page 210. For example, when using DACinet to restrict access to port
TCP/25 inbound to root only with the DACinet feature, only root users from BAS/EAL4+ compliant hosts
can access this port. This situation limits the possibility of regular users spoofing email by using telnet to
connect to port TCP/25 on the victim.

To activate the ACLs for TCP connections at boot time, the /etc/rc.dacinet scriptis run from /etc/
inittab. It will read the definitions in the /etc/security/acl file and load ACLs into the kernel. Ports
which should not be protected by ACLs should be listed in the /etc/security/services file, which
uses the same format as the /etc/services file.

Assuming a subnet of 10.1.1.0/24 for all the connected systems, the ACL entries to restrict access to the
root user only for X (TCP/6000) in the /etc/security/acl file would be as follows:

6000 10.1.1.0/24 u:root

Installing additional software on a BAS/EAL4+ compliant system

The administrator can install additional software on the BAS/EAL4+ compliant system. If the software is
not run by the root user or with root-user privileges, this will not invalidate the BAS/EAL4+ compliance.
Typical examples include office applications that are run only by regular users and have no SUID
components.

Additionally, installed software that runs with root-user privileges invalidates the BAS/EAL4+ compliance.
This means, for example, drivers for the older JFS should not be installed, as they are running in kernel
mode. Any applications granted with one or more privileges through the /etc/security/privcemds is
not acceptable. Additional daemons that are run as root (for example, an SNMP daemon) also invalidates
the BAS/EAL4+ compliance. A BAS/EAL4+ enabled system cannot be upgraded (normally).

A BAS/EAL4+ compliant system is rarely used in the evaluated configuration, especially in a commercial
environment. Typically, additional services are needed, so that the production system is based on an
evaluated system, but does not comply with the exact specification of the evaluated system.

NSF v4 Access Control Lists and contents policy
An NFS v4 Access Control List (ACL) contains the Type, Mask, and Flags fields.

The following is a description of these fields:
- The Type field contains one of the following values:

— ALLOW - Grants the subject, specified in the Who field, the permission(s) specified in the Mask field.
— DENY - Denies the subject, specified in the Who field, the permission(s) specified in the Mask field.
« The Mask field contains one or more of the following fine grained permission values:
— READ_DATA / LIST_DIRECTORY - Read the data from a non-directory object or list the objects in a
directory.

— WRITE_DATA / ADD_FILE — Write data into a non-directory object or add a non-directory object to
a directory.

— APPEND_DATA / ADD_SUBDIRECTORY — Append data into a non-directory object or add a
subdirectory to a directory.

— READ_NAMED_ATTRS — Read the named attributes of an object.
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— WRITE_NAMED_ATTRS — Write the named attributes of an object.

— EXECUTE — Execute a file or traverse/search a directory.

— DELETE_CHILD - Delete a file or directory within a directory.

— READ_ATTRIBUTES - Read the basic (non-ACL) attributes of a file.

— WRITE_ATTRIBUTES - Change the times associated with a file or directory.
— DELETE - Delete a file or directory.

— READ_ACL — Read the ACL.

— WRITE_ACL — Write the ACL.

— WRITE_OWNER — Change the owner and group.

— SYNCHRONIZE - Synchronize access (exists for compatibility with other NFS v4 clients, but has no
implemented function).

- Flags field — This field defines the inheritance capabilities of directory ACLs and indicates whether the
Who field contains a group or not. This field contains zero or more of the following flags:

— FILE_INHERIT - Specifies that, in this directory, newly created non-directory objects inherit this
entry.

— DIRECTORY_INHERIT - Specifies that, in this directory, newly created subdirectories inherit this
entry.

— NO_PROPAGATE_INHERIT - Specifies that, in this directory, newly created subdirectories inherit
this entry, but these subdirectories do not pass this entry to their newly created subdirectories.

— INHERIT_ONLY - Specifies that this entry does not apply to this directory, only to the newly created
objects that inherit this entry.

— IDENTIFIER_GROUP - Specifies that the Who field represents a group; otherwise, the Who field
represents a user or a special Who value.

« Who field — This field contains one of the following values:

— User - Specifies the user to whom this entry applies.
— Group — Specifies the group to which this entry applies.
— Special - This attribute can be one of the following values:

- OWNER@ — Specifies that this entry applies to the owner of the object.

- GROUPQ@ - Specifies that this entry applies to the owning group of the object.

- EVERYONE@ — Specifies that this entry applies to all users of the system including the owner and
group.

If the ACL is empty, only a subject with an effective UID of O can access the object. The owner of an object
implicitly has the following mask values regardless of what the ACL might or might not contain:

« READ_ACL

« WRITE_ACL

+ READ_ATTRIBUTES
« WRITE_ATTRIBUTES

The APPEND_DATA value is implemented as WRITE_DATA . Effectively, there's no functional distinction
between the WRITE_DATA value and the APPEND_DATA value. Both values must be set or unset in unison.

Object ownership can be modified through the use of the WRITE_OWNER value. When the owner or group
is changed, the setuid bit is turned off. The inheritance flags only have meaning in a directory's ACL and
only apply to objects that are created in the directory after the inheritance flags have been set (for
example, existing objects are not affected by inheritance changes to the parent directory's ACL). The
entries in an NFS v4 ACL are order dependent. To determine if the requested access is allowed, each entry
is processed in order. Only entries that have the following values are considered:

« A Who field that matches the effective UID

28 AIX Version 7.2: Security



« A user that is specified in the entry or effective GID
« A group that is specified in the entry of the subject

Each entry is processed until all of the bits of the requester's access have been ALLOWED. After an access
type has been ALLOWED by an entry, it is no longer considered in the processing of later entries. If a DENY
entry is encountered where the requester's access for that mask value is necessary and undetermined,
the request is denied. If the evaluation reaches the end of the ACL, the request is denied.

The maximum supported ACL size is 64 KB. Each entry in an ACL is of variable length and 64 KB is the
only limit on an entry.

The WRITE OWNER value
The NFS v4 policy provides control over who can read and write the attributes of an object.

A subject with an effective UID 0 can always override the NFS v4 policy. The object owner can allow
others to read and write the attributes of an object using the READ_ATTRIBUTES, WRITE_ATTRIBUTES,
READ_NAMED_ATTRS, and WRITE_NAME_ATTRS attributes of the ACL mask. The owner can control who
can read and write the ACL using the READ_ACL and WRITE_ACL values of the ACL mask. The object
owner always has READ_ATTRIBUTES, WRITE_ATTRIBUTES, READ_ACL, and WRITE_ACL access. The
object owner can also allow others to change the owner and group of the object using the WRITE_OWNER
attribute. An object owner cannot change the owner or group of the object by default, but the object
owner can add a WRITE_OWNER entry to the ACL specifying themselves, or the object can inherit an ACL
entry that specifies a WRITE_OWNER entry with a Who value of OWNER@. When the owner or group is
changed, the setuid bit is turned off.

The following are some exceptions to the rules:

- If the object is owned by UID 0, only UID O can change the owner, but the group can still be changed by
a subject with the WRITE_OWNER attribute.

« Assuming the object has the WRITE_OWNER attribute for the subject, in versions of AIX 5.3 prior to
Technology Level 5300-05, if the object has a non-UID 0 owner, the owner can only be changed to
another non-UID 0 user. In AIX with 5300-05 and later, if the object has a non-UID 0 owner, the owner
can only be changed to the EUID of the subject attempting to change the owner.

« The group can be changed to any group in the subject's concurrent group set with the exception that it
can never be changed to GID 0 or GID 7 (system or security), even if these two groups are in the
concurrent group set of the subject.

LDAP-based and file-based administrative database supported
The evaluation does not support NFS administrative database. Authentication methods such as DCE and
NIS are not supported.

The evaluation supports only the following:

« File-based authentication (default)
« UNIX-style LDAP-based authentication (use LDAP server IBM Tivoli® Directory Server v 6.0)

For more information about file-based authentication, see the User Authentication.

LDAP authentication

LDAP-based I&A is configured in the "UNIX-type" authentication mode. In this mode, the administrative
data (including user names, IDs, and passwords) are stored in LDAP where access to the data is limited to
the LDAP administrator.

When a user logs into the system, the system binds to the LDAP server using the LDAP administrator
account over an SSL connection, retrieves the necessary data for the user (including the password) from
LDAP, and then performs authentication using the data retrieved from LDAP. The system maintains an
administrative database on an LDAP server. The remaining hosts import the administrative data from the
same LDAP server through the same mechanism previously described. The system maintains a consistent
administrative database by making all administrative changes on the designated LDAP server. A user ID
on any computer refers to the same individual on all other computers. In addition, the password
configuration, name-to-UID mappings, and other data are identical on all hosts in the distributed system.
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For more information on LDAP authentication setup, see Light Directory Access Protocol. For more
information in setting up SSL on LDAP, see Setting up SSL on the LDAP server and Setting up SSL on the
LDAP client.

LDAP server
The mksecldap -s command sets up an AIX system as an LDAP server for security authentication and
data management.

Perform the following tasks:

« Use the RFC2307AIX schema with the =S option.

« Set the server to use Secure Sockets Layer (SSL) by using the -k option. This action requires installing
the GSKit V8 fileset and the idsldap.clt_max_crypto32bit63.rte fileset for 32-bit systems or the
idsldap.clt_max_crypto64bit63.rte fileset for 64-bit systems. Use the ikeyman utility to generate the
key pairs for the directory server.

The LDAP user options must be set to satisfy the requirements of the evaluation. The RFC2370AIX
schema defines the user attributes. Use the same values as described in BAS/EAL4+ system
configuration. The Tivoli Directory Server administrators are not forced to periodically change their
passwords (for example, there is no MaxAge value for administrative passwords). Because of this, the
LDAP administrative password must be changed as often as an AIX user (MaxAge = 8 (in weeks)).

In Tivoli Directory Server 6.3, the authentication failure handling does not apply to Directory
Administrator or to the members of the administrative group. Password composition rules also do not
apply to administrative accounts. These rules need to be enforced if Tivoli Directory Server 6.3 is used.

If the administrator does not use a common LDAP database back-end for user management, the
administrator must ensure that the database that contains users credentials is maintained consistently
among the different TCP Offload Engine (TOE) systems part of one network. Examples include the
following:

« /etc/group

- /etc/passwd

- /etc/security/.ids

- /etc/security/.profile
- /etc/security/environ
- /etc/security/group

- /etc/security/limits

- /etc/security/passwd

- /etc/security/user

Related information
IBM Tivoli Directory Server information about Packages, filesets, and prerequisites

LDAP client
The mksecldap -c command sets up an AIX system as an LDAP client for security authentication and
data management.

Perform the following tasks:

« Using the mksecldap -c command, specify unix_auth for the authType with the -A option.

« Set the client to use SSL by using the -k option in the mksecldap -c command. Specifying the client
SSL key requires installing the GSKit fileset and ldap.max_crypto_client fileset. Use the gsk7ikm
utility to generate the key pairs for the directory server.
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NFS v4 Client/Server and Kerberos

The NFS v4 Client/Server environment includes LDAP for maintaining authentication data and Kerberos
for establishing trusted channel between NFS v4 clients and servers. The evaluated configuration
supports NAS v1.4 for Kerberos and IBM Tivoli Directory Server v6.0 (LDAP server) for the user database.

NAS v1.4 (Kerberos Version 5 Server) must be configured to use LDAP for its database. Kerberos tickets
previously granted by the Kerberos server are valid until they expire.

When you are using Kerberos authentication, the credential used in remote procedure calls initiated by a
user are associated with the current Kerberos ticket held by the user and is not influenced by the real or
effective UID of the process. When you are accessing an NFS remote file system using Kerberos
authentication while running a setuid program, the UID seen at the server is based on the Kerberos
identity, not the UID that owns the setuid program being run.

The evaluated configuration involves setting up NFS to use RPCSEC-GSS security. For more information,
see Network File System, Configuring an NFS server, and Configuring an NFS client. When setting up the
server, choose Kerberos authentication and enable enhanced security on the server. You can enable this
through SMIT using the chnfs command. The chnfs command has the option to enable RPCSEC_GSS
security. When you are setting up the client, follow the instructions to use Kerberos in Configuring an NFS
client. See Setting up a network for RPCSEC-GSS for the instructions to set up the Kerberos data server
with DES3 encryption for security. The evaluated configuration supports only des3 encryption.

Password rules
The evaluated configuration should have these values for password rules when you are using the Kerberos
server with LDAP as the database.

For more information about password rules, see "Chapter 9. Managing Network Authentication Service
passwords" in the IBM Network Authentication Service Version 1.4 for AIX, Linux® and Solaris
Administrator's and User's Guide.

The list of the values follow:
mindiff
4

maxrepeats
2

minalpha
2

minother
2

minlen
8

minage
0

histsize
10

To have the AIX NFS v4 client and AIX NFS v4 server securely communicate explicitly using only DES3
enctypes, create the "nfs/hostname" server principal with DES3 enctype (such as des3-cbc-shal), along
with the corresponding entry in the keytab file (using kadmin interface) and have DES3 (such as des3-
chc-shal) as the first entry in the default_tgs_enctypes section of the /etc/krb5/krb5. conf file on
the NFS v4 client machine.

Virtual I/O Server

The Virtual I/0 Server (VIOS) resides in a separate LPAR partition and provides basic discretionary access
control between VIOS SCSI device drivers acting on behalf of LPAR partitions and SCSI-based logical
volumes and physical volumes through mappings.

An LPAR partition (through a VIOS SCSI device driver) may be mapped to 0 or more logical and physical
volumes, but a volume can only be mapped to one LPAR partition. This mapping limits an LPAR partition
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to only the volumes assigned to it. VIOS also controls the mapping of VIOS Ethernet adapter device
drivers to VIOS Ethernet device drivers acting on behalf of groups of LPAR partitions sharing a virtual
network. In the evaluated configuration, only a one-to-one mapping of an Ethernet adapter device driver
to an Ethernet device driver acting on behalf of a group of LPAR partitions is allowed. The one-to-one
mapping is configured by the administrator and enforced by the device drivers. Also, the Ethernet packets
must not be tagged with a VLAN tag in the evaluated configuration. This mechanism can be used to limit
which LPAR partitions see certain Ethernet packets.

The VIOS interface should be protected from access by unprivileged users. The VIOS user options must
be set to satisfy the requirements of the evaluation. The actual requirement is that the TSF shall provide a
mechanism to verify that secrets meet the following quality metric: the probability that a secret can be
obtained by an attacker during the lifetime of the secret is less than 2/-20. The following parameters
should be changed for the user in the /etc/security/user directory:

maxage
8

maxexpired
1

minother
2

minlen
8

maxrepeats
2

loginretries
3

histexpire
52

histsize
20

To change the defaults, use the following commands:

type oem_setup_env

chsec -f /etc/security/user -s default -a maxage=8 -a maxexpired=1 -a minother=2
-a minlen=8 -a maxrepeats=2 -a loginretries=3 -a histexpire=52 -a histsize=20

When the prime administrator (padmin) creates a new user, the user attributes must be specified
explicitly for that user. For example, to create a user with name davis, the padmin would use the following
command:

mkuser maxage=8 maxexpired=1 minother=2 minlen=8 maxrepeats=2 loginretries=3
histexpire=52 histsize=20 davis

The padmin should also stop the following daemons and then reboot:
« To remove writesrv and ctrmc from the /etc/inittab file:
sshd: stopsrc -s sshd

« To prevent the daemon from starting at boot time, remove the /etc/rc.d/xc2.d/Ksshd and /etc/
rc.d/xrc2.d/Ssshd files. After reboot stop the RSCT daemons:

stopsrc -g rsct_rm stopsrc -g rsct

All users, regardless of their roles, are to be considered as administrative users.

The system administrator can run all of the commands except those in the following list that are limited to
prime admin (padmin):
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- chdate

e chuser

- cleargcl

- de_access

« diagmenu

- invscout

« loginmsg

- 1sfailedlogin
- 1sgcl

- mirrorios

- mkuser

- motd

« oem_platform_level
« oem_setup_env
- redefvg

e rmuser

« shutdown

e unmirrorios

Login control
You can change the login screen defaults for security reasons after a system installation.

Potential hackers can get valuable information from the default AIX login screen, such as the host name
and the version of the operating system. This information would allow them to determine which
exploitation methods to attempt. For security reasons, you may want to change the login screen defaults
as soon as possible after a system installation.

The KDE and GNOME desktops share some of the same security issues. For more information about KDE
and GNOME, refer to the Installation and migration.

For information about users, groups, and passwords, see “Users, groups, and passwords” on page 46.

Setting up login controls
You can set up login controls in the /etc/security/login.cfg file.

To make it harder to attack a system with password guessing, set up login controls in the /etc/
security/login.cfg file as follows:

Table 1. Attributes and Recommended Values for Login Control.

Attribute Applies to Applies to Recommende | Comments
PtYs TTYs d Value
(Network)
sak_enabled |Y Y false The Secure Attention key is rarely

needed. See “Using the Secure
Attention Key” on page 5.

logintimes N Y Specify allowed login times here.

logindisable N Y 4 Disable login on this terminal after 4
consecutive failed attempts.
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Table 1. Attributes and Recommended Values for Login Control. (continued)

Attribute Applies to Applies to Recommende | Comments
PtYs TTYs d Value
(Network)
logininterval [N Y 60 Terminal will be disabled when the

specified invalid attempts have been
made within 60 seconds.

loginreenable [N Y 30 Re-enable the terminal after it was
automatically disabled after 30
minutes.

logindelay Y Y 5 The time in seconds between login

prompts. This will be multiplied with
the number of failed attempts; for
example, 5,10,15,20 seconds when 5
is the initial value.

These port restrictions work mostly on attached serial terminals, not on pseudo-terminals used by
network logins. You can specify explicit terminals in this file, for example:

/dev/tty0:
logintimes = 0600-2200
logindisable = 5
logininterval
loginreenable

80
20

Changing the welcome message on the login screen
To prevent displaying certain information on login screens, edit the herald parameter in the /etc/security/
login.cfg file.

The default herald contains the welcome message that displays with your login prompt. To change this
parameter, you can either use the chsec command or edit the file directly.

The following example uses the chsec command to change the default herald parameter:

# chsec -f /etc/security/login.cfg -s default
-a herald="Unauthorized use of this system is prohibited.\n\nlogin:"

To edit the file directly, open the /etc/security/login.cfg file and update the herald parameter as
follows:

default:

herald ="Unauthorized use of this system is prohibited\n\nlogin:"
sak_enable = false

logintimes =

logindisable = 0

logininterval
loginreenable
logindelay = 0

0
0
Note: To make the system more secure, set the logindisable and logindelay variables to a number greater
than @ (## > 0).

Changing the login screen for the common desktop environment

This security issue also affects the Common Desktop Environment (CDE) users. The CDE login screen also
displays, by default, the host name and the operating system version. To prevent this information from
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being displayed, edit the /usr/dt/config/$LANG/Xresources file, where $LANG refers to the local
language installed on your machine.

In our example, assuming that $LANG is set to C, copy this file into the /etc/dt/config/C/
Xresources directory. Next, open the /usr/dt/config/C/Xresouzrces file and edit it to remove
welcome messages that include the host name and operating system version.

For more information about CDE security issues, see “Managing X11 and CDE concerns” on page 39.

Disabling the display of the user name and changing the password prompt
In a secure environment, it might be necessary to hide the display of the login user name or to provide a
custom password prompt that differs from the default.

The default message behavior for the login and password prompt is shown below:

login: foo
foo's Password:

To disable the display of the user name from prompts and system error messages, edit the usernameecho
parameter in the /etc/security/login.cfg file. The default value for usernameecho is true which
results in the user name being displayed. To change this parameter, you can either use the chsec
command or edit the file directly.

The following example uses the chsec command to change the default usernameecho parameter to false:
# chsec -f /etc/security/login.cfg -s default -a usernameecho=false

To edit the file directly, open the /etc/security/login.cfg file and add or modify the usernameecho
parameter as follows:

default:
usernamecho = false

Setting the usernameecho parameter to false will result in the user name not being displayed at the login
prompt. Instead, the user name is masked out with "*' characters for system prompts and error messages
as show below:

login:
*x%'s Password:

The password prompt may be separately modified to be a custom string by setting the pwdprompt
parameter in the /etc/security/login.cfg file. The default value is a string "user's Password: "
where user is replaced with the authenticating user name.

To change this parameter, you can either use the chsec command or edit the file directly.

The following example uses the chsec command to change the default pwdprompt parameter to
"Password: ":

# chsec -f /etc/security/login.cfg -s default -a pwdprompt="Password:

To edit the file directly, open the /etc/security/login.cfg file and add or modify the pwdprompt
parameter as follows:

default:
pwdprompt = "Passwoxrd:

Setting the pwdprompt parameter to "Password: " will result in the specified prompt being displayed by
login as well as by other applications that use the system password prompt. The prompt behavior for the
login when the a custom prompt has been configured is as follows:

login: foo
Passwoxrd:
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Setting up system default login parameters
Edit the /etc/security/login.cfg file to set up system default login parameters.

To set up base defaults for many login parameters, such as those you might set up for a new user (humber
of login retries, login re-enable, and login internal), edit the /etc/security/login.cfg file.

Securing unattended terminals
Use the 1lock and x1ock commands to secure your terminal.

All systems are vulnerable if terminals are left logged in and unattended. The most serious problem
occurs when a system manager leaves a terminal unattended that has been enabled with root authority.
In general, users should log out any time they leave their terminals. Leaving system terminals unsecure
poses a potential security hazard. To lock your terminal, use the lock command. If your interface is
AIXwindows, use the xlock command.

Authentication

The x1ock command is a Pluggable Authentication Module (PAM) enabled X server command that
locks the X server until the user enters a password. It supports both local UNIX authentication and
PAM authentication for unlocking the X server.

You can set the system-wide configuration to use PAM for authentication by providing root user access
and by modifying the value of the auth_type attribute to PAM_AUTH in the usw stanza of the /etc/
security/login.cfg file.

The authentication mechanisms that are used when PAM is enabled are dependent on the
configuration of the login service in the /etc/pam. conf file. The xlock command requires

the /etc/pam.conf file entry for the auth, account, password, and session module types. The
following configuration is recommended for the /etc/pam.conf file entry in the xlock command:

xlock auth required pam_aix
xlock account required pam_aix
xlock password required pam_aix
xlock session required pam_aix

Enabling automatic logoff
Enable automatic logoff to prevent an intruder from compromising the security of the system.

Another valid security concern results from users leaving their accounts unattended for a lengthy period
of time. This situation allows an intruder to take control of the user's terminal, potentially compromising
the security of the system.

To prevent this type of potential security hazard, you can enable automatic logoff on the system. To do
this, set the TMOUT and TIMEOUT environment variables to the number of seconds of inactivity. After the
inactive time is elapsed, you are logged off automatically, as in the following example:

TMOUT=600; TIMEOUT=600; export TMOUT TIMEOUT

In the above example, the number 600 is in seconds, which is equal to 10 minutes. This method works
solely from the shell application. The variables can be protected from accidental overwriting by making
them read only, as follows:

readonly TMOUT TIMEOUT

The TMOUT and TIMEOUT environment variables are set in the .profile files of users or in the /etc/
security/.profile file. This allows the file to be added in the .profile file of a user when the user is
created.
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Stack Execution Disable protection

Keeping computer systems secure forms an important aspect of an On Demand business. In today's
world of highly networked environments, it has become an extreme challenge to ward off attacks from a
variety of sources.

There is increasing likelihood of computer systems falling prey to sophisticated attacks, resulting in
disruption to the daily operations of businesses and government agencies. While no security measure can
provide foolproof protection against attacks, you should deploy multiple security mechanisms to thwart
security attacks. This section covers a security mechanism that is used with AIX to thwart attacks due to
buffer overflow based execution.

Security breaches occur in many forms, but one of the most common methods is to monitor the system-
provided administrative tools, look for, and exploit buffer overflows. Buffer overflow attacks occur when
an internal program buffer is overwritten because data was not properly validated (such as command line,
environmental variable, disk or terminal I/0). Attack code is inserted into a running process through the
buffer overflow, changing the execution path of the running process. The return address is overwritten
and redirected to the inserted-code location. Common causes of breaches include improper or
nonexistent bounds checking, or incorrect assumptions about the validity of data sources. For example, a
buffer overflow can occur when a data object is large enough to hold 1 KB of data, but the program does
not check the bounds of the input and hence can be made to copy more than 1 KB into that data object.

The intruder's goal is to attack a command and/or tool that provides root privileges to a regular user.
Control of the program is gained with all the privileges enabled, permitting overflow of the buffers. Attacks
are typically focused on a root owned UID set or programs leading to the execution of a shell, thereby
gaining root-based shell access to the system.

You can prevent these attacks by blocking execution of attack code entering through the buffer overflow.
Disable execution on the memory areas of a process where execution commonly does not take place
(stack and heap memory areas).

SED buffer overflow protection mechanism
AIX has enabled the stack execution disable (SED) mechanism to disable the execution of code on a stack
and select data areas of a process.

By disabling the execution and then terminating, an infringing program, the attacker is prevented from
gaining root user privileges through a buffer overflow attack. While this feature does not stop buffer
overflows, it provides protection by disabling the execution of attacks on buffers that have been
overflowed.

Beginning with the POWER4 family of processors, you can use a page-level execution enable and/or
disable feature for the memory. The AIX SED mechanism uses this underlying hardware support for
implementing a no-execution feature on select memory areas. Once this feature is enabled, the operating
system checks and flags various files during the executable programs. It then alerts the operating system
memory manager and the process managers that the SED is enabled for the process being created. The
select memory areas are marked for no-execution. If any execution occurs on these marked areas, the
hardware raises an exception flag and the operating system stops the corresponding process. The
exception and application termination details are captured through the AIX error log events.

SED is implemented mainly through the sedmgxr command. The sedmgxr command permits control of the
systemwide SED mode of operation as well as setting the executable file based SED flags.

SED modes and monitoring
The stack execution disable (SED) mechanism in AIX is implemented through systemwide mode flags, as
well as individual executable file-based header flags.

While systemwide flags control the systemwide operation of the SED, file level flags indicate how files
should be treated in SED. The buffer overflow protection (BOP) mechanism provides for four systemwide
modes of operation:

off
The SED mechanism is turned off and no process is marked for SED protection.
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select
Only a select set of files are enabled and monitored for SED protection. The select set of files are
chosen by reviewing the SED related flags in the executable program binary headers. The executable
program header enables SED related flags to request to be included in the select mode.

setidfiles
Permits you to enable SED, not only for the files requesting such a mechanism, but all the important
setuid and setgid system files. In this mode, the operating system not only provides SED for the files
with the request SED flag set, but also enables SED for the executable files with the following
characteristics (except the files marked for exempt in their file headers):

« SETUID files owned by root
« SETGID files with primary group as system or security

all
All executable programs loaded on the system are SED protected except for the files requesting an
exemption from SED mode. Exemption related flags are part of the executable program headers.

The SED feature on AIX also provides the ability to monitor instead of stopping the process when an
exception happens. This systemwide control permits a system administrator to check for breakdowns and
issues in the system environment by monitoring it before the SED is deployed in the production systems.

The sedmgx command provides an option that permits you to enable SED to monitor files instead of
stopping the processes when exceptions occur. The system administrator can evaluate whether an
executable program is doing any legitimate stack execution. This setting works in conjunction with the
systemwide mode set using the -c option. When the monitor mode is turned on, the system permits the
process to continue operating even if an SED-related exception occurs. Instead of stopping the process,
the operating system logs the exception in the AIX error log. If SED monitoring is off, the operating system
stops any process that violates and raises an exception per SED facility.

Any changes to the SED mode systemwide flags requires that you restart the system for the changes to
take effect. All of these types of events are audited.

SED flags for executables

In AIX, you can use the sedmgxr command to flag executables from the SE mechanism.

Linker has been enhanced to support two new SED related flags to enable select and exempt options in
the executable's headers. The select flag permits an executable to request and be part of SED protection
during the select mode of systemwide SED operation, whereas the exempt flag permits an executable
to request for an exemption from the SED mechanism. These executables are not enabled for execution
disable on any of the process memory areas.

The exemption flag permits a system administrator to monitor the SED mechanism, and evaluate the
situation. The system administrator can enable execution on stack and data areas as necessary for the
application, with the associated risks understood.

The following table shows how the systemwide settings and file settings affect the SED mode of
operation:

Table 2. Systemwide settings and file settings affecting the SED mode

Executable file SED flags
Setuid-root or setgid-system/
System SED mode request exempt system security files
off - - - -
select enabled - - -
setgidfiles enabled - - enabled
all enabled - enabled enabled
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SED issues and considerations
By default, AIX SED is shipped in select mode. A number of setuid and setgid programs are select-
enabled for SED and operate in protected mode by default.

SED enablement might cause older binary files to break if they are not capable of handling the no-
execution feature on the stack heap areas. These applications must run on stack data areas. The system
administrator can evaluate the situation and flag the file for an exemption using the bopmgx command.
AIX Java™ 1.3.1 and AIX Java 1.4.2 have Just-In-Time (JIT) compilers that dynamically generate and run
native object code while running Java applications (the Java Virtual Machine decides which code to
compile based on the execution profile of the application). This object code is stored in data buffers
allocated by the JIT. Consequently, if AIX is configured to run in the SED ALL mode, the system
administrator must set the Java binary file's exemption flag.

When SED-related flags in an executable file are changed, they apply only to a future load and execution
of the file. This change does not apply to currently operating processes based on this file. The SED facility
controls and monitors both 32- and 64-bit executable programs for the systemwide and file-level
settings. The SED facility is available only when the AIX operating system is used with the 64-bit kernel.

Related information
sedmgxr command

AIX Exror-Logging Facility

Managing X11 and CDE concerns

There are potential security vulnerabilities involved with the X11 X server and the Common Desktop
Environment (CDE).

Removing the /etc/rc.dt file
Remove the /etc/xc.dt file on systems that require a high level of security.

Although running the CDE interface is convenient for users, security issues are associated with it. For this
reason, do not run CDE on servers that require a high level of security. The best solution is to avoid
installing CDE (dt) file sets. If you have installed these file sets on your system, consider uninstalling
them, especially the /etc/rc.dt script, which starts CDE.

For more information about CDE, see the Operating system and device management.

Preventing unauthorized monitoring of remote X server
An important security issue associated with the X11 server is unauthorized silent monitoring of a remote
server.

The xwd and xwud commands can be used to monitor X server activity because they have the ability to
capture keystrokes, which can expose passwords and other sensitive data. To solve this problem, remove
these executable files unless they are necessary under your configuration, or, as an alternative, change
access to these commands to be root only.

The xwd and xwud commands are located in the X11.apps.clients fileset.

If you do need to retain the xwd and xwud commands, consider using OpenSSH or MIT Magic Cookies.
These third-party applications help prevent the risks that are created by running the xwd and xwud
commands.

For more information about OpenSSH and MIT Magic Cookies, refer to each application's respective
documentation.
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Enabling and disabling access control
The X server permits remote hosts to use the xhost + command to connect to your system.

Ensure that you specify a host name with the xhost + command, because it disables access control for
the X server. This permits you to grant access to specific hosts, which eases monitoring for potential
attacks to the X server. To grant access to a specific host, run the xhost command as follows:

# xhost + hostname
If you do not specify a host name, access will be granted to all hosts.

Disabling user permissions to run the xhost command
You can prevent the unauthorized execution of the xhost command by using the chmod command.

Another way to ensure that the xhost command is being used appropriately is to restrict execution of this
command to root-user authority only. To do this, use the chmod command to change the permissions
of /usr/bin/X11/xhost to 744, as follows:

chmod 744 /usr/bin/X11/xhost

List of setuid/setgid programs

There are various setuid/setgid programs on an AIX system. You can remove these privileges on
commands that do nto need to be available to regular users.

The following programs are included in a normal AIX installation. In a CC-configured AIX system, this list
is pruned and includes fewer programs.

« /opt/IBMinvscout/bin/invscoutClient_VPD_Survey
« /opt/IBMinvscout/bin/invscoutClient_PartitionID
« /usr/lpp/diagnostics/bin/diagsetrto

« /usr/lpp/diagnostics/bin/Dctrl

« /usr/lpp/diagnostics/bin/diagela

« /usr/lpp/diagnostics/bin/diagela_exec

« /usr/lpp/diagnostics/bin/diagrpt

« /usr/lpp/diagnostics/bin/diagrto

« /usr/lpp/diagnostics/bin/diaggetrto

« /usr/lpp/diagnostics/bin/update_manage_flash
« /usr/lpp/diagnostics/bin/utape

« /usr/lpp/diagnostics/bin/uspchzp

« /usr/lpp/diagnostics/bin/update_£flash

« /usr/lpp/diagnostics/bin/uesensor

« /usr/lpp/diagnostics/bin/usysident

« /usr/lpp/diagnostics/bin/usysfault

e /usr/lpp/X11/bin/xlock

« /usr/lpp/X11l/bin/aixtexm

e /usr/lpp/X11/bin/xterm

« /usr/lpp/X11/bin/msmitpasswd

« /usr/lib/boot/tftp

« /usr/lib/1lpd/digest

e /usr/lib/1pd/rembak

« /usr/lib/1pd/pio/etc/piodmgrsu
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« /usr/lib/1pd/pio/etc/piomkpq
e /usr/lib/1pd/pio/etc/pioout
« /usr/lib/mh/slocal

« /usr/lib/perf/libperfstat_updt_dictionary
e /usr/lib/sa/sadc

e /usr/lib/semutil

e /usr/lib/trcload

« /usr/sbin/allocp

e /usr/sbin/audit

e /usr/sbin/auditbin

e /usr/sbin/auditcat

« /usr/sbin/auditconv

e /usr/sbin/auditmezrge

e /usr/sbin/auditpzr

« /usr/sbin/auditselect

e /usr/sbin/auditstream

« /usr/sbin/backbyinode

e /usr/sbin/cfgmgr

e /usr/sbin/chcod

- /usr/sbin/chcons

« /usr/sbin/chdev

« /usr/sbin/chpath

e /usr/sbin/chtch

e /usr/sbin/cron

e /usr/sbin/acct/accton

e /usr/sbin/arp6b4

« /usr/sbin/azrp

e /usr/sbin/devinstall

« /usr/sbin/diag_exec

« /usr/sbin/entstat

e /usr/sbin/entstat.ethchan
- /usr/sbin/entstat.scent
« /usr/sbin/diskusg

« /usr/sbin/exec_shutdown
e /usr/sbin/fdformat

e /usr/sbin/format

e /usr/sbin/fuser

e /usr/sbin/fuseré4

« /usr/sbin/getlvch

e /usr/sbin/getlvname

« /usr/sbin/getvgname

e /usr/sbin/grpck

e /usr/sbin/getty
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e /usr/sbin/extendvg

e /usr/sbin/fastboot

e Jusr/sbin/frcactrléed
e /usr/sbin/frcactrl

e /usr/sbin/inetd

e /usr/sbin/invscout

e /usr/sbin/invscoutd
e /usr/sbin/ipl_varyon
« /usr/sbin/keyenvoy

e /usr/sbin/krlogind

e /usr/sbin/krshd

« /usr/sbin/1lchangelv
e /usr/sbin/lchangepv
e /usr/sbin/lchangevg
« /usr/sbin/1lchlvcopy
e /usr/sbin/lcreatelv
e /usr/sbin/ldeletelv
« /usr/sbin/ldeletepv
e /usr/sbin/lextendlv
e /usr/sbin/lmigratelv
« /usr/sbin/1lmigratepp
« /usr/sbin/lparsetres
« /usr/sbin/1pd

« /usr/sbin/lquerylv

« /usr/sbin/lquerypv

« /usr/sbin/lqueryvg

« /usr/sbin/lqueryvgs
e /usr/sbin/lreducelv
e /usr/sbin/lresynclp
« /usr/sbin/lresynclv
e /usr/sbin/lsaudit

e /usr/sbin/lscfg

« /usr/sbin/lscons

e /usr/sbin/1lslv

e /usr/sbin/lspath

« /usr/sbin/1spv

« /usr/sbin/lsresouzrce
e /usr/sbin/lsrset

« /usr/sbin/1lsslot

e /usr/sbin/lsuser

e /usr/sbin/1lsvg

« /usr/sbin/lsvgfs

e /usr/sbin/login
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e /usr/sbin/lvaryoffvg
e /usr/sbin/lvaryonvg
« /usr/sbin/lvgenmajor
e /usr/sbin/lvgenminor
e /usr/sbin/lvrelmajor
e Jusr/sbin/lvrelminor
« /usr/sbin/lsmcode

e /usr/sbin/mailq

« /usr/sbin/mkdev

« /usr/sbin/mklvcopy

e /usr/sbin/mknod

« /usr/sbin/mkpasswd

« /usr/sbin/mkpath

e /usr/sbin/mkvg

e /usr/sbin/mount

e /usr/sbin/netstat64
e /usr/sbin/mtrace

« /usr/sbin/ndp

e /usr/sbin/newaliases
e /usr/sbin/named9

« /usr/sbin/named8

e /usr/sbin/netstat

e /usr/sbin/nfsstat

« /usr/sbin/pdelay

« /usr/sbin/pdisable

« /usr/sbin/penable

« /usr/sbin/perf/diag_tool/getschedparms
e /usr/sbin/perf/diag_tool/getvmparms
« /usr/sbin/phold

« /usr/sbin/portmizr

« /usr/sbin/pshare

e /usr/sbin/pstart

« /usr/sbin/putlvch

« /usr/sbin/putlvodm

« /usr/sbin/qdaemon

« /usr/sbin/quota

e /usr/sbin/xreboot

e /usr/sbin/redefinevg
« /usr/sbin/repquota

« /usr/sbin/restbyinode
e /usr/sbin/rmdev

« /usr/sbin/ping

e /usr/sbin/xmgroup

Security 43



« /usr/sbin/rmpath

« /usr/sbin/rmrole

e /usr/sbin/rmuser

« /opt/rsct/bin/ctstrtcasd
e /usr/sbin/srcd

e /usr/sbin/srcmstr

e /usr/sbin/rmsocké4
« /usr/sbin/sendmail_ssl
« /usr/sbin/sendmail_nonssl
e /usr/sbin/rmsock

e /usr/sbin/sliplogin
e /usr/sbin/sendmail
e /usr/sbin/rwhod

e /usr/sbin/route

« /usr/sbin/snappd

« /usr/sbin/swap

e /usr/sbin/swapoff

« /usr/sbin/swapon

e /usr/sbin/swcons

e /usr/sbin/switch.prt
« /usr/sbin/synclvodm
e /usr/sbin/tsm

e /usr/sbin/umount

« /usr/sbin/umountall
e /usr/sbin/unmount

e /usr/sbin/varyonvg
e /usr/sbin/watch

e /usr/sbin/talkd

e /usr/sbin/timedc

« /usr/sbin/uucpd

e /usr/bin/bellmail

« /usr/bin/at

« /usr/bin/capture

e /usr/bin/chcore

- /usr/bin/acctras

e /usr/bin/acctctl

e /usr/bin/chgroup

e /usr/bin/chkey

« /usr/bin/chque

« /usr/bin/chquedev

e /usr/bin/chrole

« /usr/bin/chsec

e /usr/bin/chuser
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e /usr/bin/confsrc
e /usr/bin/crontab
« /usr/bin/enq

e /usr/bin/filemon
e /usr/bin/erxpt

« /usr/bin/fileplace
« /usr/bin/fileplaceij2
« /usr/bin/fileplacej2_64
« /usr/bin/ftp

e /usr/bin/getcont
« /usr/bin/ipcs

« /usr/bin/ipcs64

e /usr/bin/iostat

e /usr/bin/logout

« /usr/bin/lscore

e /usr/bin/lssec

« /usr/bin/mesg

« /usr/bin/mkgroup
« /usr/bin/mkque

e /usr/bin/mkquedev
« /usr/bin/mkrole

e /usr/bin/mkuser

e /usr/bin/netpmon
e /usr/bin/newgrp

e /usr/bin/pagdel

e /usr/bin/paginit
e /usr/bin/paglist
« /usr/bin/passwd

« /usr/bin/pwck

« /usr/bin/pwdadm

e /usr/bin/pwdck

e /usr/bin/rm_mlcache_file
e /usr/bin/rdist

e /usr/bin/remsh

e /usr/bin/xrlogin

« /usr/bin/rexec

« /usr/bin/rCp

e /usr/bin/rmque

« /usr/bin/rmquedev
e /usr/bin/xsh

e /usr/bin/ruptime
« /usr/bin/rwho

« /usr/bin/script
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e /usr/bin/setgroups

e /usr/bin/setsenv

« /usr/bin/shell

e /usr/bin/su

« /usr/bin/sysck

« /usr/bin/tcbck

« /usr/bin/sysck_z

« /usr/bin/telnet

« /usr/bin/tftp

e /usr/bin/traceroute

e /usr/bin/tn

e /usr/bin/tn3270

e /usr/bin/usrck

e /usr/bin/utftp

« /usr/bin/vmstat

e /usr/bin/vmstaté4

« /usr/bin/yppasswd

« /sbin/helpers/jfs2/backbyinode
e /sbin/helpers/jfs2/diskusg

« /sbin/helpers/jfs2/restbyinode

AIX trusted installation and update

Starting from IBM AIX 7.2 with Technology Level 4, the software packages, which are delivered in the
installp format, are digitally signed. The digital signatures of the associated software package are
stored in a database called Digital Signature Catalog (DSC). These digital signatures are distributed by
using the ODM entries of the new dsc_inventory class.

When you install the installp formatted software for software package installation or update, the
verification program verifies the digital signatures of the software package. The installp command
performs actions based on the value of the Digital Signature Policy option.

For more information about setting a value for the Digital Signature Policy option, see AIX trusted
installation.

You can also run the chsignpolicy command to modify the value of the Digital Signature
Policy option.

Users, groups, and passwords

You can manage AIX users and groups.

Automatic home directory creation at login
The AIX operating system can automatically create a home directory at user login.

This feature is useful for remotely defined users (for example, users defined in an LDAP server) who may
not have a home directory in the local system. The AIX operating system provides two mechanisms to
automatically create a home directory at user login: a standard AIX mechanism and a PAM mechanism.
These mechanisms can be enabled together.

AIX mechanism
The AIX mechanism covers login through the following commands: getty, login, rlogin, rsh, telnet,
and tsm. The AIX mechanism supports STD_AUTH authentication and PAM_AUTH authentication
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using the pam_aix module. Enable the AIX mechanism in the /etc/security/login.cfg file by setting
the mkhomeatlogin attribute of the usw stanza to true (see the /etc/security/login.cfg file for
additional information about the file). Use the chsec command to enable or disable the automatic-
home-directory-creation-at-login feature. For example, to enable the feature, run the following
command:

# chsec -f /etc/security/login.cfg -s usw -a mkhomeatlogin=true

When enabled, the login process checks for the user's home directory after successful authentication.
If a user's home directory does not exist, one is created.

Note: The mkhomeatlogin attribute is only supported on AIX Version 6.1 with the 6100-02
Technology Level or later.

PAM mechanism
AIX also provides a pam_mkuserhome module for creating home directories for PAM mechanisms.
The pam_mkuserhome module can be stacked with other session modules for login services. To
enable this PAM module for a service, an entry must be added to that service. For example, to enable
home directory creation through the telnet command using PAM, add the following entry to the /etc/
pam.cfg file:

telnet session optional pam_mkuserhome

Account ID

Each user account has a numeric ID which uniquely identifies the account. The AIX operating system
grants authorization according to Account ID.

It is important to understand that accounts with the same ID are virtually the same account. When
creating users and groups, the AIX mkusex and mkgxroup commands always check for the target registry
to make sure that the account to be created has no ID collision with existing accounts.

The system can also be configured to check all user (group) registries during account creation using the
dist_uniqgid system attribute. The dist_uniqid attribute of the usw stanza in the /etc/security/
login.cfg file can be managed using the chsec command. To configure the system to always check for
id collision against all registries, run:

# chsec -f /etc/security/login.cfg -s usw -a dist_uniqid=always

There are three valid values for the dist_unigid attribute:

never
This value does not check for ID collision against the non-target registries (default).

always
This value checks for ID collision against all other registries. If collision detected between the target
registry and any other registry, the mkusex (mkgroup) command picks a unique ID which is not used
by any registry. It only fails if the ID value is specified from the command line (for example, mkuser
id=234 foo, and ID 234 is already taken by a user in any of the registries).

unigbyname
This value checks for ID collision against all other registries. Collision between registries is permitted
only if the account to be created has the same name as the existing account foramkuser id=123
foo type of command. If the ID is not specified from the command line, the new account might not
have the same ID value as an existing account with the same name in another registry. For example,
acctl with ID 234 is a local account. When creating an LDAP account acctl, mkuser -R LDAP
acctl might pick a unique ID of 235 for the LDAP account. The result is acctZ with ID 234 on local,
and acctl with 235 on LDAP.

Note: ID collision detection in the target registry is always enforced regardless of the dist_uniqid
attribute.
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The unigbyname value works well against two registries. With more than two registries, and when ID
collision already exists between two registries, the behavior of mkusex (mnkgroup) is unspecified when
creating a new account in a third registry using the colliding ID values. The new account creation might
succeed or fail depending the order the registries are checked.

For example: Suppose a system is configured with three registries: local, LDAP and DCE. An acctl account
exists in LDAP and an acct2 account in DCE, both with ID 234. When the system administrator runs the
mkuser -R files id=234 acctl (mkgroup -R files id=234 acctl) command to create the
local account with the unigbyname value, the mkuser (nkgroup) command checks against the LDAP
registry first, and finds that ID 234 is taken by LDAP account acctl. Since the account to be created has
the same account name, the mkusex (mnkgroup) command successfully creates the local account acctl
with ID 234. If the DCE registry is checked first, the mkusex (mkgroup) command finds that ID 234 is
taken by DCE account acct2, and creation of local account acctl fails. The check for ID collision enforces
ID uniqueness between the local registry and remote registries or between remote registries. There is no
guarantee of ID uniqueness between the newly created account on the remote registry and existing local
users on other systems which use the same remote registry. The mkuser (mkgroup) command bypasses
the remote registry if it is not reachable at the time the command is run.

Root account
The root account has virtually unlimited access to all programs, files, and resources on a system.

The root account is the special user in the /etc/passwd file with the user ID (UID) of ©@ and is commonly
given the user name, root. It is not the user name that makes the root account so special, but the UID
value of 0. This means that any user that has a UID of 0 also has the same privileges as the root user. Also,
the root account is always authenticated by means of the local security files.

The root account should always have a password, which should never be shared. The root account should
be given a password immediately after the system is installed. Only the system administrator should know
the root password. System administrators should only operate as the root user to perform system
administration functions that require root privileges. For all other operations, they should return to their
normal user account.

Attention: Routinely operating as the root user can result in damage to the system because the
root account overrides many safeguards in the system.

Disabling direct root login
A common attack method of potential hackers is to obtain the root password.

To avoid this type of attack, you can disable direct access to your root ID and then require your system
administrators to obtain root privileges by using the su - command. In addition to permitting you to
remove the root user as a point of attack, restricting direct root access permits you to monitor which users
gained root access, as well as the time of their action. You can do this by viewing the /var/adm/sulog
file. Another alternative is to enable system auditing, which will report this type of activity.

To disable remote login access for your root user, edit the /etc/security/user file. Specify False as
the rlogin value on the entry for root.

Before you disable the remote root login, examine and plan for situations that would prevent a system
administrator from logging in under a non-root user ID. For example, if a user's home file system is full,
the user would not be able to log in. If the remote root login were disabled and the user who could use the
su - command to change to root had a full home file system, root could never take control of the system.
This issue can be bypassed by system administrators creating home file systems for themselves that are
larger than the average user's file system.

User accounts

There are several security administrative tasks for user accounts.
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Recommended user attributes
User administration consists of creating users and groups and defining their attributes.

A major attribute of users is how they are authenticated. Users are the primary agents on the system.
Their attributes control their access rights, environment, how they are authenticated, as well as how,
when, and where their accounts can be accessed.

Groups are collections of users who can share the same access permissions for protected resources. A
group has an ID and is composed of members and administrators. The creator of the group is usually the
first administrator.

Many attributes can be set for each user account, including password and login attributes. For a list of
configurable attributes, refer to “Disk quota system overview” on page 75. The following attributes are
recommended:

« Each user should have a user ID that is not shared with any other user. All of the security safeguards and
accountability tools work only if each user has a unique ID.

« Give user names that are meaningful to the users on the system. Actual names are best, because most
electronic mail systems use the user ID to label incoming mail.

- Add, change, and delete users using the SMIT interface. Although you can perform all of these tasks
from the command line, the SMIT interface helps to reduce small errors.

« Do not give an initial password to a user account until the user is ready to log in to the system. If the
password field is defined as an * (asterisk) in the /etc/passwd file, account information is kept, but no
one can log in to that account.

« Do not change the system-defined user IDs that are needed by the system to function correctly. The
system-defined user IDs are listed in the /etc/passwd file.

« In general, do not set the admin parameter to true for any user IDs. Only the root user can change
attributes for users with admin=true set in the /etc/security/user file.

The operating system supports the standard user attributes usually found in the /etc/passwd
and /etc/system/group files, such as:

Authentication Information
Specifies the password

Credentials
Specifies the user identifier, principal group, and the supplementary group ID

Environment
Specifies the home or shell environment.

User and group name length limit
You can configure and retrieve the user and group name length limit.

The user and group name length limit parameter default value is 9 characters. For AIX 5.3 and later, you
can increase the user and group name length limit from 9 characters to 256 characters. Because the user
and group name length limit parameter includes the terminating NULL character, the actual valid name
lengths are from 8 characters to 255 characters.

The user and group name length limit is specified with the v_max_logname system configuration
parameter for the sys0 device. You can change or retrieve the v_max_logname parameter value from the
kernel or ODM database. The parameter value in the kernel is the value the system uses while running.
The parameter value in the ODM database is the value the system uses after the next restart.

Note: Unexpected behavior might occur if you decrease the user and group name length limit after
increasing it. User and group names that you created with the larger limitation might still exist on the
system.
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Retrieving the user and group name length limit from the ODM database
You can use commands or subroutines to retrieve the v_max_logname parameter.

You can use the 1sattx command to retrieve the v_max_logname parameterin the ODM database. The
1sattr command displays the v_max_logname parameter as the max_logname attribute.

The following example shows how to use the 1sattx command to retrieve the max_logname attribute:

$ lsattr -E1 sysO

SW_dist_intr false Enable SW distribution of interrupts True
autorestart true Automatically REBOOT system after a crash True
boottype disk N/A False
capacity_inc 1.00 Processor capacity increment False
capped true Partition is capped False
conslogin enable System Console Login False
cpuguard enable CPU Guarxd True
dedicated true Partition is dedicated False
ent_capacity 4.00 Entitled processor capacity False
frequency 93750000 System Bus Frequency False
fullcore false Enable full CORE dump True
fwversion IBM,SPHO1316 Firmware version and revision levels False
iostat false Continuously maintain DISK I/0 history True
keylock normal State of system keylock at boot time False
max_capacity 4.00 Maximum potential processor capacity False
max_logname 20 Maximum login name length at boot time True
maxbuf 20 Maximum number of pages in block I/0 BUFFER CACHE Tzrue
maxmbuf 0 Maximum Kbytes of real memory allowed for MBUFS  True
maxpout (0] HIGH water mark for pending write I/Os per file True
maxuproc 128 Maximum number of PROCESSES allowed per user True
min_capacity 1.00 Minimum potential processor capacity False
minpout (0] LOW water mark for pending write I/Os per file True
modelname IBM,7044-270 Machine name False
ncargs 6 ARG/ENV list size in 4K byte blocks True
pred430core false Use pre-430 style CORE dump True
pre520tune disable Pre-520 tuning compatibility mode True
realmem 3145728 Amount of usable physical memory in Kbytes False
rtasversion 1 Open Firmware RTAS version False
sec_flags 0] Security Flags True
sed_config select Stack Execution Disable (SED) Mode True
systemid IBM,0110B5F5F Hardware system identifier False
variable_weight 0 Variable processor capacity weight False

Retrieving the user and group name length limit from the kernel
You can use commands and subroutines to retrieve the v_max_logname parameter from the kernel.

Using the getconf command

You can use the getconf command with the LOGIN_NAME_MAX parameter to retrieve the user and group
name length limit in the kernel. The getconf command output includes the terminating NULL character.

The following example shows how to use getconf command to retrieve the current user and group name
limit from the kernel:

$ getconf LOGIN_NAME_MAX
20

$

Using the sysconf subroutine

You can use the sysconf subroutine with the _SC_LOGIN_NAME_MAX parameter to retrieve the user and
group name length limit in the kernel.

The following example shows how to use the syscont subroutine to retrieve the user and group name
length limit from the kernel:

f#include <unistd.h>
main()
i

long len;
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len = sysconf(_SC_LOGIN_NAME_MAX);

printf("The name length limit is %d\n", len);

Using the sys_paxrm subroutine

You can use the sys_paxrm subroutine with the SYSP_V_MAX_LOGNAME parameter to retrieve the current
user name length limit in the kernel.

The following example shows how to use the sys_paxrm subroutine to retrieve the user name length limit
from the kernel:

#include <sys/types.h>
#include <sys/var.h>
#include <errno.h>
main ()

1
int rc;
struct vario myvar;

rc = sys_parm (SYSP_GET, SYSP_V_MAX_LOGNAME, &myvar);

if (!xrc)

printf("Max_login_name = %d\n", myvar.v.v_max_logname.value);
else

printf("sys_parm() failed rc = %d, errno = %d\n", rc, errno);

Changing the user group and name length limit in the ODM database

You can configure the user and group name length limit value in the kernel only during the system boot
phase. You can change the value in the ODM database using the chdev command. The change takes
effect after the next system restart.

The following example shows how to use the chdev command to change the v_max_logname
parameter in the ODM database:

$ chdev -1 sys0® -a max_logname=30
sys0 changed
$

User account control
User accounts have attributes that can be altered.

Each user account has a set of associated attributes. These attributes are created from default values
when a user is created by using the mkusex command. The attributes can be altered by using the chusex
command. The following are the user attributes that control login and are not related to password quality:

account_locked
If an account must be explicitly locked, this attribute can be set to True; the default is False.

admin
If set to True, this user can not change the password. Only the administrator can change it.
admgroups
Lists groups for which this user has administrative rights. For those groups, the user can add or delete
members.
authl
The authentication method that is used to grant the user access. Typically, it is set to SYSTEM, which
will then use newer methods.

Note: The authl attribute is deprecated and should not be used.

auth2
Method that runs after the user has been authenticated by whatever was specified in authl. It cannot
block access to the system. Typically, it is set to NONE.
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Note: The auth2 attribute is deprecated and should not be used.

daemon
This boolean parameter specifies whether the user is allowed to start daemons or subsystems with
the staxrtsrc command. It also restricts the use of the cron and at facilities.

login
Specifies whether this user is allowed to log in. A successful login resets the
unsuccessful_login_count attribute to a value of O (from the loginsuccess subroutine).

logintimes
Restricts when a user can log in. For example, a user might be restricted to accessing the system only
during normal business hours.

registry
Specifies the user registry. It can be used to tell the system about alternate registries for user
information, such as NIS, LDAP, or Kerberos.

rlogin
Specifies whether the specified user can log in by using the xr1ogin or the telnet command. The
rlogin attribute only controls remote login. For information about controlling the ability to run
individual remote commands, see rcmds.

su
Specifies whether other users can switch to this ID with the su command.

sugroups
Specifies which groups are allowed to switch to this user ID.

ttys
Limits certain accounts to physically secure areas.

expires
Manages student or guest accounts; also can be used to turn off accounts temporarily.

loginretries
Specifies the maximum number of consecutive failed login attempts before the user ID is locked by
the system. The failed attempts are recorded in the /etc/security/lastlog file.

umask
Specifies the initial umask for the user.

rcmds
Specifies whether the specified user can run individual commands by using the xrsh command or the
rexec command. The value allow indicates that you can run commands remotely by using the xsh
and xrexec commands. A value deny indicates that you cannot run commands remotely. The value
hostlogincontrol indicates that running remote commands is controlled by the hostallowedlogin
and hostsdeniedlogin attributes. For information about controlling remote login, see the rlogin
attribute.

hostallowedlogin
Specifies the hosts which permit the user to login. This attribute is intended to be used in a networked
environment where user attributes are shared by multiple hosts.

hostsdeniedlogin
Specifies the hosts which do not permit the user to login. This attribute is intended to be used in a
networked environment where user attributes are shared by multiple hosts.

maxulogs
Specifies the maximum number of logins per user. If the user has reached the maximum number of
allowed logins, login will be denied.

The complete set of user attributes is defined in the /etc/security/user, /etc/security/
limits, /etc/security/audit/configand /etc/security/lastlog files. The default for user
creation with the mkusex command is specified in the /usr/1lib/security/mkuser.default file.
Only options that override the general defaults in the default stanzas of the /etc/security/user

and /etc/security/limits files, as well as audit classes, must be specified in the mkuser.default
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file. Several of these attributes control how a user can log in, and they can be configured to lock the user
account (prevent further logins) automatically under specified conditions.

After the user account has been locked by the system due to the number of unsuccessful login attempts,
the user is not able to log in until the system administrator resets the user unsuccessful_login_count
attribute in the /etc/security/lastlog file to be less than the value of login retries. This can be done
using the following chsec command, as follows:

chsec -f /etc/security/lastlog -s username -a
unsuccessful_login_count=0

The defaults can be changed by using the chsec command to edit the default stanza in the appropriate
security file, such as the /etc/security/useror /etc/security/limits files. Many of the defaults
are defined to be the standard behavior. To explicitly specify attributes that are set every time that a new
user is created, change the user entry in /usxr/lib/security/mkuser.default.

For information on extended user password attributes, refer to “Passwords” on page 63.

Login-related commands affected by user attributes

The following table lists the attributes that control login and the affected commands.

User attribute Commands

account_locked rexec, rsh, xcp, ssh, scp, rlogin, telnet, £tp,
login

login Only affects login from a console. The value of the

login attribute does not affect remote login
commands, remote shell commands, or remote copy
commands rexec, xsh, xcp, ssh, scp, rlogin,
telnet, and £tp).

logintimes rexec, rsh, xcp, ssh, scp, rlogin, telnet, £tp,
login
rlogin Only affects remote login commands, certain remote

shell commands, and certain remote copy commands
(ssh, scp, rlogin, and telnet).

loginretries rexec, rsh, xcp, ssh, scp, rlogin, telnet, £tp,
login

/etc/nologin rexec, rsh, xcp, ssh, scp, rlogin, telnet, £tp,
login

rcmds=deny rexec, rsh, xrcp, ssh, scp

rcmds=hostlogincontrol and rexec, rsh, xcp, ssh, scp, rlogin, telnet, £tp,

hostsdeniedlogin=<target_hosts> login

ttys = IREXEC, !RSH rexec, rsh, xcp, ssh, scp, rlogin, telnet, £tp,
login

ttys = IREXEC, !RSH, /dev/pts rexec, rsh

ttys = IREXEC, !RSH, ALL rexec, rsh

expires rexec, rsh, xcp, ssh, scp, xrlogin, telnet, £tp,
login

Note: xsh only disallows execution of remote commands. Remote logins are still permitted.

Related information
loginsuccess subroutine
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rexec command
xrsh command
startsxrc command
su command

Login user IDs
The operating system identifies users by their login user ID.

The login user ID allows the system to trace all user actions to their source. After a user logs in to the
system but before running the initial user program, the system sets the login ID of the process to the user
ID found in the user database. All subsequent processes during the login session are tagged with this ID.
These tags provide a trail of all activities performed by the login user ID. The user can reset the effective
user ID, real user ID, effective group ID, real group ID, and supplementary group ID during the session,
but cannot change the login user ID.

Strengthening user security with Access Control Lists
To achieve an appropriate level of security in your system, develop a consistent security policy to manage
user accounts. The most commonly used security mechanism is the access control list (ACL).

For information about ACLs and developing a security policy, see “Access Control Lists” on page 117.

PATH environment variable
The PATH environment variable is an important security control. It specifies the directories to be
searched to find a command.

The default systemwide PATH value is specified in the /etc/profile file, and each user normally has a
PATH value in the user's $HOME/ . profile file. The PATH value in the . profile file either overrides the
systemwide PATH value or adds extra directories to it.

Unauthorized changes to the PATH environment variable can enable a user on the system to "spoof" other
users (including root users). Spoofing programs (also called Trojan horse programs) replace system
commands and then capture information meant for that command, such as user passwords.

For example, suppose a user changes the PATH value so that the system searches the /tmp directory first
when a command is run. Then the user places in the /tmp directory a program called su that asks for the
root password just like the su command. Then the /tmp/su program mails the root password to the user
and calls the real su command before exiting. In this scenario, any root user who used the su command
would reveal the root password and not even be aware of it.

To prevent any problems with the PATH environment variable for system administrators and users, do the
following:

« When in doubt, specify full path names. If a full path name is specified, the PATH environment variable
is ignored.

 Never put the current directory (specified by . (period)) in the PATH value specified for the root user.
Never allow the current directory to be specified in /etc/profile.

« The root user should have its own PATH specification in his private . profile file. Typically, the
specification in /etc/profile lists the minimal standard for all users, whereas the root user might
need more or fewer directories than the default.

« Warn other users not to change their . profile files without consulting the system administrator.
Otherwise, an unsuspecting user could make changes that allow unintended access. A user .profile
file should have permissions set to 740.

« System administrators should not use the su command to gain root privilege from a user session,
because the user's PATH value specified in the . profile file is in effect. Users can set their
own .profile files. System administrators should log in to the user's machine as root user or
preferably, using their own ID and then use the following command:

/usr/bin/su - root
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This ensures that the root environment is used during the session. If a system administrator does
operate as root in another user session, the system administrator should specify full path names
throughout the session.

« Protect the input field separator (IFS) environment variable from being changed in the /etc/profile
file. The IFS environment variable in the .profile file can be used to alter the PATH value.

Using the secldapcintd daemon
The secldapclntd daemon dynamically manages connections to a LDAP server.

At start up, the secldapclntd daemon connects to the servers defined in the /etc/security/ldap/ldap.cfg
file (one connection per LDAP server). Later, if the secldapclntd daemon determines that the LDAP
connection is restricting LDAP processing requests, the daemon will automatically establish another
connection to the current LDAP server. This process continues until the predefined maximum number of
connections is reached. After the maximum number of connections is reached, no new connections are
added.

The secldapclntd daemon periodically checks all the connections to the current LDAP server. If any
connection other than the first connection is idle for a predefined period, the daemon will close that
connection.

The connectionsperserver variable in the /etc/security/ldap/ldap.cfg file is used as the maximum
number of connections. However, if the connectionsperserver variable is greater than the numberofthread
variable, the secldapclntd daemon sets the connectionsperserver value to numberofthread value. The
valid values for the connectionsperserver variable are 1 to 100. The default value is 10
(connectionsperserver: 10).

The connectionmissratio variable in the /etc/security/ldap/ldap.cfg file sets the criteria for establishing
new LDAP connections. The connectionmissratio variable is the percentage of operations that failed to
obtain LDAP connections (handle-miss) during first attempts. If the number of missed attempts is greater
than the connectionmissratio variable, the secldapclntd daemon enhances the LDAP queries by
establishing new LDAP connections (not to exceed the number of connections defined in the
connectionsperserver variable). The valid values for the connectionmissratio variable are 10 to 90. The
default value is 50 (connectionmissratio: 50).

The connectiontimeout variable in the /etc/security/ldap/ldap.cfg file is used as the period that
connections can remain idle before they are closed by the secldapclntd daemon. The valid values for the
connectiontimeout variable are 5 seconds or more (no maximum limit). The default value is 300 seconds
(connectiontimeout: 300).

Anonymous FTP with a secure user account setup
You can set up anonymous FTP with a secure user account.

This scenario sets up an anonymous FTP with a secure user account, using the command line interface
and a script.

1. Verify that the bos.net.tcp.client fileset is installed on your system, by typing the following
command:

1slpp -L | grep bos.net.tcp.client

If you receive no output, the fileset is not installed. For instructions on how to install it, see
Installation and migration.

2. With root authority, change to the /usr/samples/tcpip directory. For example:

cd /usr/samples/tcpip
3. To set up the account, run the following script:

./anon.ftp
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10.

11.

12.

13.

14.

15.

16.

17.

. When prompted with Are you sure you want to modify /home/ftp?,type yes. Output

similar to the following displays:

Added user anonymous.

Made /home/ftp/bin directory.

Made /home/ftp/etc directory.

Made /home/ftp/pub directory.

Made /home/ftp/lib directory.

Made /home/ftp/dev/null entry.

Made /home/ftp/usr/lpp/msg/en_US directory.

. Change to the /home/ftp directory. For example:

cd /home/ftp

. Create a home subdirectory, by typing:

mkdir home

. Change the permissions of the /home /ftp/home directory to drwxxr-xx-x, by typing:

chmod 755 home

. Change to the /home/ftp/etc directory, by typing:

cd /home/ftp/etc

. Create the objrepos subdirectory, by typing:

mkdir objrepos
Change the permiss