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Foreword

This manual provides an introduction to the basic operations and functions of
the DCOM Settings.

While developing these functions we have made every effort to create a
clearly organized, easy-to-understand program structure.

A user-friendly interface as well as a clear menu guide will enable you to
quickly learn how to operate the program and to get familiar with its functions
so that you can carry out your planning tasks in a quick and reliable way.

No Liability or Guarantee

Our programs and manuals have been compiled with great care and to the
best of our knowledge. They have also been tested in a production setting.
However, we assume no liability and provide no guarantee that the software
and related descriptions are free of error or are suitable for special purposes.

DELMIA assumes no liability for any damage that may arise from the use of
this software. By using this software, the user acknowledges this exclusion
from liability and shall hold DELMIA exempt from all claims.

Copyright

The information in our documents may be copied and distributed for internal
purposes provided it is done free of charge and the contents are not altered or
distorted.

Any other form of usage, especially the sale on CD-ROM or in any other publi-
cation in whole or in part is only permitted after prior written consent by
DELMIA.

Some parts of this software are owned by Unigraphics Solutions Inc. and are
copyrighted © 2011. All rights reserved.

Some parts of this software are owned by combit® GmbH and are
copyrighted. Report-/Print module List and Label® Version 15.0: Copyright
combit® GmbH 1991-2011.

Modifications
Moreover, DELMIA retains the right to make modifications and improvements
to the product described in this manual at any time without prior notification.

DELMIA and the 3DS logo are registered trademarks of Dassault Systemes or
its subsidiaries, in the United States or other countries.

This clause applies to all acquisitions of DASSAULT SYSTEMES commercial
computer software by or for the United States federal government, or by any
prime contractor or subcontractor (at any tier) under any contract, grant, coop-
erative agreement, or other activity with the federal government. By accepting
delivery of this software, the United States government hereby agrees that this
software qualifies as “commercial” computer software within the meaning of
the acquisition regulation(s) applicable to this procurement. The terms and
conditions of the DASSAULT SYSTEMES standard commercial end user li-
cense agreement shall pertain to the United States government’s use and dis-
closure of this software, and shall supersede any conflicting contractual terms
and conditions. If the DASSAULT SYSTEMES standard commercial license
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fails to meet the United States government’s needs or is inconsistent in any
respect with United States Federal law, the United States government agrees
to return this software, unused, to DASSAULT SYSTEMES. The following
additional statement applies only to acquisitions governed by DFARS Subpart
227.4 (October 1988): “Restricted Rights — use, duplication, and disclosure by
the Government is subject to restrictions as set forth in subparagraph (c)(I)(ii)
of the Rights in Technical Data and Computer Software clause at DFARS 252-
227-7013 (Oct. 1988).”

© 2001-2011 Dassault Systémes - All Rights Reserved
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Introduction 1

1.

Introduction

This manual explains how to use the Process Engineer DCOM Settings for
your planning purposes.

1.1 How to Use this Manual

N

This manual enables you to get familiar with the operation and functions of the
Process Engineer. This manual briefly describes:

= DCOM Setting Functions
Note

When handling the DCOM Setting functions, please also refer to the general
introduction to Process Engineer in the General Introduction Manual.

Click General Introduction to access the manual.

1.2 Documentation Conventions and Symbols

The symbols used in this manual are intended to provide you with keys to the
contents in an immediately understandable manner.

This symbol is used to introduce key concepts that are covered in the sections
immediately following this symbol. As a result, this symbol most frequently ap-
pears at the beginning of chapters or sections.

Note

This symbol is used to mark notes, which provide you with additional informa-
tion you need to have for further work. You will either find the Note sign at the
beginning of a chapter or in a particular text passage in the chapter. Texts
bearing this sign are additionally marked with Note. The text is always in ital-
ics.

Caution

This symbol indicates that the text that follows describes particular circum-
stances that you must avoid to avoid potential errors with the operation of the
program or harm to data. You will either find the Caution sign at the beginning
of a chapter or near a particular text passage in the chapter. Texts that are in-
troduced by this sign are additionally marked with Caution. The text is always
in italics.

This symbol marks examples which serve to illustrate a certain situation.
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This symbol marks the individual operational steps involved in a particular op-
1 erating instruction. Operating instructions describe operational steps, for ex-
ample, how to open a menu or execute a function.

« This symbol marks listed subjects. The symbol for listed subjects can be either
used to structure a continuous text or to list main subject keywords.

> | This symbol marks list inside a bulleted or numbered list.

m‘ This symbol marks cross reference information that is available in another
manual.

1.3 New Functions in DCOM Settings

No new functionality has been added for this release.
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Overview 3

2. QOverview

The Process Engineer solution consists of three different layers. These three
layers are database, server applications, and client applications. Part of the
solution is the capability to run these three layers on different computer. The
interaction between these layers is provided via technologies that provide net-
work capabilities.

Customer environment

Manufacturing Hub
; V5 (DPM) Master Server
l I . ’ Orade
ORACLE
ES (DF’E) DCOM
l'.

Manufacturing
Hub Slave Server

¥5 (DPM) l&

Figure 1: Process Engineer Layers

The solution used as database is Oracle. Oracle itself uses by default TCP/IP
to communicate via network and therefore provides the technology that allows
the communication between server and database.

This manual concentrates on explaining the setup of the other technology,
which is used by the Server and Client part of the solution for network com-
munication. This technology is called DCOM (Distribution Component Object
Model).

2.1 Distribution Component Object Model

DCOMiis a technology that was introduced by Microsoft in the mid 1990s. It
has been developed on top of COM (formerly called also OLE). COMitself is a
technology that initial was used for inter module/inter process communication
inside computer boundaries. DCOM enhanced this technology by the capabil-
ity to communicate via network. Internal DCOM uses Remote Procedure Calls
(RPC), which itself again is implemented base on the TCP/IP network proto-
col.

What makes DCOM difficult to install and to administrate is the security model,
which it provides. This manual explains the settings that have to be custom-
ized on client and server side in order to enable the solution to work via net-
work.
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Overview 4

2.1.1 Callbacks

A callback represents in DCOM a connection that is build up backward from
the server to the client. Since this type of connections are built up by DCOM in
this way, in some scenarios customization effort on the Client OS is neces-
sary. Server applications use these methods for asynchronous communication
with the clients. In the context of DPE client (also called E5 client) callbacks
are used in first instance for keeping the data on the client side up to date.
Since DPM clients (also called V5 clients), compared to the DPE clients, en-
sure the consistency of the data in another way, they also do not need any
callback mechanism.

The usage of callback, in our solution, is in majority the reason for client side
customization. The manual will explain in which scenarios client side customi-
zation is required.

2.1.2 DCOM and Firewalls

The DCOM technology uses a dynamically assignment of TCP/IP ports for
communication purposes. In theory DCOM could use all ports on an individual
machine that are not used for other communication purposes. This fact and
the fact that the solution is using the callback functionality of DCOM make the
setup of our solution over Firewall boundaries very complex. Further explana-
tions on how to setup DCOM cross Firewall boundaries can be found on the
following Microsoft URL:

http://msdn.microsoft.com/library/default.asp?url=/librar
y/en-us/dndcom/html /msdn dcomfirewall.asp

2.2 Prerequisites

The changes described further in this manual are recommendations. They are
based on Operation System installations where security policies are as they
are shipped by Microsoft. In case the security policies have been changed by
the customer further customization steps could be needed.

To execute the changes described in this manual you need to be logged in as
Local Administrator on the machines on that changes have to be done.
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3. Working with Enabled DCOM Authentication

Ly

Running the software with an enable DCOM Authentication means that a user
authentication takes place when a connection is established. In order to au-
thenticate the transfer of user contexts from one machine to another is per-
formed. Per example the DPE Client, as in the following pictures shown, runs
under the context of a user called DPE User (account of user under, which the
log in to the client machine has been performed):

&pplications | Processes | Performance | Metworking

Image Mame User Mame
DPFFrame. exe DPE User

Figure 2: User Context

This user context is transferred to the server machine where first of all authen-
tications takes place. In second instance security checks are done that deter-
mine if user has access permission.

Configuration of which mode the software uses happens via registry. By de-
fault the solution is installed to run with enabled DCOM Authentication. This
means the DisableAuthentication value that is stored in the registry under
the key HKEY_LOCAL_MACHINE\SOFTWARE\DELMIA is set by default to
0. The flag has to be consistent on all server and client machines.

% Registry Editor

File Edit View Favorites Help

(23 cCrystal Decisions # || Name Type Data -~

(0 Cygnus Solutions (Default) REG_SZ (value not set)

g DELMI;‘" [B|DcoMadtherticationService  REG_5Z  WINNT

= Eﬁzosl ET DisableAuthertication REG.SZ O

+ ullCircle : .

e v EnahlePacketPrlvacy REG_52 i} "
< ¥ < >

Figure 3: Registry Editor

Notes

We recommend the users to be logged in as a Domain User when working
with the client software. Also we recommend the server process to run under a
Domain User. The usage of a Domain User for the server process identity is
suggested cause of the callback connections. The general use of Domain
Users makes the administration and setting up of the solution easier.

3.1 Server Settings

When setting up the system the first thing to do, is to define the user identity
under which the server processes have to run. We recommend the use of a
Domain User that has Local Administrator Rights (Please refer to the As-
sign Local Administrator Rights to a User) for this purpose. Due to the callback
connections the server has to authenticate on the client machines. This means
the user identity used by the server processes has to be known on the client
machines (applies only in case client is a DPE client).
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Generally spoken, if non domain users are used either as client user identity or
server process identity, the only option is to make the user known by creating
a user with the same name/password combination on the opposite machine.

The following steps have to be done in order to setup DCOM Permissions in
the right way. How to do these steps will be explained further on in own sub
chapters:

= The user identity has to be set for the Server Processes
= Set the Launch Permission for the Server Processes
= Set the Access Permission for the Server Processes

= Depending on the used server OS, machine policies have to be adapted.

For setting up the permissions in a convenient way we recommend setting up
a Domain Group containing all users that work with the solution and also the
user identity of the server processes:

Gereral

‘g DPE Users

Dezcription: Uzerz that hawve the right to access MHub

Members:

o5 OPE Admin
5 OPE User
o5 OPE User?

[ QK. ] [ Cancel ] [ Apply

Figure 4. DPE User Properties

> If only one server machine is set up, in that case a Local Group is suffi-
cient.

3.1.1 Configure the User Identity of the Server Processes

1) Start DCOM Configuration, Please refer to the Launching DCOM Configu-
ration Tool.

2) Set DCOM Identity on required processes (Please refer to the Customizing
Server Processes)
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4 DPE EPGenericServices
%3 DPE EPLogger
|- %3 DPE EPSSOService
¢ DPE Lock Manager
DPE PoolingServer
- %3 DPE PPRServer

4 DPE Server Tools
+1-%3 DPE Update Manager

Figure 5: DPE Server Processes

3) Select Properties... on each server process.
4) Select the Identity tab:

5) Check the radio button This user and enter the user name (DPE Admin)
and user password.

6) Confirm with OK.

DPE EPGenericServices Properties ﬂ E
General | Location | Security | Endpoints  Identity I

‘Which uzer account do you want to uze ta un this application?

" The interactive uger.

" The launching user.

ISVIF‘DDEG\DF’E Adrnin Browse... |

Password: Iooooooooooooooo

Confirm paszzword: I...............

= The spstem account [sernvices onl).

Figure 6: DPE EPGeneric Services Properties

7) The server processes from now should run under the DPE Ad min user
account.

Applications Processes |F‘erFormance I Metwarking I Users I

Image Mame | User Mame | CRU | Mem Lsage |
lockmng. exe DPE Admin User i} 6,724 K
EP3erverTools, exe DPE Admin User oo 22,918 K
UpdateMnig.exe DPE Adrmin User [} 7,184 K
eppoolingserver, exe DPE Admin User oo 3,940 K
IPDServer exe DPE Admin User oo 50,576 K

Figure 7: Server Processes
3.1.2 Set Process Launch Permissions

1) Select Properties... on each server process (DPE...) in DCOM configura-
tion Tool.

2) Select Customize and Edit to set the Launch Permissions. Exit the dialog
with OK.
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3.1.3 Set Process Access Permissions

DPE EPGenericServices Properties

General | Location | Securnity | Endpaints | ldentity

Launch and Activation Permizsions

" Use Default

Access Permissions

" Use Default

' Customize

Configuration Permizsions

" Use Default

(% Custornize

Edit...

[ Ok l [ Cancel ] [ Lpply

Figure 8: Launch Permissions

3) Assign DPE User Group all Permissions and exit with OK

Launch Permission EHE
Security I
Group or user names:
!ﬁ Administrators (SYIPDDE G Adminiztratprs)
ﬁs DFE User [SWYIFDDEGADPE Uszer] @'
€7 INTERACTIVE
€5 SvSTEM
Add. | Bemove |
Permizzions for DPE Uszer Allow Py [rerm
Lacal Launch O
Remote Launch O
Local Activation O
Femate Activation I}D

Figure 9: DPE User Group

1) Select Properties... on each server process (DPE...) in DCOM configura-

tion Tool.

2) Select Customize and Edit to set the Access Permissions. Exit the dialog

with OK.
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Working entication 9
DPE EPGenericServices Properties E]@
General | Location | Secunity | Endpoints | [dentity
Launch and Activation Permissions
" Usze Default
Edit...
Access Permizsions
™ Use Default
* Customize Edi...
Configuration Permizsions
" Usze Default
* Customize Edi...
[ Ok ] [ Cancel ] [ Apply ]

Figure 10: Access Permissions
3) Assign DPE User Group all Permissions and exit with OK.

Launch Permission [ 2]

Secuity |
Group or uzer names:
ﬁ Administrators [SVIPDDEGYAdminiztratprs)
ﬁ DPE User [SYIPDDEGADPE User) @'
€7 INTERACTIVE
€7 SYSTEM

Add... | Bemove |

Permizzions for DPE User Al y Deny

Local Launch

Remote Launch O
Local Activation O
Remate Activation [}l:l

Figure 11: Launch Permissions

3.1.4 Windows Server 2003 SP1 (and newer) Policies Add-
ons

With the introduction of Windows Server 2003 SP1, new DCOM policies have
been introduced that determine who has the right to launch and access DCOM
processes at the machine level. There are two methods to obtain these rights,
dependent upon whether it is a domain or local group that is seeking launch or
access rights.

For Domain Groups
The following is the recommended method when a domain group should ob-
tain DCOM rights.

A new local group called ‘Distributed COM Users’ has been introduced in Win-
dows 2003 SP1. By default, members of this group have the right to launch
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and access DCOM processes, therefore adding a user or domain group to this
group provides the rights to launch and access DCOM processes on the
server machine. To make a user or a domain group a member of the ‘Distrib-
uted COM Users’ group, perform the following steps:

1) Select Start /Control Panel from the Windows taskbar.

2) Start Administrative Tools in Control Panel view or menu.

3) Start Computer Management in Ad ministrative Tools view.
4) Select System Tools for managing ‘Local Users and Groups’.

E Computer Management (Local) Mame I Description
Em System Tools
. [ Event Viewer

g Shared Folders
E% Local Users and Groups
D[ Users
45 Groups

Figure 12: Distributed COM Users List Entry

5) Double click Distributed COM Users list entry. Add the user or domain
group to the list of members in the displayed dialog box.

Adrinistratars Adrinistrators have compleke and unrestricted access to the computer/domain
@Backup Operataors Backup Operatars can averride security restrickions For the sole purpose of backing up o...
: tributed COM Users

Members are allowed to launch, activate and use Distributed COM objects on this machine.

@Guests Guests have the same access as members of the Users group by default, except for the...
@Network Configuration ... Members in this group can have some administrative privileges to manage configuration ..

Perfrrmance Lan | lcere Mambere AF Fhic armnn hawa remnke arcecs ba arhadols lnanina of nefarmancs connkare

For Local Groups
When working with a local group, the following steps are required to obtain
launch and access rights for DCOM processes on the server:

1) Start Local Security settings. (Please refer to the Launching Local Policies

Configuration)
2) Select Security Options and edit DCOM Machine Access and Launch
Restrictions.
@ Security Settings Policy  / | Security Setting
@ Accaunt Policies fig]sudit: Shut dowin systern immediately if unable to lo,.,  Disabled
E@ LCE" Policies DCOM: Machine Access Restrictions in Security Desc.., Mot Defined
: " Audt Eollcy _ Rocom: Machin Launch Restrictions in Security Des... Mot Defined
" User Elghts .\l155|gnment Devices: Allowy undock without having ko log on Enabled
: 8 security Optons Devices: Allowed to Format and eject removable media - Administrators
D Public Key Palicies B P e rs Plecainrmk simmee Femen ik allinn cvinkoe dviiave Erahlad

Figure 13: Security Options
3) Open Properties on DCOM: Machine Access Restriction.

F'.uu:lit: shut down syskem immediately iF unable kol

0M: Machine Access Res £
DCOM: Machine Launch Res SRR =5

Devices: Allow undock withe  Help

Figure 14: Open Properties
4) Press Edit Security...
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Template Security Policy Setting |

DCOM: Machine Azcess Restrictions in Security Descriptor

(1
a’i Drefinition Languaage [SDDL) suntax

5

If the securnity descriptor iz left blank after defining the policy setting in the

template, the policy sething will not be enforced.

Security descriptor:

| ” Edit Security.”

Figure 15: Template Security Policy Setting

5) Add group DPE User.

6) Allow Access from Local/Remote.

Access Permission ﬂ E
Security Limits |
(Group or uger names: M,
mANDNYMDUS LOGON A

m Digtributed COM Users (SYIPDDEG Distibuted COM Users)
ﬁ DPE User [SYIPDDEGYDPE User)

ﬁ Everpone
Add... | Bemaove |
Permizsions for DPE User Alla Deny
Local Access a
Remate Access a

Figure 16: Access Permissions
7) Confirm with OK (two times).

11

8) Open Properties DCOM: Machine Launch Restriction ...

@Audit: Shut down system immediately if unable to |
@DCOM: Machine Access Restrickions in Security De

ICOM: Machine Launch Regked
@Devices: P AT il Froperties

@Devices: Allowed ko Farmat
Help
EDEWEES: Prewent users Frommmsamo ormosr arne

Figure 17: Properties DCOM: Machine Launch Restriction

9) Select Edit Security...
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Template Security Policy Setting

g.'.. DCOM: Machine Launch Restrictions in Security D escriptor
a‘[’ Definition Language [SDOL) syntas

If the zecurity dezcriptor iz left blank after defining the policy zetting in the
template, the palicy setting will not be enforced.

Security descriptor:

-
[ Edtsoouy. Y

Figure 18: Template Security Policy Setting
10) Add group DPE User to user list in dialog.

Launch Permission H

Securit%imits |

Group or user names:

ﬁ Admirigtrators [SYIPDDE GhNadministrators)

!ﬁ Distributed COM Uzers [SWIPDDEGYDistibuted COM Usgerz)
!ﬁ DFE User [SWIPDDEGYDPE User)

ﬂ} Everpone

Add. | Bemaove |

Permizsions for DFE User Allows Deny

Laocal Launch
Femote Launch
Laocal Activation
Remate Activation

Figure 19: Add DPE User
11) Assign to DPE User group all permissions.

12) Confirm with OK (two times).

3.2 Working across Network Domains

12

In case the solution should run across Network Domain boundaries the client
user account has to be known on the server machine. The options here:

= Work with trusted Network Domains.

= Create a Domain user with the same name/password combination in the

server domain.

= Create a local user with the same name/password combination on the

server machine.

In case a DPE Client is connecting to a server across Network Domain
boundaries the same applies for the server process identity. It has to be

known on the client machine.
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Another alternative is not to work with enabled Authentication. Please refer to
the Working with Disabled DCOM Authentication.

DCOM Settings Version PE 5.21



4. Working with Disabled DCOM Authentication

First step for running DCOM with a disabled Authentication is to set the regis-
try value DisableAuthentication under
HKEY_LOCAL_MACHINE\SOFTWARE\DELMIA to 1 (Default is 0). The flag

has to be consistent on all server and client machines.

% Registry Editor

File Edit Yiew Favarites Help

[ Clierks Al Mame Type Data =
[ Crystal Deuspns .(DeFault REG.57 PR——
D Cygnus Solutions DCOMAuthentlcatmnSerwce REG_5Z W TMMT
5 DELMIA - R
[ o-Toals _
7 FullGircle .EnablePacketPrwacy REG_3Z u] 3

Figure 20: Registry Editor
4.1 Working with Disabled Authentication

= Novell network. For further information have a look on the DCOM Settings
for Multiple Clients

= This section discusses DCOM settings for multiple clients on Novell net-
works without a Windows Domain Controller chapter.

= When solution is setup over multiple network domains that run not as
trusted domains. A disabled Authentication could provide in this case an
easier way to administrate security through whole the solution.

4.2 Server Settings

4.2.1 Configure the User Identity of the Server Processes

The process identity of the server process has to be set up in the same way as
with enabled DCOM Authentication. Please refer to the Working with Enabled
DCOM Authentication.

4.2.2 Permissions on Server Processes

For connecting and accessing server processes by the client applications the
Launch and Access Permissions have to be set up. For this purpose the
DCOM Configuration Tool has to be started. Please refer to the Launching
DCOM Configuration Tool section. In order to know which server processes to
setup, Please refer to the “Customizing Server Processes”.

Set Process Launch Permissions:
1) Select Properties... on each server process.

2) Select Customize and Edit to set Permissions. Exit the dialog with OK.
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DPE EPGenericServices Properties

General | Location | Security |Endp0ints || Identity |

Launch and Activation Permissions

i Use Default

Edit..

Access Permissions

" sze Default

* Customize Edi...
Configuration Permizzions

i Use Default

i+ Customize

Edit...

[ Ok ] [ Cancel ] [ Apply ]

Figure 21: Set Permissions

3) Assign Everyone Group all Permissions:

2ix]
Secury |

GIoup o vast naes

[ Adwreaton: (FCS 3210PS TDE G \Admmeatratoes|
€ INTERACTIVE
€ svsTEM

Parmizsions tor £ vespore

Locs Launch

Aamote Larch
Locd Actrrabon
Aemcte Actraton

pREE|§
oooo|f §'

C o | coos

Figure 22: Launch Permissions

4.2.2.1 Set Process Access Permissions

1) Select Properties... on each server process

2) Select Customize and Edit to set the Permissions. Exit the dialog with
OK.
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DPE EPGenericServices Properties

General | Location | Security |Endp0ints | dentity
Launch and Activation Permissions
" Use Diefault
Edi...
Access Permissions
" Use Diefault
+ Customize Edit...
Configuration Permizzions
" Usze Diefault
+ Custamize Edit...
[ 0k, ] [ Cancel ] [ Apply ]

Figure 23: Access Permissions

3) Assign Everyone Group all Permissions:

21
Secaty ‘
Group of uemi name
Evesyo
[ ++En
R srsTEn

o

Petimissions for Evemors Abow Dery
Locu Accers = (m ]
Retole Access =] o
[T ]| s |

Figure 24: Assign Permissions
4.2.3 Windows Server 2003 (and newer) Policies Add-ons

4.2.3.1 Configure Network Access Permission on Machine Level

1) Start Local Security settings, for further information Please refer to the
Launching Local Policies Configuration.

2) Navigate in the tree and select the Policy Network access: Let Everyone
permissions apply to anonymous users.
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'jiii Local Security Settings

17

=101

File Action Wiew Help

= Bml X B @

P securiey Settings Policy  #

I Securit’ Seﬂ

-8 Account Policies
=8 Local Policies
: 28 audit Policy

(=[] Public Key Policies et
F#-[Z1] Software Restriction F | g o
ark aci

g 1P Security Policies on '
Metwark

T -

| kil |

Microsoft network server: Digitally sign communications (if client agrees)  Disabled

Mi-:rosoft netwark server: Disconnect clients when logon hours expire

Network access: fllow anonymous SIDfMame translation

{8 User Rights Assigr Network access: Do not allow anonymous enumeration of SAM accounts  Enabled

{8 Security Options Network access: Do not allow anonymous enumeration of 34M accou,.,  Disabled

otk access: Do not allow storage of credentials or JMET Passport..,
55: Let Everyone permissions apply to anonymous Users

access: Mamed Pipes that can be accessed anonymously

Network access: Remotely accessible registry paths

Network access: Remotely accessible reqgistry paths and sub-paths

Enabled
Disabled

Disabled
Enabled
COMMAR,C
Swstem’Cu

Svstem'l,(:uv

Figure 25: Local Security Settings

3) Start Properties Dialog by selecting Properties... in the context menu on

the selected item.

4) Enable Security setting by checking the radio button. Exit the dialog with

OK.

Network access: Let Everyone permissions apply to a... E|E|

Local Security Setting

4 Metwork access: Let Everyone permizsions apply to anonymous

a_._.
Byl users

®Enabled
() Digabled

[ 0k H Cancel ” Apply

Figure 26: Enable Security Setting

4.2.4 Windows Server 2003 SP1 (and newer) Policies Add-
ons

4.2.4.1 Set DCOM Launch and Access Permissions on Machine Level

With the introduction of Windows Server 2003 SP1 also new DCOM policies
have been introduced. These policies control on a machine level, which is al-
lowed to launch and access DCOM processes. For setting up these in an ade-

guate way please refer to the following steps.

1) Start Local Security settings, for further information, Please refer to the

Launching Local Policies Configuration.

2) Navigate in the tree and select the Policy DCOM: Machine Access

Restrictions...

DCOM Settings
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'Hi Local Security Settings 10| x|
Eile: | Ackion  Wiew Help
- E: @
@ Security Setbings Palicy  # | Security ~
-8 Account Policies [2%) ficcounts: Administrator account status Enabled
E@ Local Policies Accnunts: Guest account status Disabled
@ Audit Palicy .ﬂ.ccnunts: Limit local account use of blank passwords ko console logon...  Enabled
@ User F.-!|ghts .f\sggr Accnunts: Rename administrator account Administ
d-@bl_Securlty ?p_tlons 28] &ccounts: Rename guest account Guest
D :uftlc KEVRPD ItCI_e:_ ! 28] awidit: Awdit the access of global system objscts Disabled
- :
: ° warn_a = r|c n P.udit: Audit the use of Backup and Restore privilege Disabled
g IP Security Policies on : . i i} . . , .
.ﬂ.udlt: Shut down syskem immediately if unable ko log security audits Disabled
iM: Machine Access Restrictions in Security Descriptor Definition L. .,
_I [R¥DCOM: Machine Launch Restrictions,in Security Descriotor Definition L., O:BAGET
KX b4 3

Figure 27: Local Security Settings

3) Start Access Permission Dialog by selecting Properties... in the context

menu on the selected item.

4) Assign to Everyone and Anonymous Logon Group all Permissions and
exit the dialog with OK.

BRI oo rermisson = ux
GIoup of use namet Gooup o yaie names
ANDNYMOUS LOGON mmﬂumaus LOGON
ﬂ Distrbutec COM Usere (PCS321DPSI20EG\Distibuted C m Distrbutec COM Users [PCSI21DPS320E G \Distrbuted C
m Everyone ‘
I Hemorve l Agd J Benove l
Pemecsions boe ANONYMOUS
LOGON Ao Dery Femmezsions dor Everpone Abow Dery
Loca Access =8 O Local Accest =7 O
Blemoto Acoess ] 0 Bemcto Access =) 0
or | Cacal | [

Figure 28: Access Permissions

5) Navigate in the tree and select the Policy DCOM: Machine Launch
Restrictions...

6) Start Launch Permission Dialog by selecting Properties... in the context

menu on the selected item.
7) Assign to Everyone Group all Permissions and exit the dialog with OK.
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Security Limits |

Group or uzer names:

!ﬂ Administrators [PCS 3210PS320EGhadministrators)
ﬁ Distributed COM Users (PCS3210PS320EGA\Distributed C..

Everyone

Permizzions for Everyone Aillaw Deny

Local Launch O
Femote Launch O
Local Activation O

O

Remate Activation

()8 I Cancel

Figure 29: Launch Permissions

4.3 Client Settings

4.3.1 Windows XP SP2 Operation System add-ons

With the introduction of Windows XP SP2 also new DCOM policies have been
introduced. These policies control on a machine level, which is allowed to
launch and access DCOM processes. For setting up these in an adequate way
please refer to the following steps:

1) Start Local Security settings, for further informations, Please refer to the
Launching Local Policies Configuration.

2) Navigate in the tree and select the Policy DCOM: Machine Access
Restrictions...

& Local Security Settings

File  Action Yiew Help

58 @

I@ Security Settings
+-_8 account Policies
=18 Local Policies
+-_& aodit Policy
+-[_& User Rights Assigni
[3 Security Options
+1-[_1] Public Key Policies
+ [:I Software Restriction Pc
¥ g 1P Security Policies on L

Policy | Security
nccounts: Administrator account skatus Enabled
nccounts: Guest account status Disabled
P.ccounts: Lirnit local account use of blank passwaords ta console logon only Enabled
P.ccounts: Rename administrator account Administ
P.ccounts: Rename guest account Guest
nudit: Audit the access of glabal system objects Disablad
.nudlt Audit the use of Backup and Restare privilege Disablad
.nudlt: Shut down system immediately if unable to log security audits Disabled

Y] trickions in Security Descriptor Definition Language (Sl H
DCOM: Machlne Launch Restrictions in Security Descriptor Definition Language (SDDL) syntax  O:BAGE
@Dewces Allow undock without having to log on Enabled

Figure 30: Local Security Settings

3) Start Access Permission Dialog by selecting Properties... in the context
menu on the selected item.
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4) Assign to Everyone and Anonymous Logon Group all Permissions and
leave the dialog with OK.

Access Permission

Secusty Limels

Group o user names:
AHDNYMOUS LOGEN

@Evasme

E g] Access Permission

Secusity Limés

Gioup or user names
€ ANONYMOUS LOGON

Eepee

| Ag Bemove Add. || Bemowe
Pemssoas for ANONYMOUS
LOGON Ao Deny Pemissiors for Everpons Llou Dery
Locd Access 2 O Local Access i O
Remole Aocess = 5| Remote Access “ O
| T3 | [ coca | [ o | | Cancel l

Figure 31: Access Permissions

5) Navigate in the tree and select the Policy DCOM: Machine Launch

Restrictions...

20

6) Start Launch Permission Dialog by selecting Properties... in the context

menu on the selected item.

7) Assign to Everyone Group all Permissions and leave the dialog with OK.

Launch Permission

Security Limits |

Group or uger names:

ﬁ Adrniriztrators [PCACIDE G \administrators)

ﬁ Eweryone

[ Add... ] [ Bemove ]
Permissions for Everyone Allow Deny
Local Launch O
Remote Launch |
Local Activation D
Remote Activation O
[ ak. ] [ Cancel ]

Figure 32: Launch Permission
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5. Working with DCOM Encryption

By default, DCOM communication is not encrypted and sensitive data may be
visible to non-privileged entities, i.e. when communication is routed through
public or wireless networks. Therefore, DCOM allows configuring marshalling
to be encrypted.

For running DCOM with encryption, an enabled DCOM Authentication is man-
datory. In order to run DCOM with encryption all steps explained in the chapter
Working with Enabled DCOM Authentication have to be fulfilled. Furthermore
the registry value “EnablePacketPrivacy” under
“‘HKEY_LOCAL_MACHINE\SOFTWARE\DELMIA” has to be set to “1” (Default
is 0).

% Registry Editor,

File Edit Miew Fawvorites Help

(27 Clients A || Mame Type Data ~
3 crystal Decisions [ab] (Default) REG_SZ  (valus not set)
(3 Cyanus Soltions [ab|DComMauthenticationService  REG_SZ  WINNT
g E_ETL:'DIE Disablenuthentication REG.SZ O
. [aby ‘EnablePacketPrivacy REG_SZ 1
FullCircle | | [ - bt

Figure 33: Registry Settings

In order to encrypt security relevant data it is mandatory to modify the server
side “EnablePacketPrivacy” value. The change of this value on the client side
iS not needed.

As encryption algorithm RC4 with a key length of 128bit (supported by OS till
Windows 2000 service pack 2 and newer) is used. This encryption algorithm is
provided by the DCOM Authentication Service “NTLMSSP”.

DCOM Settings
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6. Customizing Server Processes

The decision which server processes to setup depends from different aspects:
1) The following process have always to be customized:
= DPE PPRServer

=  DPE Server Tools

2) On a Master server additionally the following processes have to be
customized:

= DPE Pooling Server
=  DPE Lock Manager

= DPE Update Manager

3) When working with DPM clients the DPE EPGenericServices process has
to be customized on Slave and Master.

4) When working with SSO (Single Sign On) the DPE EPSSOService pro-
cess has to be customized on Slave and Master.

5) When working with enabled P&O Logging or Logging of Access to Ex-
port controlled data additionally the DPE EPLogger process has to be
customized (customer is free to decide where to run, on the Master only,
on all server machines or ...).

6.1 Assign Local Administrator Rights to a User

1) On server machine select Start/Control Panel from the Windows taskbar.
2) Start Administrative Tools in Control Panel view or menu.
3) Start Computer Management in Ad ministrative Tools view.

4) Select System Tools for managing ‘Local Users and Groups’.

E Computer Management

[‘_5 File Action VYiew Window Help
FREEIEIEE

g Computer Management {Local)
= @:‘. System Tools
: [*r]{_ﬁ] Event Viewer
-] Shared Folders

Local Users and Groups
] Users

~.[] Groups

- @ Performance Logs and Alerts
e z!% Device Manager

e

Figure 34: Computer Mnagement

5) Add Domain User here DPE Admin to group of ‘Administrators’ on server
machine.
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Administrators Properties

(7] %]

General I

@ Adrniniztrators

mplete and unresticted access o the computer/domain

Description:

embers: [é

Administrator
DPE Admin &’//
€7 D5\ ADMLCLDEG

Figure 35: Administrator’s Properties

6.2 Launching DCOM Configuration Tool

Windows XP and Windows Server 2003
1) Select Start/Control Panel from the Windows taskbar.

2) Start Administrative Tools in Control Panel view or menu.
3) Start Component Services in Administrative Tools view.

4) The Component Services window appears. Navigate through the Com-
ponent Services tree as shown by the following picture. (When selecting
the DCOM Config item confirmation dialog boxes may be displayed,
asking you to accept some key numbers. Accept the numbers by
selecting Yes in these dialog boxes).

i¥> Component Services

@ File  Action  View  ‘Window  Help =) x|
&= 1| | E% Bp ' B

I3 consale roat DCOM Corfig 177 object{s)
] @ Camponent Services Tame

—1-[Z1 Computers
] @ My Camputer
+-[L1] COM4+ applications
+-423] DCOM Canfig
+)-[_1] Distributed Transaction
+ [:I Running Processes

¥ @ Event Viewer {Local)

% DPE EPLogger
@B DPE EPSSOSErvice
@DPE Lock Manager
@DPE PoolingSerwer

@DPE PPRServer {C4EFEE96-5380-1100

4188 Services (Local) ®BOPE Server Taals {?BE2DECF-ERAD-4A1
@B DPE Update Manager {C3319BA1-2FAD-110
< > % >

Figure 36: Componenet Services

Windows 2000
1) Select Start/Run from the Windows taskbar.

2) Enter the command "DCOMCNFG" in the Run dialog box, and click OK to
launch the program (When DCOMCNFG is launched it may display a

confirmation dialog box asking you to accept some key numbers. Accept
the numbers by selecting Yes in these dialog boxes).

3) The Distributed COM Configuration Properties dialog box appears:

DCOM Settings
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6.3 Launching Local Policies Configuration

Distributed COM Canfiguration Properties 5

Sockouions | Datwa 1 | Dataut Secury | Dotws Prtochs |

AppRcabore

x|

DPE EPGerascSensce:
DPE EPLogger

DFE EPS50Sernce

DPE Lock Manap

DPE PooingServer

DPE FPESorver

DPE Server Teck:

OFE Updals Managst
Evant Cogact Changs
HTML Appicaton

115 Acken Cogpto Extension
1S Ackvey Service

15 WAMREG adesn Senvice
et

Imags Documant
ImpatExportCER XIGRZCachs
InstalSheadd InstallD e (1)
Inst S esdd Inst D v (2
Inberret Explotefysr 1.0)

oK Cancel
| | |

Figure 37: Distributed COM Configuration Properties Dialog

1) Select Start/Control Panel from the Windows taskbar.

24

2) Start Administrative Tools in Control Panel view or menu.

3) Start Local Security Policies in Administrative Tools view.

4) The Local Security Policies window appears. Navigate through the Com-

ponent Services tree as shown by the following picture.

& Local Security Settings

File  Action  Yiew Help

© e

@ Security Settings A | Mame
+-[[& Account Policies (08 audit Palicy
SRE | ocal Policies [C& User Rights Assignment

# & Audt Policy @Security Cptions
+-[J@ User Rights As:

[C® security Optior

Figure 38: Local Security Settings
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7. Enabling DCOM

By default, as shipped by Microsoft, DCOM is enabled on OS platforms. To
enable DCOM on the OS the followings steps have to be performed:

1) Launch the DCOM configuration Too. Please refer to the Launching
DCOM Configuration Tool.

Windows 2000
2) On Windows 2000 you are now in the right dialog.

Windows XP/Windows Server 2003
3) OnWindows XP/ Windows Server 2003 you have to navigate in the tree
to My Computer item and select Properties...

7] Console Root
| @ Component Services
—|-[_7] Computers

SRy Comppus
= I:I oM Stop M5 DTC
+-C0DCOl  Refresh al cormpanents
+|- (] Diskri
+-[0] Runr  View v

¥ Event Yiewer (Lg  Mew Window from Here
+ Services (Local)

Properties

Help

Figure 39: My Computer Navigation
4) Select the Default Properties tab and check if DCOM s enabled.

Distributed COM Configuration Properties

Applications| Default Properties | Digfault Securit}ll Drefault F'lolocolsl

I W Enasble Distibuted COM on this computet I

[~ Enable COM Internet Services on this computer

— Default Distributed COM communication properties

The Authentication Level specifies security at the packet level.

Default Authentication Level:

Conmect ;I

The Imperzonation Level specifies whether applications can
determine whao iz calling them, and whether the application can do
operations wsing the client's identity.

Default Imperzonation Lewvel:
| 1dentity =]

[~ Provide additional security for reference tracking

ok I Cancel | Aoply

Figure 40: Default Properties Tab
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8. Customizing Windows Firewall

An enabled Windows Firewall prevents by default the start of incoming con-
nections. In the context of the DPE client an enabled Windows Firewall means
customization effort is required. Otherwise the callbacks (First chapter) used
by the solution will not work properly and Error messages rights after the Login
appear.

For setting up a DPM client this section can be skipped. The DPM client works
without callbacks therefore no customization effort is required here.

8.1 Disable Windows Firewall

1) Select Start/Control Panel from the Windows taskbar.

2) Start Windows Firewall in Control Panel view or menu.

aTaskbar and Start Menu Customize the Start Menu and the t..,
SZUser Accounts Change user account settings and p...
Configure the Windows Firewall

=28 wireless Network Setup Wizard Set up or add to a wireless network ...

Figure 41: Windows Firewall

3) Select Off in General Page in Windows Firewall Properties dialog.

2 Windows Firewall @

General | Exceptions | Advanced |

ZTe
X/ ‘Your PC is not protected: turn on Windows Firewall

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a network.

) On [recommended)

This setting blocks all outside sources from connecting to this [
computer, with the exception of those selected on the Exceptions tab.

Don't allow exceptions

Select this when you connect to public networks in less secure

| locations, such as airports. You will not be notified when Windows

| Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ (%) Off (not recommended)

Avoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

Windows Firewall is using your domain settings. [}S

What else should | know about Windows Firewall?

[ 0K H Cancel ]

Figure 42: Windows Firewall Properties Dialog

8.2 Enable DPE Client to run on Windows XP SP2 with an
Enabled Windows Firewall

1) Select Start/Control Panel from the Windows taskbar.
2) Start Windows Firewall in Control Panel view or menu.
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aTaskbar and Start Menu Customize the Start Menu and the t..,
&2 User Accounts Change user account settings and p...
Configure the Windows Firewall

<28 wireless Network Setup Wizard Set up or add to a wireless network ...

Figure 43: Windows Firewall

3) Select On (recommended) in General Page in Windows Firewall Pro-
perties Dialog.

%= Windows Firewall

General |Excepti0ns Advanced

¢ helping to pratect your PC

Wwindows Firewall helps protect your computer by praventing unautharized users
from gaining access to your computer through the Intermet or a netwark.

@ o j

Thiz getting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[IDon't allow exceptions

Select thiz when you connect to public netwarks in lesz secure
locationz, such as airports. You will not be notified when Windows
Firewall blocks programsz. Selectionz on the Exceptions tab wil be
ignored.

@ () OFF [not recommended)

Avoid uzing thiz setting. Turning off Windows Firewall may make thiz
computer more vulherable to viuses and intruders.

Windows Firewall iz uzing your domain settings.

What else should | khow about Windows Firewall?

I oK l [ Cancel

Figure 44: Windows Firewall Dialog
4) Press button Add Port...

5) Enter as port name: DCOM.
6) Enter as port number: 135.
7) Select TCP protocol and confirm with OK.
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** Windows Firewall

Geosal | Evosptons | Advancad
Windoses Frewall i blocking mocesng netmok connections. ewcept o the
PGS e 1eraces selechnd Dolom. A0S eateplons Slowe 105 DO TS
10 mot bater bt reght ncimgse your secusty ek
Programs and Servcen

Nave

£2 T snd Pwte Sharng

[ Procwsz Engnen
) Rarwte Asttitance
[ Renote Dedkicp
O UPHF Fraesesecis

Ads Pogwe | | wr—m‘%o

[
] Diaplay & rotboston witven Windows Faewal blocks & plogram

Whet see B ks of shovng eocerfiona?

Figure 45: Add Port

Add a Port X
X

Uze these zettings to open a port through "Windows Firewall. Ta find the port
number and protocol, consult the documentation for the program or service you
wiant to use.

&
Mame: |DEDM LK

"

e
Foit rumber: |135 &f" |
® TCPKO upp

Wwhat are the risks of opening a port?

o) (o

Figure 46: Add a Port
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8) Go to page Exceptions and press Button ‘Add Program...” and select

Process Engineer [DPFFrame.exe] in list of programs.

9) Confirm with OK.

Note

If you want to use DPE Balancing application; add also EPBalancing.exe in

exceptions list.

DCOM Settings

Version PE 5.21



29

Windows Firewall

General | Exceptions | Advanced

windows Firewall iz blocking incoming network. connections, except for the
programs and services selected below. Adding exceptions allows some programs
ko work. better but might increase pour security risk.

Programs and Services:

Mame

File and Printe

Remate Assistance

[ Remote Desktop

O UPHF Framewark, %

yd

[ ddProgram==% [ addPor. ][ Edi. Delste

Dizplay a natification when *indows Firewall blocks a program

wihat are the risks of allowing exceptions?

[ (] 8 ][ Cancel ]

Figure 47: Add Program Button

Add a Program E|

To allow communications with a program by adding it to the Esceptions list,
zelect the program, or click Browse to search for ane that is not lizted.

Programs:

{’ Intemet Spades

Microzoft ODBC Adrminiztratar
“ Minesweeper

W% MSH Explorer

i@ DfficeScan Client

lﬁ Outlook Express

@ Firbal

;%. 0 Engineer

>

%‘j Remove 2020
34, Run AL 3

Path: | D:\DELMIA\PPHClient\proglam\bin\DFEEram Browse. .

oS (oo

Figure 48: Add Program Dialog

10) Please confirm that DCOM and Process Engineer is set to true in list of
exceptions

Frograms and Services:

DCOM

v Hle and Printer Sharing
Process Engineer
v Femate Azzistance
[ Remate Desklop
O UPAP Frarnewiark,

Figure 49: Programs and Services
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8.3 Enable Server Processes to run on Windows Server
2003 SP1 with an Enabled Windows Firewall

N

For the setup of the Server Processes on Windows Server 2003 SP1 with en-
able Windows Firewall the same steps are required, as for the DPE client on a
Windows XP SP2 with enable Windows Firewall. The only difference is, in-
stead of customizing exceptions for Process Engineer and the Balancing
module you have to customize exceptions for the server process.

For which server processes you need to configure exceptions, please refer to
the Customizing Server Processes

Example DPE PPRServer (...\PPRServer\program\bin\IPDServer.exe)

Add a Program E|
To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that iz nat listed.
Programs:

W Hearts A~
@ﬁ Help “orkzhop
M Home

i Intemnet Backgammon

@ Irternet Checkers

& Interet Explorer

P Intemnet Hearts

d’ Intarnet Reversi

4 Internet Spades

 Intervidea winDVD

FAIPDServer exe v

Path: | “delmiabpprserversprogramibintPD Server exe

=

Figure 50: Add a Program

H Cancel ]

Installation paths for the remaining server process:

= DPE Server Tools (...\PPRServer\program\bin\epservertools.exe)

= DPE Pooling Server (...\PPRServer\program\bin\eppoolingserver.exe)
= DPE Lock Manager (...\PPRServer\program\bin\LockMng.exe)

= DPE Update Manager (...\PPRServer\program\bin\Update Mng.exe)

= DPE EPGenericServices
(...\PPRServer\program\bin\epgenericservices.exe)

= DPE EPLogger (...\PPRServer\program\bin\EPLogger.exe)

= DPE EPSSOService (not used remote, no customization required)

Note

Do not forget to setup the exception for the port 135.

8.4 Enable DPE Client to run on Windows7 with an Enab-
led Windows Firewall

1) Windows firewall needs to be turned ON.

DCOM Settings
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Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use.
What are netwerk locations?
Domain netwerk location settings
l @ Turn on Windows Firewall

[7] Block all incoming connections, including those in the list of allowed programs

[#] Notify me when Windows Firewall blocks a new program
I@ (7) Turn off Windows Firewall (not recommended)
Home or work (private} network location settings
@ @ Turn on Windows Firewall

[7] Block all incoming connections, including those in the list of allowed programs

[¥] Notify me when Windows Firewall blocks a new program
|®; (7) Turn off Windows Firewall (not recommended)

Public network location settings

@ @ Turn on Windows Firewall

[T]Block all incoming cennectiens, including those in the list of allowed programs

[¥] Notify me when Windows Firewall blocks a new program

|@) (7) Turn off Windows Firewall (not recommended)
What are netwoerk locations?
. ’@ Domain networks Connected (#)|

Networks at a workplace that are attached to a demain

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active domain networks: [;h ds 2

Notification state: Notify me when Windows Firewall blocks a new
program

. '.@ Home or work (private) networks Not Connected (¥)

l-f"' . ()
l @ Public networks Not Connected Y|

Figure 51: Turn On Window s Firewall

2) Add DPE Process Engineer in the exception list which is allowed to
communicate through windows firewall.
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Add a Program

ewall Hemote Management ] L
anagement Instrumentation (WMI) O O
zdia Player O O
=dia Player Network Sharing Service O O
=d

QI oLe-comM Chiect Viewer

r *OLE-COM Object Viewsr {x6d)
m wPerFDrmance Analyzer

450 Performance Driver Installer

ta

W " Process Engineer
@ Remote File Viewer
@Remote Heap Walker -
0’0 Remaote Process Yiewer
ﬁRemote Reqistry Editor

CE Remote Spy F

:@ Remoke Zaom In
=4

[\ DELMIALPPR.Client!program'binyDRFFrame

‘What are the risks of unblocking a program?

Figure 52: Add DPE Process Engineer in the Exception List

3) Make sure Remote Assistance (process named svchost.exe) is also
enabled in the exception list which is allowed to communicate
through windows firewall and DCOM port 135 added.

[ Rimots Asiitance COM-tn) Properier =~

Mosccols and Posts Scupw

| Advencmd | Usere
Frotocols and peetz
" Browod yoe T

Proscocd rapvbe

Locsd pos treada b

Borote port 1w

bt Contcd Merrage Frosocd
POMP) et

Loge: travs sbend gucioos wnd purty

oK [

Corond |

Figure 53: Remote Assistance (process named svchost.exe) must be Enabled in
the Exception List

Note

If any connection problem noticed cross check in Windows advance firewall
settings then the inbound rules shown below get enabled.

(3 T TRIE 7T o —~ E - -
0 W Frvemat s cbanrns focasty Toi=lal
B fermn Yuw  ftp
e+ z0 00
W Wrkces fravinet Adancrt wcary B AcSnns
B2 baoand Pubes
c: [ frovp Swriv  Progoen Prstacol  Loew Pert  Eratnd * |liboges &
B Ottondde: 0 | SO SRS TR e USSR SRR L ZNE | -
M Crreettuon Senwty s B Pecormennce Lagt snd owts (TCR ) Putermnce iog md et Qoman  Nepmnoatinmndighevas 102 Ary e g N
4 B Morioren Savas - NADMMANPHO e magreriae, v
- (VDR NN e e Y 4
W Fered .r‘- e f. - -f\r':v T hd
N Cerrmeton Keavy el Serrae W@ W iptrm Ulachn pe 3 Ve
£ oty Amrzensv: @ Fervon Ausisance GES ) Barvte Lsetanie Pratts NS idachites  U0P He No oW d
- Yew b -

Figure 54: Inbound Rules

DCOM Settings

Version PE 5.21




a3
9. Checklist for Connection Problems

The settings explained here in this section are shipped by Microsoft by default
in a way which allows our solution to work. This is the reason, why they have
not been mentioned in the previous chapters.

Prerequisites are:

1) DCOM has to be enabled on Client and Server side (By default it is enab-
led).

2) WithWindows XP SP2, Windows Server 2003 SP1 and Windows Server
2003 64 Bit a Windows Firewall is shipped with the OS. The standard for
Windows XP SP2, when it is installed, is an enabled Firewall. For the other
mentioned OS it is disabled. Our solution is by default not able to run over
Firewall. Therefore, you have two options disable the Firewall or
Customize the Firewall to run with the solution.

3) The computer has to be accessible from network (The setting need to be
fulfilled for server machines always, for client machines in case DPE client
iS running on)

4) The user identity under which the server processes run has to have right
to Log on as a batch job (By default, when the identity of the first pro-
cess is set in the DCOM configuration, the user is added to list of users
that have this right)

& Local Security Settings E| [E| PX|

File  Ackion Miew Help

& BB 2

@ Security Settings # | | Palicy Security Setkin A
+-( Account Policies &ccess this computer from the netwark. Everyone, 45P
=8 Local Palicies .ﬁ.ct as part of the operating system dbzadrmin

+-(8 Audic Policy .ﬁ.dd workstations o domain

+ (@ User I?lights .?.ssignmu .ﬁ.djust memory quokas For a process LOCAL SERVIC
- %hlielfzr:t:n?gilfns w .ﬁ.IIDw logon through Terminal Services Adminiskrakors w
£ > £ >

Figure 55: Local Security Settings

This setting has to be consistent with the Deny access to this compute from
network setting:
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A(=)[E3

& Local Security Settings

File  Acktion \Miew Help

& B 2

@ Security Settings o Palicy | Security Settin A
+ @ Account Policies Del:uug progranns Adminiskrators
=@ Local Palicies i Deny access to this computer From the network.  SUPPORT 355
+-(8 Audt EDHW ] — Deny logon as a batch job
* % ;:::riflg;t?;:sgnm' Deny logon as a service
o Dy e s Difinio h Deny logon locally SUPPORT_358 »
< T | >

Figure 56: Deny Access to this Compute from Network Setting

& Local Security Settings

File  Action  YWew Help

& B =2

@ Security Settings # | Policy Security Setking L

+- & Account Policies Impersnnate aclienk after aut...  ASPMET,Administrator, &dr
=[5 Local P':'.l":'esl 28] Increase scheduling priority administrators
+ (18 Audic Policy Lu:uau:l and unload device drivers  Administrators —

+ @ Iser Rights &ssignm Ll:u:k pages In memary
@ Security Options

2770 D kblic Vo Daliciac on &5 3 batch job

SUPPORT

Figure 57: Log on as a Batch Job
This setting has to be consistent with the Deny log on as batch job setting:

& Local Security Settings

File Action  Yiew Help

& B E 2

@ Security Settings # | | Palicy Security Setting o

+- & Account Policies Den';.f access ko this computer F...  SUPPCRT_388945a0, Guesk
—-[_& Local Policies

+- @ audit Policy

* % ;'5” F_"‘t"g"'ést’_:‘ss'g”m' #8]0eny logon locally SUPPORT_38345a0,%5-1-5-2
[ H:Eil §n|;.ﬁnlfns v Den';.f logon through Terminal 5., ASPMET v
£ | * £ | >

Figure 58: Deny Log on as Batch Job Setting

5) Failure opening pooling server configuration file results in following error
message:
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EPPoolingServer: Information E|

"'_-, PoolingServer initialization failed
L

........................................

6]  showDetaik |

........................................

Figure 59: EPPoolingServer: Information

This problem basically occurs when you have customized and mapped to
network drive in which pooling configuration file is located.

When you configure any DCOM processes, for example: EPPoolingServ-
er.EXE and the identity option is "This user”, which means the DCOM process
runs under a separate context. Even though the Windows user logs off, the
DCOM Process keeps on running in the background under its context. Hence
even though same user has logged in windows and same user credentials are
configured as "This User" both the running context are different even though if
its same user or different user.

For batch DCOM Process when configured to run under "This User" we
recommend not to specify mapped network drive as the context becomes dif-
ferent, there are many other option we can provide, for example;
(\machineName\\PPRServer\data\poolingsrv\poolingserverconfig.txt ) provide
the complete network path where the file is located.

Note

This limitation is from the Microsoft windows and not the limitation of the soft-
ware, this is applicable for any DCOM Process configured as "This User".

10. DCOM Settings for Multiple Clients

This section discusses DCOM settings for multiple clients on Novell networks
without a Windows Domain Controller.

Since there is no domain when working in a Novell environment, there is no
domain user available. In this case, a local user on the PPR server must be
authorized to launch DCOM processes.

= |nthis case, the user for DCOM identity stays the same.

= On the clients, this user must be created. This means that if a local user
"DELMIA DCOM" (for example) is used for DCOM identity on the server, a
user "DELMIA_DCOM' must be created with the same password on each
PPRClient.

This solution is possible in Windows domains if there is no domain user avail-
able. For example:
= username: dpe5

= password: dpe5

In a Novell network without a Windows Domain, the user dpe5 (in this exam-
ple) must exist on the server machine as a local user with administrator privi-
leges and on all clients as a local user with the same password as on the
server.
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Distributed COM Configuration Properties

A pplications | Drefault Propeltiesl DefaultSecurit_l,Jl Drefault F'rotocolsl

Applications:
DFE Lock Manager -

DPE Rights Adminiztrator

DPE Server Tools

DFE Update Manager

During APE tests, logs event and error records for later retriesal.

Event Object Change

Fulfill: APE Service Requests. delegated by the AEQueuetdgr.
Heftpsfr.Application

HMSYMCH. Application

HostE splarer

HTML Application

Hurmmingbird WyseT erm Program +6.1.0.0

Image Document

Instantiated by AEManager on the server machine, so that multiple AE b
Internet Explorerfer 1.0)

Jawva Clazz Joonfigddctiver

Java/COM Local Server Surmogate

logagent j

Properties... |

oK I Cancel | Spply

Figure 60: Distributed COM Configuration

DPE PPRServer Properties ﬂ ﬁ

Generall Locationl Secuity  |dentity | Endpointsl

Wihich uzer account do wou want b uze ba run this application?

€ The interactive user

' The launching user

% This user:
User: IIDcthnst'\dDEE Browse... |
Pazzward: I
Canfirn Pazsward: Ixm

) The Systermdeeaunt (semvizes o]

0k I Cancel | Apply |

Figure 61. DPE PPR Server Properties

1) Onthe client machines, the user dpe5 with password dpe5 must also be
created:
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E Computer Management !El E
J Ackion  Wiew |J G = | | ‘ @
Tree I Marne | Full Name | Description

lg;ﬂdm\nlstratnr Built-in account for adminiskerin

@ Computer Management {Local)

Bm System Taals lgGuest Built-in account for guest acce:

[:I--@ Event Wiewer
-2 System Information
[E Performance Logs and Alerts New User 7]
[+}-§ 2] Shared Folders
Device Manager Lser name IdpeS
-5 Lacal Users and Groups
3 Users Full name: [PELMIA DCOM
- D Groups
- Storage Description: | User for DELMLA DEOM
(Z3 Disk Management
E Disk. Defragmenter
=) Logical Drives Passwond: Im,‘
- Removable Storage
E]--Bp Services and Applications Corfim password: Imx

[T Wsenmust chisnge password atneqtlaasn
I™ User cannot change passward

IV Fassward never expires

I Account is disabled

e |
< | |

Figure 62: New User

10.1 Authentication

For authentication from server to client, an additional policy for accessing the
client must also be set.

On Windows, select
User management/Policy/User Rights/Access this computer

from network/Add/user "dpe5" (the DCOM identity user):

User Rights Policy [ X]

Domair: ES TEST oK I
Right: lAccess this computer from network L‘ Cancel |
Grant Ta: Help I

[ Show Advanced User Rights

User Rights Policy B3

Domain: E5 TEST 0K |
Right: IAccess this computer from network _'J Cancel l
Grant To: &'

dpeS [DPES DCOM user)

Bemove |

[ Show Advanced User Rights

Figure 63: User Right Policy
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Note

m The dpe5 username and password are only used as examples in the scenario
above. Any name may be used; however it is important to use the same

username and password for the client, server and DCOM-identity on the
server.
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11. DCOM HTTP Tunneling

11.1 General

In order to use DCOM HTTP Tunneling several installation requirements to ac-
tivate MS CIS (COM Internet Services) and RPC over HTTP must be followed
(details see section setup and client and server machine configuration below).

The new connection modus has to work using the COM garbage collector.
Connecting a client has to receive an interface to a connection object, as long
as the connection object exists the connection is valid. As soon as the connec-
tion object is destroyed, either by release from the client or by the COM Gar-
bage Collector, the connection object has to kick of the normal server deregis-
ter mechanism.

DCOMHTTP-Tunneling can only be used for client-server connections. Con-
nections between server processes on several machines (DPE Master/Slave)
cannot be tunneled. Considering this scope a firewall protection allowing only
traffic on HTTP port 80 is installed between client and server. If a firewall has
to be placed between several server machines it must allow all DCOM port
traffic. Respecting security requirements the location of several server ma-
chines within the company network should be choose carefully.

Using HTTP-Tunneling has an impact on the DPE system performance de-
pending on the kind of data transferred over the client server connection and
the network latency time and bandwidth.

Functional Changes Server
For the new connection modus additional points have to be ensured:

1) Disable the periodical check of the server to ensure if client is still alive.

2) Disable the server termination notification mechanism. The server notifies
client about the server termination or the termination done via the Server-
Tools.

3) Disable the HasCommitToBeDone mechanism. Server notifies client
about to change status of the Save button (disabling and enabling Save
button).

Functional Changes Client
In the EPIPDClient module provide a possibility to connect to server using the
new connection modus.

4) Disable registration of server callback in the UpdateDispatcher module.

5) Disable registration of update callback in the ConfigfactoryCache module.
In generally this means that as long as clients are connected to the sys-
tem no changes to customization data are allowed.

Clients that use COM HTTP Tunneling do not receive
= Update messages.

= Notifications about the termination of server.
= Notifications about the termination of their transactions via ServerTool.
= Com objects created on client side cannot be passed to the server.

= The Auto relation asynchrony callback mechanism can'’t be used.
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11.2 Setup

If the client is remotely terminated from the ServerTools-Client, it does not
receive a confirmation message after disconnecting from the PPR server.
The PPR client will only recognize the disconnection status if the user tries
to fetch data which are still not cached on client side or if calling other
server functions directly. In this case the client will display an error mes-
sage indicating an invalid transaction.

Functional changes ServerTools-Client
The ServerTools-Client can be switched to a callbackless connection mode by
registry:

Key: HKEY_LOCAL_MACHINE\SOFTWARE\Delmia\EPServerToolsUI
entry: connectionmode

value:

0 — using callbacks for a non-tunneled server connection

1 — callbackless server connection supporting HTTP-Tunneling

Restrictions for connectionmode = 1:

The ServerTools-Client does not support the interactive client termination;
instead the immediate termination of the server connection is proceeded.
ServerPool and Machine nodes in the navigator tree are not updated
automatically.

A lower updating frequency for the server process view and the load index
view is used:

low: 6 sec.

normal: 3 sec.

high: 1 sec.

The ServerTools-Client does not support the interactive client termination,
instead the immediate termination of the server connection is proceeded

ServerPool and machine nodes in the navigator tree are not updated
automatically

Lower updating frequency for the server process view and the load index
view

The Process Monitor view and the PoolingServer LoadMonitor view are re-
freshed only in the active window — to actualize data in inactive views
these windows must be set as foreground window first.

If DCOM-HTTP Tunneling should be used for a client server connection, the
following system requirements must be fulfilled:

11.2.1 System Requirements

11.2.1.1 Client Machine

Windows 2000 W orkstation

DCOM Settings

Version PE 5.21



DCOM HTTP Tunneling 4

11.2.1.2 Server Machine

=  Windows2000 Server
= IS 5.0 (Internet Information Server)

= RPC-Proxy installed

http://msdn.microsoft.com/library/default.asp?url=/library/en -us/dndcom/html/cis.asp

Consider installation and configuration of system internet components (MS In-
ternet Explorer) may affect proceeding of HTTP tunneled DCOM RPC calls:

Known influences are:

= Proxy Server for Internet Explorer (security and server domain name reso-
lution)

= Configuration of the Default Webpage in 1IS

=  PPC-Proxy configuration in IS (access permissions)

11.2.2 Client and Server Machine Configuration

The DCOM HTTP-Tunneling is supported by Windows 2000 and must be acti-
vated on each client and server machine. To activate the Tunneling communi-
cation protocol the DCOM configuration tool dcomcnfg.exe is used. After open-
ing dcomcnfg.exe in the property tab ‘standard protocols’ the DCOM protocol
‘Tunneling TCP/IP’ must be added. The protocol order is different for a client
and a server machine:

Protocol Order Client Machine
= Tunneling TCP/IP
= Connection oriented TCP/IP

= Other protocols

Protocol Order Server Machine
=  Connection oriented TCP/IP

=  Tunneling TCP/IP

= Other protocols

For a server machine the Tunneling protocol must be listed below the TCP/IP
protocol because communication between server processes does not support
Tunneling. The communication protocol will be selected by the first protocol
match for the communication partners.

In the dcomcnfg property tab ‘standard properties’ the check box:

Activate COM Internet Services on this computer
1) Must be enabled.

2) After setting up the DCOM protocols the system must be rebooted.
More information about the DCOM Tunneling configuration:

Client Machine

http://support.microsoft.com/default.aspx?scid=kb:en-us;265340
Server Machine
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http://support.microsoft.com/default.aspx?scid=kb;EN-US:282261

The DCOM standard protocol setup is effective for all DCOM components of
the machine. Setting up the machine standard protocol list is the only valid
configuration for client and server machines.

11.2.2.1 Client Specific System Configuration

= Ifusing a Proxy Server (Internet configuration), it must be configured to al-
low HTTP connect on port 80 without authentication.

= To establish a http tunneled server connection, the client must be able to
resolve the server domain. The server domain name resolution can be
provided by a domain name server or can be registered in the Windows
system32 HOST file. The name resolution can be checked by typing
<server_machine>.<domain>

* Inthe MS Internet Explorer — the server default web page should be dis-
played. Consider the proxy server configuration for the availability of the
server domain resolution.

=  Copy registry key
“HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\I
nternet Settings” to “HKEY_USERS\S-1-5-
18\Software\Microsoft\Windows\CurrentVersion\Internet Settings” and
“‘HKEY_USERS\S-1-5-
20\Software\Microsoft\Windows\CurrentVersion\Internet Settings”

11.2.2.2 Server Specific System Configuration

1) The connection timeout in the IIS Default Webpage must be specified high
enough to cover the actual network availability (minimum 300second).

2) The RPC-Proxy must be listed as ISAPI-Filter for the server machine in
the IS (configured by the Windows2000 COM Internet Services Proxy in-
stallation of Networking Services).

3) The DCOM security settings for the DPE server processes remain valid if
DCOM Tunneling is used and must be set equally for all server processes
as described in the DPE DCOM security configuration.

4) Add the following registry entry
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Rpc\RpcProxy
Entry: “AllowAnonymous”

Type: DWORD Value

Value: 00000001

For more information please refer:
http://support.microsoft.com/kb/833003/en-us

5) Check the registry entry
“‘HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Rpc\RpcProxy\ValidPo
rts” value should be configured as follows :
<Serverna-
me>:593;<Servername>.<Domainname>:593;<ServerlPAddress>:593;
<Servername>:100-5000;<Servername>.<Domainname>:100-
5000;<ServerIPAddress>:100-5000.

6) Replace <...>with the actual names.
<ServerlPAddress> is IP address of the server machine.
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11.2.3 Example

A WAN with a firewall has to be simulated or installed to test the new connec-
tion scenario. Also a V5 client has to be provided that uses the new method.

To test the HTTP tunneled client server connection, the firewall placed be-
tween client and server has only to allow traffic on port 80. It is not possible to
install a firewall between several server machines — the inter-server communi-
cation cannot be tunneled. If a firewall must be installed between two server
machines the normal DCOM traffic must be allowed. The V5 client should load,
save, and do all operation that normally works.

To prepare the Test DCOMHTTP Tunneling must be activated on all client
and server machines. Tunneling must be activated on the Windows system
and additionally the E5 client installation must be switched for Tunneling
usage.

To check if the RPC-Proxy is installed in the server machine, in the 1IS console
(Windows administration -> Internet Information Services) within the standard
web page entry, a node RPC must be displayed with an entry rpcproxy.dil.

From the client machine, the default web page of the 1IS on the server must be
accessible - to check server access open the Internet Explorer on the client
and enter:

= <server_name>.<server_domain>
= (replace <...> with the names)
= The default webpage (e.g. 'under construction’) should be displayed.

Enable DCOM Tunneling mode in the PPR client installation by setting the
registry entry ‘connectionmode’

= HKEY_LOCAL_MACHINE\SOFTWARE\Delmia\ergoplan\
connectionmode = 1

= HKEY LOCAL MACHINE\SOFTWARE\Delmia\EPServerToolsUI\
connectionmode = 1

Enable Windows DCOM Tunneling protocol on the server machine:
1) Open dcomcnfg.exe on the server machine.
2) Select standard protocol tab.
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Distributed COM Configuration Properties i 2| x|

Applications | Default Properties | Default Security  Default Protocals I

DCOM Protocols;
%~ Connection-oriented TCP/IP

% Connection-oriented SPX

¥~ Connection-oriented NetBEUI

™ Connection-oriented Netbios over IPX
¥~ Datagram UDP/IP

™ Datagram IPX

Add Remove l Move l_J_pI Move Down Properties...

Description

The set of network protocols available to DCOM on this machine. The
ordering of the protocols reflects the priarity in which they will be used,
with the top protocal having first priority.

0K I Cancel | BApply

Figure 64: Protocol Tab
3) Add the protocol 'Tunneling TCP/IP'.

4) Move the Tunneling protocol on second position after ‘Connection oriented
TCP/IP'.

5) Select Default Properties tab:

Distributed COM Configuration Properties: 2 x|

Applications = Default Properties lDefauIt Secuity | Default Protocals |

[V Enable Distibuted COM on this computer

[V Enable COM Intemet Services on this computer

— Default Distributed COM communication properties

The Authentication Level specifies secunty at the packet level.

Default Authentication Level:

I Connect L]

‘The Impersonation Level specifies whether applications can
determine who is calling them, and whether the application can do
operations using the client's identity,

Default Impersonation Level:

I Impersonate LI

[~ Provide additional security for reference tracking

oK I Cancel I Apply I

Figure 65: Enable Checkbox Activate COM Internet Services on this Computer
6) Enable checkbox 'Activate COM Internet Services on this computer’.
7) Reboot the server machine.

= More information in: http://support.microsoft.com/default.aspx?scid=kb;EN-
US;282261.
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Enable Windows DCOM Tunneling protocol on the client machine:
8) Open dcomcnfg.exe on the client machine.

9) Select standard protocol tab.

Distributed COM Configuration Properties X 21|
Applications | Default Propetties | Default Security - Default Protocals |
DCOM Protocols:
Add Remove | Moye Llpl Move Dawn Properties...

-~ Des l..liplﬁuu
The set of network protocols available to DCOM on this machine. The
ordering of the protocols reflects the pririty in which they will be used,
with the top protocal having first priority.

oK I Cancel I Apply I

Figure 66: Enable Windows DCOM Tunneling Protocol
10) Add the protocol "Tunneling TCP/IP".

11) Move the Tunneling protocol on top position.

12) To be sure that no other protocol is used on the client for the test, remove
all other protocols

13) Select Default Properties tab.

Distributed COM Configuration Properties W 21 %]
Applications  Default Properties I Default Security | Default Protocols |

V' Enable Distributed COM on this computer

[V Enable COM Intemet Services on this computer

~ Default Distibuted COM communication properties

The Authentication Level specifies secunty at the packet level.

Default Authentication Level:

Connect ‘j

The Impersonation Level specifies whether applications can
determine who is calling them, and whether the application can do
operations using the client's identity.

Default Impersonation Level:

] Impersonate L]

[~ Provide additional security for reference tracking

[ ok | cencel | epb |

Figure 67: Select Default Properties Tab

14) Enable checkbox 'Activate COM Internet Services on this computer?,

15) Reboot the client machine,
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= More information in
http://support.microsoft.com/default.aspx?scid=kb:;en-us;265340

Additional a robustness test has to be done. The following issues have to be
evaluated:

= How does the Garbage Collector of COM work?

= How robust is the network connection? Is it very sensitive or does the IIS
handle Communication problems?
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