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Overview

The Process Engineer solution consists of 3 different layers. These 3 layers
are database, server applications and client applications. Part of the solution is
the capability to run these 3 layers on different computer. The interaction be-
tween these layers is provided via technologies that provide network capabili-
ties.

______________________________________________________________________________________________________________________________________________________

Customer environment
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Hub Slave Server
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The solution used as database is Oracle. Oracle itself uses by default TCP/IP
to communicate via network and therefore provides the technology that allows
the communication between server and database.

This manual concentrates on explaining the setup of the other technology,
which is used by the Server and Client part of the solution for network com-
munication. This technology is called DCOM.

DCOM (Distribution Component Object Model)

DCOM is a technology that has been put on the market by Microsoft in the
middle of the 90". It has been developed on top of COM (Formerly called also
OLE). COM itself is a technology that initial was used for inter module/inter
process communication inside computer boundaries. DCOM enhanced this
technology by the capability to communicate via network. Internal DCOM uses
Remote Procedure Calls (RPC), which itself again is implemented base on the
TCP/IP network protocol.
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Callbacks

What makes DCOM difficult to install and to administrate is the security model,
which it provides. This manual will explain the settings that have to be custom-
ized on client and server side in order to enable the solution to work via net-
work.

A callback represents in DCOM a connection that is build up backward from
the server to the client. Since this type of connections are built up by DCOM in
this way, in some scenarios customization effort on the Client OS is neces-
sary. Server applications use these methods for asynchronous communication
with the clients. In the context of DPE client (also called E5 client) callbacks
are used in first instance for keeping the data on the client side up to date.
Since DPM clients (also called V5 clients), compared to the DPE clients, en-
sure the consistency of the data in another way, they also don’t need any call-
back mechanism.

The usage of callback, in our solution, is in majority the reason for client side
customization. The manual will explain in which scenarios client side customi-
zation is required.

DCOM and Firewalls

The DCOM technology uses a dynamically assignment of TCP/IP ports for
communication purposes. In theory DCOM could use all ports on an individual
machine that are not used for other communication purposes. This fact and
the fact that the solution is using the callback functionality of DCOM makes the
setup of our solution over Firewall boundaries very complex. Further explana-
tions on how to setup DCOM cross Firewall boundaries can be found on the
following Microsoft URL.:

http://msdn.microsoft.com/library/default.asp?url=/librar
y/en-us/dndcom/html/msdn_dcomfirewall .asp
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Prerequisites

The changes described further in this manual are recommendations. They
base on Operation System installations where security policies are as they are
shipped by Microsoft. In case the security policies have been changed by the
customer further customization steps could be needed.

To execute the changes described in this manual you need to be logged in as
Local Administrator on the machines on that changes have to be done.

DCOM Settings
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Working with enabled DCOM Authentication

Running the software with an enable DCOM Authentication means that a user
authentication takes place when a connection is established. In order to au-
thenticate the transfer of user contexts from one machine to another is per-
formed. Per example the DPE Client, as in the following pictures shown, runs
under the context of a user called DPE User (account of user under, which the
log in to the client machine has been performed):

Applications | Processes |F'ean:nrmann:e Mebwarking

Image Mame User MName
DPFFrame, exe LPE User

This user context is transferred to the server machine where first of all authen-
tications takes place. In second instance security checks are done that deter-
mine if user has access permission.

Configuration of which mode the software uses happens via registry. By de-
fault the solution is installed to run with enabled DCOM Authentication. This
means the DisableAuthentication value that is stored in the registry under
the key HKEY_LOCAL_MACHINE\SOFTWARE\DELMIA is set by default to
0. The flag has to be consistent on all server and client machines.

& Registry Editor
File Edit Miew Favorites Help

I:l Cryskal Decisions Marne Type Data

(1 Cygrus Solutions (ab](Default] REG 52 (value not set)
{2 DELMIA [aB|DCoMAutherticationService  REG_SZ  WINNT

(3 D-Tools ET Disablefuthentication REG_SZ

(L3 FullCircle

5 Gemlis EnabIePackﬂtPrivacy REG_SZ

£

m Notes: We recommend the users to be logged in as a Domain User when work-
ing with the client software. Also we recommend the server process to run under

a Domain User. The usage of a Domain User for the server process identity is
suggested cause of the callback connections. The general use of Domain Users
makes the administration and setting up of the solution easier.
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Server Settings

When setting up the system the first thing to do, is to define the user identity
under which the server processes have to run. We recommend the use of a
Domain User that has Local Administrator Rights (see chapter Assign local
administrator rights to a user) for this purpose. Due to the callback connec-
tions the server has to authenticate on the client machines. This means the
user identity used by the server processes has to be known on the client ma-
chines (applies only in case client is a DPE client).

Generally spoken, if non domain users are used either as client user identity
or server process identity, the only option is to make the user known by creat-
ing a user with the same name/password combination on the opposite ma-
chine.

The following steps have to be done in order to setup DCOM Permissions in
the right way. How to do these steps will be explained further on in own sub
chapters:

=  The user identity has to be set for the Server Processes
] Set the Launch Permission for the Server Processes
] Set the Access Permission for the Server Processes

= Depending on the used server OS, machine policies have to be adapted.

For setting up the permissions in a convenient way we recommend setting up
a Domain Group containing all users that work with the solution and also the
user identity of the server processes:

DPE Users Properties @E|

General

@ DPE Users

Description: Users that have the right to access MHub

Members:
4G DPE Admin
G DFE User
5 DFE User?

0k ][ Cancel ][ Apply

= If only one server machine is set up, in that case a Local Group is suffi-
cient.

DCOM Settings
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Configure the User Identity of the Server Processes

2 Start DCOM Configuration, for how see also chapter How to Launch
DCOM configuration Tool .

DPE EPGenericServices
#: DPE EPLogger

DPE EPSSO5Service
CPE Lock Manager

CPE PoolingServer
DPE PPRServer

DPE Server Tools

i DPE IUpdate Manager

S Set DCOM ldentity on required "F>
processes (see also chapter Whic
server processes to customize?)

DPE Server processes.

o Select Properties... on each server
process.

2 Select the Identity tab:

2 Check the radio button This user and enter the user name (DPE Admin)
and user password.

< Confirm with OK

DPE EPGeneticservices Properties HE
General | Location | Security | Endpoints ~ Identity I

“which uzer account do you want to use to run this application?

" The jnteractive user.

™ The launching user.

Uszer: ISVIF‘DDEG\DF‘E Adrnin Browse... |

Eassword: I...............

Confirm paszword: Iooooooooooooooo

' The spstem account [services only].

S The server processes from now should run under the DPE Admin user
account.

fpplications  Processes | performance I Metworking I Idsers I

Image Mame | User Mame | _PL | Mem Usage |
lockmng.exe DPE Admin User ] 6,724 K
EPServerTools, exe DPE Admin User ] 22,916 K
UpdateiMng.exe DPE Admin User 0o 7184 K
eppoalingserver, exe DPE Admin User ] 3,940 K
IPDServer.exe DPE Admin User an 0,576 kK
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Set Process Launch Permissions:

o Select Properties... on each server process (DPE...) in DCOM configu-

ration Tool.

o Select Customize and Edit to set the Launch Permissions. Exit the dia-

log with OK.

DPE EPGenericServices Properties

General Lucaliunl Security |Endpuints Identity
Launch and Activation Permissions
" Use Default
Edit
Access Permissions
 Use Default
+ Customize Edi..
Configuration Permizsions
" Use Default
f* Customize Edit..
[ ag 1 [ Cancel ] [ Lpply ]

2 Assign DPE User Group all Permissions and exit with OK

Launch Permission
Security |
Group of user names;
!ﬁ Adminiztrators [SVIPDDE GAAdministratprs)
ﬂi DPE Uszer [SWIFDDEGSDPE User) @-
€7 INTERACTIVE
€7 SYSTEM
Add... | Bemaove |
Permizzions for DPE Wser Al A Deny
Local Launch O
Femate Launch O
Local Activation O
Remote Activation [}D

DCOM Settings
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Set Process Access Permissions:

o Select Properties... on each server process (DPE...) in DCOM configu-
ration Tool.

S Select Customize and Edit to set the Access Permissions. Exit the dialog
with OK.

DPE EPGenericServices Properties

General Lucaliunl Security |Endpuints Identity
Launch and Activation Permissions
" Use Default
Edit
Access Permissions
 Use Default
+ Customize Edi..
Configuration Permizsions
" Use Default
f* Customize Edit..
[ ag 1 [ Cancel ] [ Lpply ]

2 Assign DPE User Group all Permissions and exit with OK.

Launch Permission EHE

Securty |

Group or user names:

ﬁ Administratars [SVIPDDEG M Administrators]
m DPE Usger [SVIPDDEGSDPE Uzer) @-

€7 INTERACTIVE

€7 SYSTEM
Add... | Remove |
Permizzions for DPE User Alla A Deny
Local Launch O
Fiemate Launch O
Local Activation O
Remate Activation I}D
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Windows Server 2003 SP1 (and newer) Policies add-ons

With the introduction of Windows Server 2003 SP1 also hew DCOM policies
have been introduced. These policies control on a machine level, which is al-
lowed to launch and access DCOM processes. For setting up these in an
adequate way please refer to the following steps.

=

Start Local Security settings. See also chapter How to Launch Local Poli-
cies configuration.

Select Security Options and edit DCOM Machine Access and Launch
Restrictions.

@ Security Settings Policy  # | Security Setting
@ Account Policies | audit: Shut down system immediately if unable tolo.., Disabled
E@ Local Policies E:l DCOM: Machine Access Restrictions in Security Desc... Mok Defined

" Audit Policy [B¥]ocoM: Machine Launch Restrictions in Security Des...  Not Defined
: User Rights Assigniment Devices: Allow undock without having to log on Enabled

= .Secunty Qetlons Devices: Allowed to format and eject removable media Administrators
[:l Public Key Policies B o vir it sk vimmwee Frcen incballins muickee dvivimes Erchled

Open Properties on DCOM: Machine Access Restriction.

.ﬁ.uu:lit: Shut down system immediately i unable to

: COM: Machine Access LEs £
DCOM: Machine Launch Res BREELES £

Devices: Allow undock withe  Help

Press Button Edit Security...

Template Security Policy Setting

g. DCOM: Machine Access Bestrictions in Security Descriptor
al" Defintion Language [SDDL) syntax

If the secunty descrptor is left blank after defining the policy zetting in the
template, the policy zetting will not be enforced.

Secunty descrptor;

. —s

DCOM Settings
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2 Add group DPE User.
< Allow Access from Local/Remote.

Access Permission EH
Security Limits |

Group or user names: P
ﬁ:ANDNYMDUS LOGAM "

ﬁ: Diiztributed COM Usgers [SWIPDDEG Distibuted COM Users)
ﬁ: DPE User [SWIPDDEGADPE User)

ﬁi Everyone
Add... | Bemaove |
Permizsions far DPE User Al Deny
Local Access O
Femote Access O

S Confirm with OK (two times).

2 Open Properties DCOM: Machine Launch Restriction ...

Eﬂ.ﬁ.udit: Shut down system immediately if unable to |
EDCOM: Machine Access Restrickions in Securiky De

COM: Machine Launch Reshrickinn:
8] Devices: Allow undack with IR ek

EﬂDevices: Alloed to Format Help %[n
EID']DEWEES: Presvent users frommmsoamo onmosr onBe

® Select Button Edit Security...

Template Securty Policy Setting |

g’.. DCOM: Machine Launch Restrictions in Security D escriptor
a‘f Definition Language [SDOL) zuntax

If the security descriptor is left blank after defining the policy setting in the
template, the policy zetting will not be enforced.

Securiby descriptar:

Edit Security..

DCOM Settings Version PE 5.19 June 2008
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Working across Network Domains

2 Add group DPE User to user list in dialog.

Launch Permission

Securit%imits |

Group or uger names:

e

ﬂi Administrators [SWIPDDE Gh\Administrators)

ﬁ: Diztributed COM Users [SVIPDDEGMDigtributed COM Users)

ﬁ: DPE User [SYIPDDEGADPE User)

ﬁi Everyone

agd.. |

Bemove |

Pemizzions for DPE User Allaw

Drery

Local Launch
Femate Launch
Local Activation
Remate Activation

2 Assign to DPE User group all permissions.

2 Confirm with OK (two times).

In case the solution should run across Network Domain boundaries the client
user account has to be known on the server machine. The options here:

1. Work with trusted Network Domains.

2. Create a Domain user with the same name/password combination in the

server domain.

3. Create a local user with the same name/password combination on the

server machine.

In case a DPE Client is connecting to a server across Network Domain
boundaries the same applies for the server process identity. It has to be

known on the client machine.

Another alternative is not to work with enabled Authentication. See chapter
Working with disabled DCOM Authentication.

DCOM Settings
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Working with disabled DCOM Authentication

First step for running DCOM with a disabled Authentication is to set the regis-
try value DisableAuthentication under
HKEY_LOCAL_MACHINE\SOFTWARE\DELMIA to 1 (Default is 0). The flag
has to be consistent on all server and client machines.

% Registry Editor

File Edit ‘iew Fawvaorites Help

[ clients A Marne Tvpe Data e

(3 crystal Decisi_nns [ab]iDefaul) REG_SZ  {walue not set)
(3 Cygrus Solutions [ab]DCOMAuthenticationService  REG_SZ  WINNT

g EE-::MT E—’iEEZ'isaI:-Iea'J.utl'uerti-:ati-:-ru REG_SZ 1
-Tools . _
[ FullCirdle w Ena!:u!ePacketPrwacv REG_SZ 0 3

When does it make sense to work with disabled Authenti-
cation?

S Novell network. For further information have a look on the DCOM settings
for multiple clients on Novell networks without a Windows Domain Con-
troller chapter).

S When solution is setup over multiple network domains that run not as
trusted domains. A disabled Authentication could provide in this case an
easier way to administrate security through whole the solution.

Server Settings

Configure the User Identity of the Server Processes

The process identity of the server process has to be set up in the same way
as with enabled DCOM Authentication. Have a look corresponding section
of the “Working with DCOM Authentication” chapter.

Permissions on Server Processes:

For connecting and accessing server processes by the client applications the
Launch and Access Permissions have to be set up. For this purpose the
DCOM Configuration Tool has to be started. See How to Launch DCOM con-
figuration Tool section. In order to know which server processes to setup
please look into section “Which server processes to customize?”

DCOM Settings Version PE 5.19 June 2008
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Set Process Launch Permissions:
o Select Properties... on each server process.

S Select Customize and Edit to set Permissions. Exit the dialog with OK.

DPE EPGenericServices Properties

General Locatlonl Security |Endpo|nts Identity

Launch and Activation Permissions

" Use Default

Edit...

Access Permissions

" Use Default

&+ Customize Edi...

Canfiguration Permizsions

" Use Default

& Customize Edit...

[ akK 1[ Cancel ][ Apply ]

2 Assign Everyone Group all Permissions:

Security |

Group or uzer names:
!ﬁ Adminigtrators [PCS321DPS 32DEGYADministrators]

WEIYONE

€7 INTERALTIVE
€7 SYSTEM
Add... | Bemove |
Permizzions for Everyone Allowy Deny

Local Launch
Remate Launch
Local Activation

HEEE
ooon

Remate Activation

()8 I Cancel

DCOM Settings Version PE 5.19 June 2008
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Set Process Access Permissions:

o Select Properties... on each server process

2 Select Customize and Edit to set the Permissions. Exit the dialog with
OK.

DPE EPGenericServices Properties

General Lucaliunl Security |Endpuints Identity

Launch and Activation Permissions

" Use Default

Access Permissions

 Use Default

& Customize Edi...

Configuration Permizsions

" Use Default

& Customize Edi...

L ag J[ Cancel ][ Lpply ]

2 Assign Everyone Group all Permissions:

2]

Security |

Group or user names:

€7 SYSTEM
Add | Bemaove |
Permizszions for Everyone Ailla Deny
Local Access O
Femote Access a

QK I Cancel

DCOM Settings Version PE 5.19 June 2008
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Windows Server 2003 (and newer) Policies add-ons

Configure Network Access Permission on machine level:

o Start Local Security settings. For further information’s have a look at the
chapter How to Launch Local Policies configuration.

2 Navigate in the tree and select the Policy Network access: Let Every-
one permissions apply to anonymous users.
o
File  Action ‘iew Help
« = |@Em|* e
@ Securiby Settings Policy  # | Securit SELI
@ Account Policies Mi-:rosoft netwark server: Digitally sign communications {F cient agrees) Disabled
E‘@ Lacal Policies MicrosoFt netwark server: Disconnect clients when logon hours expire Enabled
{E Audit E':'“W _ 8] Metwork access: Allow ananymaus SIDjName translation Disabled
m User Rights Assiar | [ etwark access: Da nat allow anonymaus enumeration of SAM accounts Enabled
-8 Seeurity OPUons | | i yerwork access: Do not allow snorymous snumeration of SAM accou,.,  Dissbled
D AR PD“':',BS, Network access: Do not allow storage of credentials or JWET Passport,..  Disabled
D Software Restrickion F — e e— S —
g 1P Security Palicies an ark access: ne permissions apply to anonymous users Enabled
Network access: Mamed Pipes that can be accessed anonymoushy COMMAP,C
Network access: Remokely accessible registry paths SystemiiCu
Network access: Remotely accessible registry paths and sub-paths SystemiCu -
. | b e e _>|_I
| | |
o Start Properties Dialog by selecting Properties... in the context menu on
the selected item.
2 Enable Security setting by checking the radio button. Exit the dialog with

OK.

Network access: Let Everyone permissions apply to a... E|rg|

Loczal Securty Setting

a::;. LSErs
=

Metwork access: Let Everyone pemiszions apply to anonymous

Ok

J |

Cancel ] [

Apply

DCOM Settings
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Windows Server 2003 SP1 (and newer) Policies add-ons

Set DCOM Launch and Access Permissions on machine
level:
With the introduction of Windows Server 2003 SP1 also hew DCOM policies
have been introduced. These policies control on a machine level, which is al-

lowed to launch and access DCOM processes. For setting up these in an
adequate way please refer to the following steps.

S Start Local Security settings. For further informations have a look at the

=

chapter How to Launch Local Policies configuration.

Navigate in the tree and select the Policy DCOM: Machine Access Re-

strictions...
'Hi Local Security Settings 10| =]
File | Action  Wiew  Help
-] [ @
@ Security Settings Palicy 7/ | Security
@ Account Policies [3%] accaunts: Administrator account status Enabled |
E‘@ Local Policies [2%) Accounts: Guest account status Disabled
@ Adit thcy ) P.ccounts: Limit local account use of blank passwords ko consale logon...  Enabled
@ CEes |.1|ghts Assian | [ accounts: Rename administrator account Administy
d'P@bfeEu”t: (lilhp.tmns [2%) Accounts: Rename quest account Guest
Cl SUFtIC EYR d ::CI,E:_ d P.udit: Audit the access of global system objects Disabled
+- oftware Restriction -
7 ) - .C\udit: Audit the use of Backup and Restare privilege Disabled
@ 1P Security Policies on . ) . ) _ . . .
P.ucht: shut down system immediately if unable to log security audits Disabled
i Machine Acc estrickions in Secority Descriptor Definition L, .
_I mi DCOM: Maching Launch Restrictions in Security Descriokor Definition L., O:BAGET
K K 3

Start Access Permission Dialog by selecting Properties... in the context

menu on the selected item.

Assign to Everyone and Anonymous Logon Group all Permissions and

exit the dialog with OK.

Access Permission

Security Limits |

2|
Security Limits |

Group or uger names: Group or uger names:

Access Permission

21|

@ANDNYMDUS LOGOM

ANONY

!ﬁ Distributed COM Users [PC5321DPS32DEGADistributed C...

OUSs LOGO

!ﬁ Distributed COM Users [PC5321DPS32DEGNDistributed C...

DCOM Settings

!ﬁ Everyone ‘ Everyone
Add... | Bemove | Add... | Bemove |

Permizzions for AMONYMOLS
LOGOM Allowy Deny Permizzions for Everyone Allowy Deny

Local Access O Local Access O

Femote Access O Femote Access O

()8 I Cancel | ()8 I Cancel |
Version PE 5.19 June 2008
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2 Navigate in the tree and select the Policy DCOM: Machine Launch Re-
strictions...

o Start Launch Permission Dialog by selecting Properties... in the con-
text menu on the selected item.

© Assign to Everyone Group all Permissions and exit the dialog with OK.

Security Limits |

Group or user names:
ﬁ Administrators [PCS 321 DPS32DE Ghadministrators]
ﬂ Distributed COM Users [PCS321DPS32DEGDistributed C...

‘ Everyone

Add... | Bemove |

Permizzions for Everpone Allow Deny

Local Launch
Femate Launch
Local Activation
Fiemate Activation

HEEAE
oooo

(] I Cancel

DCOM Settings Version PE 5.19 June 2008
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Client Settings

Windows XP SP2 Operation System add-ons

With the introduction of Windows XP SP2 also new DCOM policies have been
introduced. These policies control on a machine level, which is allowed to
launch and access DCOM processes. For setting up these in an adequate
way please refer to the following steps

=

Start Local Security settings. For further information have a look at the
chapter How to Launch Local Policies configuration.

Navigate in the tree and select the Policy DCOM: Machine Access Re-
strictions...

=1

& Local Security Settings
File  Action Wiew Help

5B @

I@ Security Setkings Palicy Security
+-([8 Account Policies [#8)Accaunts: Administrator account status Enabled
=18 Local Policies 8] Accounts: Guest account status Disabled —

+- (8 Audit Ftolicy i Accuunts: Limit: local account use of blank passwords to console logon only Enabled

= @ Ssei Blghts .‘.?\sslgnl nccounts: Rename adminiskrator account Adminisk
it Dﬁie:::t:‘-jg::ns Accounts: Rename guest accounk Guesk
2[5 Software Restriction Pt Audit: Audit the access of global system objects Disabled
. lg IP Security Policies on | Aud!t Audit the use of Backup and Restore privilege Disabled

: Shut down system immediately if unable ta log security audits Disabled
il testrictions in Security Descriptor Definition Language {SDOL) O

CiBAGIE

.DCOM Machlne Launch Restrictions in Security Descriptor Definition Language {SDOL) syntax
[##1Devices: Allow undack withaut havina ta laa on Enabled
< AN R | ¥

Start Access Permission Dialog by selecting Properties... in the context

menu on the selected item.

Assign to Everyone and Anonymous Logon Group all Permissions and
leave the dialog with OK.

Access Permission

Access Permission

Security Limits ‘ Security Limits |

Group or user names:
ANONYMOUS LOGOM

Group or uger names:
!ﬁ ANONYMOUS LOGON

@ Everyone

Permissions for ANONYMOUS

LOGON Allow Deny
Local coess .}
Remote Access ]

Permizsions for Everyone Allaw Deny
Local Access .}
Remoate Access O
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Working with disabled DCOM Authe

2 Navigate in the tree and select the Policy DCOM: Machine Launch Re-
strictions...

<  Start Launch Permission Dialog by selecting Properties... in the context menu on
the selected item.

® Assign to Everyone Group all Permissions and leave the dialog with OK.

Launch Permission

Security Limits |

Group or user names:
@ Administrators [PCACIDE GhAdministrators)

ﬁ Everyone

Permizsions for Everone Aillow Deny

Local Launch
Femate Launch
Local Activation
Fiemate Activation

HEEE
oooo
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Working with DCOM encryption

By default, DCOM communication is not encrypted and sensitive data may be
visible to non-privileged entities, i.e. when communication is routed through
public or wireless networks. Therefore, DCOM allows configuring marshalling
to be encrypted.

For running DCOM with encryption, an enabled DCOM Authentication is man-
datory. In order to run DCOM with encryption all steps explained in the chapter
Working with enabled DCOM Authentication have to be fulfilled. Furthermore
the registry value “EnablePacketPrivacy” under
“HKEY_LOCAL_MACHINE\SOFTWARE\DELMIA” has to be set to “1” (Default
is 0).

%' Registry Editor

File Edit Ajew Fawvorites Help

[ clients

1>

MNarne Type [Daka

£ cwvgnus Solutions —
5] DELMIA

[ D-Tools
[ FullCircle

[ab]pcoMauthenticationService  REG_SZ WINNT
[ab] pisableauthentication REG SZ O
ET) EnablePac REG S5Z 1

[

ketPrivacy

| £

(1 Crystal Decisions (ab]{Default) REG_5Z  (walue not set)

||<

In order to encrypt security relevant data it is mandatory to modify the server
side “EnablePacketPrivacy” value. The change of this value on the client side
is not needed.

As encryption algorithm RC4 with a key length of 128bit (supported by OS till
Windows 2000 service pack 2 and newer) is used. This encryption algorithm is
provided by the DCOM Authentication Service “NTLMSSP”.
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Which server processes to customize?

The decision which server processes to setup depends from different aspects:

=

1.
2.
=)

O @ nhF

The following process have always to be customized:

DPE PPRServer

DPE Server Tools
On a Master server additionally the following processes have to be cus-
tomized:

DPE Pooling Server

DPE Lock Manager

DPE Update Manager
When working with DPM clients the DPE EPGenericServices process
has to be customized on Slave and Master.

When working with SSO (Single Sign On) the DPE EPSSOService proc-
ess has to be customized on Slave and Master.

When working with enabled P&O Logging or Logging of Access to Ex-
port controlled data additionally the DPE EPLogger process has to be

customized (customer is free to decide where to run, on the Master only,

on all server machines or ...).
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Assign local administrator rights to a user

On server machine select Start / Control Panel from the Windows taskbar.
Start Administrative Tools in Control Panel view or menu.

Start Computer Management in Administrative Tools view.

O 0o o0 0

Select System Tools for managing ‘Local Users and Groups’.

E Computer Management

Q File  Action Wew Window  Help
& = | | 2 |

Q Computer Management {Local)
Elﬁ& Systemn Tools
-] Evertt Wiewer

; Shared Folders
Local Users and Groups

2 Add Domain User here DPE Admin to group of ‘Administrators’ on server
machine

Administrators Properties ﬂ E |

General |

‘g Adminigtrators

D ezcription: mplete and unresticted acceszs o the computer/domain

M embers: h

Adminiztrator
€% DPE Admin
€7 D5 ADMLCLDEG
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On Windows XP and Windows Server 2003

How to Launch DCOM configuration Tool

On Windows XP and Windows Server 2003

O 0 o0 0

Select Start / Control Panel from the Windows taskbar.
Start Administrative Tools in Control Panel view or menu.

Start Component Services in Administrative Tools view.

The Component Services window appears. Navigate through the Com-
ponent Services tree as shown by the following picture. (When selecting
the DCOM Config item confirmation dialog boxes may be displayed, ask-
ing you to accept some key numbers. Accept the numbers by selecting
Yes in these dialog boxes).

i'#> Component Services
@ Fie
= | @) 2

120 Console Rook
= @ Component Services
= [:l Computers
= @ My Computer
+-[_] oM+ applications
+-43 DCOM Config

Action  Yiew  Window  Help

DCOM Config 177 object(s)

Mame

@ DPE EPLogger
&y DPE EPSS0Service
@ DPE Lock Manager

Properties

+-|_]] Distributed Transackion C suiiipeay
e D Running Processes @DF‘E PoolingServer {49BB49BC-26EF-4FC
+ Event Yiewer (Local) @DPE PPRServer {C48F3E06-53AB-1100
+ % Services (Local) @DPE Server Tools {2862DECF-EBAD-441
@DF‘E Update Manager {C3319BA1-2FAD-11D »
< F N £ >
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On Windows 2000

On Windows 2000

O

Select Start / Run from the Windows taskbar.

2 Enter the command "DCOMCNFG" in the Run dialog box, and click OK to
launch the program (When DCOMCNEFG is launched it may display a
confirmation dialog box asking you to accept some key numbers. Accept
the numbers by selecting Yes in these dialog boxes).

2 The Distributed COM Configuration Properties dialog box appears:

Distributed COM Configuration Properties 2|
Applications || Defaulk Propertiesl DefauItSecurityI Drefault Protocolsl

Applications:

DPE EPGenericServices ;I
DPE EPLogger

DPE EP550Service

DPE Lock Manager

DFE PoolingServer
DPE PPRServer J

DPE Server Tools

DPE Update b anager

Ewent Object Change

HTHL Application

115 Admin Crypto Extenzsion

15 Admin Service

115 WaMREG admin Service
iigctl

Image Document

ImportE xportCGR XCGR2Cache
InstallShield InstallDriver (1]
InztallShield InstallDriver (2]
Internet Explarer(ver 1.0) LI

Froperties... |

ok I Cancel ol
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On Windows 2000

How to Launch Local Policies configuration

Select Start / Control Panel from the Windows taskbar.
Start Administrative Tools in Control Panel view or menu.

Start Local Security Policies in Administrative Tools view.

0O 0 0 0

The Local Security Policies window appears. Navigate through the Com-
ponent Services tree as shown by the following picture.

& Local Security Settings |Z||E|[z

File Action Yew Help

& B @

@ Security Settings A | MName
+- 8 Account Policies (8 audit Plicy
=BEC} ocal Policies

[(Buser Rights Assignment

: @ Audit Policy @Security Options

+-[J8 User Rights As:
(& security Optior
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How to enable DCOM?

By default, as shipped by Microsoft, DCOM is enabled on OS platforms. To
enable DCOM on the OS the followings steps have to be performed:

2 Launch the DCOM configuration Tool. See How to Launch DCOM con-

figuration Tool section.

Windows 2000

2 On Windows 2000 you are now in the right dialog.

Windows XP/ Windows Server 2003
On Windows XP/ Windows Server 2003 you have to navigate in the tree

=

to My Computer item and select Properties...

27 Console Root
| @ Component Services
=[] Computers
— [
Skop MS DTC
wqcom TP
+-CA0COl  Refresh Al Cormponents
+-(Z] Distri ——
- Runn  View
¥ Event Wiewer (Lo Mew Windaw fram Here
+ Services (Local)

Properties

Help

Select the Default Properties tab and check if DCOM is enabled.

Distributed COM Configuration Properties

Applications| Default Properties DefauItSecurityI DefaultProtocoIsI

I ¥ Enable Distributed COM o this computer I

[™ Enable COM Intemet Services on this compiter

— Default Distributed COM communication properties
The Authentication Level specifies security at the packet level.

Drefault Authentication Level:

Connect j

The Imperzonation Level specifies whether applications can
determine who is calling them, and whether the application can do
operations using the client's identity.

Drefault Impersonation Level:
|1dertity =l

[~ Provide additional security for reference tracking

QK I Cancel Lol
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How to disable Windows Firewall?

Customize Windows Firewall

An enabled Windows Firewall prevents by default the start of incoming con-
nections. In the context of the DPE client an enabled Windows Firewall means
customization effort is required. Otherwise the callbacks (First chapter) used
by the solution will not work properly and Error messages rights after the Login
appear.

For setting up a DPM client this section can be skipped. The DPM client works
without callbacks therefore no customization effort is required here.

How to disable Windows Firewall?

O

Select Start / Control Panel from the Windows taskbar.

< Start Windows Firewall in Control Panel view or menu.

aTaskJ:uar and Start Menu Cuskarize the Stark Menu and the .,
ﬂUser Accounts Zhange user account settings and p...
- windows Firewall Configure the Windows Firewall

22 wireless Network Setup Wizard Set up or add ko a wireless netwaork ..

S Select Off in General Page in Windows Firewall Properties Dialog

= Windows Firewall

General Exceptions | Advanced |

Fre
x J “our PCis not protected: turh or Wi

“windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intermet or & network,.

@ () On [recommended]

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

| Firewall blocks programs. Selections on the Exceptions tab will be

Select thiz when pou connect ta public networks in less secure
| locations, such as airports. YYou will not be notified when Windows
| ignared.

@ (=) OFf [not recommended]

Avoid uzing this setting. Turming off Windows Firewall may make this
computer more vulherable to viruses and intruders.

windowes Firewall is uzing vour domain settings. %

what else should | khow about Windows Firewall?

0K l [ Cancel
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Enable DPE Client to run on Windows XP SP2 with an enabled Windows Firewall

Enable DPE Client to run on Windows XP SP2 with an en-

abled Windows Firewall

< Select Start / Control Panel from the Windows taskbar.

< Start Windows Firewall in Control Panel view or menu.

aTaskI:nar and Skark Menu

ﬂUser Accounts

Windows Firewall
22 wireless Metwork Setup YWizard

Cuskomize the Start Menu and the b,
Change user account settings and p...
Zonfigure the \Windows Fireveall

Set up or add to a wireless network, ...

S Select On (recommended) in General Page in Windows Firewall Proper-
ties Dialog

- - .
= Windows Firewall

General | Exceptions | Advanced

ignored.

‘windows Firewall helpz pratect your computer by preventing unauthorized users
from gaining access to your computer through the Internet or a network.

'

This setting blocks all outside sources from connecting to this
computer, with the exception of thoze zelected on the Exceptions tab.
[JDon't allow exceptions

Select thiz when you connect ta public networks in less secure

lozations, such as airports. You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be

() OFf [not recommended)

Avoid using thiz setting. Tuming off *indows Firewall may make this
computer more vulherable to viruges and intruders.

‘windows Firewall iz uzing your domain settings.

‘what else should | know about *indows Firewall?

ak l [ Cancel
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O 0 o0 0

Press button Add Port...
Enter as port name: DCOM.
Enter as port number: 135.

Select TCP protocol and confirm with OK.

%= Windows Firewall

General | Exceptions ‘ Advanced

Wwindows Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services;

Name

File and Printer Sharing
Frocess Engineer
Flemote Assistance

[ Remate Desktop

[ UPAP Framewark

| W
[ Add Program... ] I Add Porl...q[ Edit... ] Delete

Display a natification when \Windows Firewall blocks a program

Wwhat are the risks of allowing exceptions?

Add a Port . X

|Jze these seftings to open a port through "Windows Firewall. To find the port
rurnber ahd pratocol, consult the documentation for the program or service pou
wark bo L,

A
M arme: |DCDM K — |
R o

Part number; |135 V |
® TEPK Oupp

wihat are the risks of opening & port?

o Coowa )

Go to page Exceptions and press Button ‘Add Program...” and select

Process Engineer [DPFFrame.exe] in list of programs.

Confirm with OK.

m NOTE: If you want to use DPE Balancing application; add also EPBalancing.exe
in exceptions list.
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o q
= Windows Firewall

|General‘ Exceptions |Advanced|

‘windows Firewall is blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs
to worls better but might increase your security risk.

Programs and Services:

Hame

ile an g

Remote Agsistance

[] Remate Deskiop

[ UPnP Framework by

S

[AddPlogram&[ sddPor.. | [ Edt. Delete

Digplay a notification when 'windows Firewall blocks a program

Wwihat are the risks of allowing exceptions?

Add a Program [X

To allow communications with a program by adding it to the Exceptions list,
zelect the program, or click Erowse to search for one that is not listed.

Frograms:

‘ Intemet Spades

"QE Microzoft ODBC Administrator
a Mineswesper

W M5M Explarer

i@ OfficeS can Client

Iﬁ Outlook Express

@ Firbal
;7?5 Fro
2F DAFRun

% Remove 2020

T3 Frun AL Z

>

ngineer

Path: |D:\DELMlA\PPHc|ient\pmgram\bin\0rl'>n¥ram [ Browse... ]

T (T

Programs and Services:

3ling

Process Engineer

v Femate Assistance
O] Remote Deskiop
CIUPHP Framewark,

Please confirm that DCOM and Process Engineer is set to true in list of
exceptions
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Enable Server Processes to run on Windows Server 2003 SP1 with an enabled

Windows Firewall

Enable Server Processes to run on Windows Server 2003
SP1 with an enabled Windows Firewall

For the setup of the Server Processes on Windows Server 2003 SP1 with en-
able Windows Firewall the same steps are required, as for the DPE client on a
Windows XP SP2 with enable Windows Firewall. The only difference is, in-
stead of customizing exceptions for Process Engineer and the Balancing
module you have to customize exceptions for the server process.

For which server processes you need to configure exceptions, please refer to
chapter Which server processes to customize?

Example DPE PPRServer (...\PPRServer\program\bin\IPDServer.exe)

Add a Program §|

To allow communications with a program by adding it to the Exceptions list,
zelect the program, or click Browse to zearch for one that is not listed.

Brograms:

W Hearts ~
@f Help Warkshop

M Home

£ Internet Backgarman

@ Internet Checkers

& Irtemet Explorer

W Irntemnet Hearts

G Internet Beversi

4 Internet Spades

T Intervidea WinDWD

FliPoSeverexe w

Path: | \delmizhpprserversprogramtbin\IPDS erver. exe

o) oo ]

Installation paths for the remaining server process:

DPE Server Tools (...\PPRServer\program\bin\epservertools.exe)
DPE Pooling Server (...\PPRServer\program\bin\eppoolingserver.exe)
DPE Lock Manager (...\PPRServer\program\bin\LockMng.exe)

DPE Update Manager (...\PPRServer\program\bin\UpdateMng.exe)

DPE EPGenericServices
(...\PPRServer\program\bin\epgenericservices.exe)

DPE EPLogger (...\PPRServer\program\bin\EPLogger.exe)

DPE EPSSOService (not used remote, no customization required)

ml NOTE: Don't forget setup the exception for the port 135 (see chapter before)
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Enable Server Processes to run on Windows Server 2003 SP1 with an enabled Windows
Firewall

Checklist for connection problems

The settings explained here in this section are shipped by Microsoft by default
in a way which allows our solution to work. This is the reason, why they ha-
ven't been mentioned in the previous chapters.

Prerequisites are:

2 DCOM has to be enabled on Client and Server side (By default it is en-
abled).

<2 With Windows XP SP2, Windows Server 2003 SP1 and Windows Server
2003 64 Bit a Windows Firewall is shipped with the OS. The standard for
Windows XP SP2, when it is installed, is an enabled Firewall. For the
other mentioned OS it is disabled. Our solution is by default not able to
run over Firewall. Therefore you have two options disable the Firewall or
Customize the Firewall to run with the solution.

S The computer has to be accessible from network (The setting need to be
fulfilled for server machines always, for client machines in case DPE cli-
ent is running on)

& Local Security Settings |Z| |E| E'

File Ackion Miew Help

& BB =

@ Security Settings 5 Palicy Security Setkin
+ (8 Account Policies ess this computer From the netwark, Everyone, A5F
-8 Local Palicies .ﬁ.ct as part of the operating system dbzadmin

£ (& Audt Policy — .ﬁ.u:h:l workstations to domain

+ (8 User Bights .f'.ssignmu .ﬁ.djust memory quokas for a process LOCAL SERNYTC
L. %hliehlfgntzﬁ?gilfns v .ﬁ.llcuw logon through Terminal Services Administrators s
< | * < | *

This setting has to be consistent with the Deny access to this compute from
network setting:

& Local Security Settings |Z| |E| E'

File Ackion  Wiew Help

& e

@ Security Settings o Palicy | Security Settin A
+-[C8 Account Policies ¥ 0ebug programs administratars
=18 Local Policies : Deny access bo this computer From the nebwork.  SUPPORT_355ES
+-(@ Audit Palicy — Deny logon as a batch job
=2 m User Bights .f'.ssignmu Deny logon as a service
L. [Eh.ieiziltgn?ﬂfns v Deny logon locally SUPPORT 388 »
£ | > £ | >
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Enable Server Processes to run on Windows Server 2003 SP1 with an enabled Windows

Firewall

The user identity under which the server processes run has to have right

to Log on as a batch job (By default, when the identity of the first proc-
ess is set in the DCOM configuration, the user is added to list of users

that have this right)

& Local Security Settings

File Action Yiew Help
& 2

@ Security Settings
+- @ account Policies
-8 Local Policies

+- L8 audit Policy

+- 8 User Rights Assignm )

[} Security Options
21770 ouiklic e Daliciac

£

Fa

Palicy

| Security Seftting ~

Impersu:unate a client after aut. ..
Increase scheduling priority
Ll:uad and unload device drivers
Lu:u:k pages in memary

og on as a batch job

ASPMET, Administrator, Adrr
Administr atars
Administrators

& Local Security Settings

File Action  Yiew Help
= EY
@ Security Settings S Palicy | Security Setking S
+- & Account _PF'"':iES Denw;.f access to this computer F... SUPPORT_355945a0, Guest
=8 Local PD_"':IES_ eny logon as a bakch job =3
B % EUd't;':'::’" = — Deny logon as a service
* 8 Sser _t";' Ost' =AM e Deny logan lacally SUPPORT_388945a0,%5-1-5-2
el ions :
i zﬁliir Den';.f lagon through Terminal 5., ASPRET

£ |

b

.
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DCOM settings for multiple clients on Novell
networks without a Windows Domain Controller

Since there is no domain when working in a Novell environment, there is no
domain user available. In this case, a local user on the PPR server must be
authorized to launch DCOM processes.

= Inthis case, the user for DCOM identity stays the same.

=  On the clients, this user must be created. This means that if a local user
"DELMIA_DCOM" (for example) is used for DCOM identity on the server,
a user "DELMIA_DCOM" must be created with the same password on
each PPRClient.

This solution is possible in Windows domains if there is no domain user avail-
able. For example:
= username: dpeb

= password: dpe5

In a Novell network without a Windows Domain, the user dpe5 (in this exam-
ple) must exist on the server machine as a local user with administrator privi-
leges and on all clients as a local user with the same password as on the
server.

Distnbuted COM Conhiguration Properties

Applications I Drefault F'ru:upertiesl Drefalt Securit_ul Drefault F'ru:utu:u:u:ulsl

Applications:
DPE Lack Mananer -

DFE Rights Adminiztrator

DFE Server Tools

DPE Update kanager

Dunng APE tests, logz event and emor records for later retnesval.
Ewent Object Change

Fuliillz: APE Service Fequests, delegated by the AEQueushkiar.
Heftpufr Application

HMSYMCH . &pplication

HoztE splorer

HTHL Application

Hurnmingbird ‘wyseT e Program «6.1.0.0

Image Document

[nztantiated by AEManager on the server maching, zo that multiple AE b
Internet Explorerfer 1.0]

Java Clazs Joonfigddctives

Java/COM Local Server Surrogate

logagent LI

Froperties... |

k. I Cancel e[
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DPE PPRServer Properties

lozalhostdpeh

2 On the client machines, the user dpe5 with password dpe5 must also be
created:

lg.ﬁu:lministrator Built-in account For administerin
Built-in account For guest acce:

[’: Computer Management (Local)
Elﬁ Syskem Tools
-] Event: Viewer

S Syskem Information

@ Performance Logs and Alerts

g sShared Folders

Device Manager
Local Users and Groups
Elg Storage
Disk Management
e Disk Defragmenter
=) Logical Drives
Q Removable Storage
[]--@ Services and Applications

DELMIA DCOM
User for DELMIA DCOM

Groups
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Authentication

Authentication

For authentication from server to client, an additional policy for accessing the
client must also be set.

On Windows, select
User management / Policy / User Rights / Access this computer

from network / Add / user "dpe5’ (the DCOM identity user):

User Rightz Policy

Daomair: EGB_TEST oK

Right; I.-“-‘-.I:l:ess thiz computer fram netwark, j Cancel

Grant To: Help

Hagdid,

Eemaye

[T Show Advanced U zer Rights

User Rightz Policy |

Diarmair: ES TEST

:

k.
Right; I.-“-‘-.I:l:ess thiz computer fram netwark, j Cancel |

Help

d

Grant Ta:
dpe5 [DPES DCOM uszer)

Bemove |

[T Show Advanced U zer Rights

m Note that the dpe5 username and password are only used as examples in the
scenario above. Any name may be used; however it is important to use the same
username and password for the client, server and DCOM-identity on the server.
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General

DCOM HTTP Tunneling

General

In order to use DCOM HTTP Tunneling several installation requirements to ac-
tivate MS CIS (COM Internet Services) and RPC over HTTP must be followed
(details see section setup and client and server machine configuration below).

The new connection modus has to work using the COM garbage collector.
Connecting a client has to receive an interface to a connection object, as long
as the connection object exists the connection is valid. As soon as the connec-
tion object is destroyed, either by release from the client or by the COM Gar-
bage Collector, the connection object has to kick of the normal server deregis-
ter mechanism.

DCOM HTTP-Tunneling can only be used for client-server connections. Con-
nections between server processes on several machines (DPE Master/Slave)
cannot be tunneled. Considering this scope a firewall protection allowing only
traffic on HTTP port 80 can only be installed between client and server. If a
firewall has to be placed between several server machines it must allow all
DCOM port traffic. Respecting security requirements the location of several
server machines within the company network should be choose carefully.

Using HTTP-Tunneling has an impact on the DPE system performance de-
pending on the kind of data transferred over the client server connection and
the network latency time and bandwidth.

Functional changes Server:
For the new connection modus additional points have to be ensured:

2 Disable the periodical check of the server to ensure if client is still alive.

< Disable the server termination notification mechanism. The server notifies
client about the server termination or the termination done via the Server-
Tools.

2 Disable the HasCommitToBeDone mechanism. Server notifies client
about to change status of the Save button (disabling and enabling Save
button).

Functional changes Client:

2 Inthe EPIPDClient module provide a possibility to connect to server using
the new connection modus.

o Disable registration of server callback in the UpdateDispatcher module.
< Disable registration of update callback in the ConfigfactoryCache module.

In generally this means that as long as clients are connected to the sys-
tem no changes to customization data are allowed.
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General

Clients that use COM HTTP Tunneling don’t receive

Update messages.

Notifications about the termination of server.

Notifications about the termination of their transactions via ServerTool.
No com objects created on client side can't be passed to the server.
The Auto relation asynchrony callback mechanism can’t be used.

If the client is remotely terminated from the ServerTools-Client, it does not
receive a confirmation message after disconnecting from the PPR server.
The PPR client will only recognize the disconnection status if the user
tries to fetch data which are still not cached on clients side or if calling
other server functions directly. In this case the client will display an error
message indicating an invalid transaction.

Functional changes ServerTools-Client:

The ServerTools-Client can be switched to a callbackless connection mode by
registry:

Key: HKEY_LOCAL_MACHINE\SOFTWARE\Delmia\EPServerToolsUI

entry: connectionmode

value:

0 — using callbacks for a non-tunneled server connection

1 — callbackless server connection supporting HTTP-Tunneling

Restrictions for connectionmode = 1;

Q

The ServerTools-Client does not support the interactive client termination,
instead the immediate termination of the server connection is proceeded.
ServerPool and Machine nodes in the navigator tree are not updated
automatically.

A lower updating frequency for the server process view and the load in-
dex view is used:

low: 6 sec.
normal: 3 sec.
high: 1 sec.

The ServerTools-Client does not support the interactive client termination,
instead the immediate termination of the server connection is proceeded

ServerPool and machine nodes in the navigator tree are not updated
automatically

Lower updating frequency for the server process view and the load index
view

The Process Monitor view and the PoolingServer LoadMonitor view are
refreshed only in the active window — to actualize data in inactive views
these windows must be set as foreground window first.
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Setup

Setup

If DCOM-HTTP Tunneling should be used for a client server connection, the
following system requirements must be fulfilled:

System requirements

Client machine:
] Windows2000 Workstation

Server machine:

=  Windows2000 Server

= [IS 5.0 (Internet Information Server)
= RPC-Proxy installed

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dndcom/html/cis.asp

Consider installation and configuration of system internet components (MS
Internet Explorer) may affect proceeding of HTTP tunneled DCOM RPC calls:

Known influences are:

=  Proxy Server for Internet Explorer (security and server domain name re-
solution)

=  Configuration of the Default Webpage in IIS

=  PPC-Proxy configuration in IIS (access permissions)

Client and Server machine configuration:

The DCOM HTTP-Tunneling is supported by Windows 2000 and must be acti-
vated on each client and server machine. To activate the Tunneling communi-
cation protocol the DCOM configuration tool dcomcnfg.exe is used. After
opening dcomcnfg.exe in the property tab ‘standard protocols’ the DCOM pro-
tocol ‘Tunneling TCP/IP’ must be added. The protocol order is different for a
client and a server machine:

Protocol order client machine:
»  Tunneling TCP/IP

] Connection oriented TCP/IP

=  Other protocols

Protocol order server machine:
] Connection oriented TCP/IP

*  Tunneling TCP/IP

=  Other protocols
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Setup

For a server machine the Tunneling protocol must be listed below the TCP/IP
protocol because communication between server processes does not support
Tunneling. The communication protocol will be selected by the first protocol
match for the communication partners.

In the dcomenfg property tab ‘standard properties’ the check box:

Activate COM Internet services on this computer:
S Must be enabled.

S  After setting up the DCOM protocols the system must be rebooted.
More information about the DCOM Tunneling configuration:

Client machine:
http://support.microsoft.com/default.aspx?scid=kb;en-us;265340
Server: machine:

http://support.microsoft.com/default.aspx?scid=kb;EN-US;282261

The DCOM standard protocol setup is effective for all DCOM components of
the machine. Setting up the machine standard protocol list is the only valid
configuration for client and server machines.

Client specific system configuration:

= |f using a Proxy Server (Internet configuration), it must be configured to
allow HTTP connect on port 80 without authentication.

= To establish a http tunneled server connection, the client must be able to
resolve the server domain. The server domain name resolution can be
provided by a domain name server or can be registered in the Windows
system32 HOST file. The name resolution can be checked by typing
<server_machine>.<domain>

= Inthe MS Internet Explorer — the server default web page should be dis-
played. Consider the proxy server configuration for the availability of the
server domain resolution.

Server specific system configuration:

S The connection timeout in the 1IS Default Webpage must be specified
high enough to cover the actual network availability (minimum 300 sec.).

2 The RPC-Proxy must be listed as ISAPI-Filter for the server machine in
the IIS (configured by the Windows2000 COM Internet Services Proxy in-
stallation of Networking Services).

2 The DCOM security settings for the DPE server processes remain valid if
DCOM Tunneling is used and must be set equally for all server processes
as described in the DPE DCOM security configuration.
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Example

A WAN with a firewall has to be simulated or installed to test the new connec-
tion scenario. Also a V5 client has to be provided that uses the new method.

To test the HTTP tunneled client server connection, the firewall placed be-
tween client and server has only to allow traffic on port 80. It is not possible to
install a firewall between several server machines — the inter-server communi-
cation cannot be tunneled. If a firewall must be installed between two server
machines the normal DCOM traffic must be allowed. The V5 client should
load, save and do all operation that normally works.

To prepare the Test DCOM HTTP Tunneling must be activated on all client
and server machines. Tunneling must be activated on the Windows system
and additionally the E5 client installation must be switched for Tunneling us-
age.

To check if the RPC-Proxy is installed in the server machine, in the 1IS con-
sole (Windows administration -> Internet Information Services) within the
standard web page entry, a node RPC must be displayed with an entry
rpcproxy.dil.

From the client machine, the default web page of the IIS on the server must be
accessible - to check server access open the Internet Explorer on the client
and enter:

=  <server_name>.<server_domain>
= (replace <...> with the names)

= the default webpage (e.g. 'under construction') should be displayed.

1) Enable DCOM Tunneling mode in the PPR client installation by setting
the registry entry 'connectionmode'

= HKEY_LOCAL_MACHINE\SOFTWARE\Delmia\ergoplan\
connectionmode = 1

] HKEY_LOCAL_MACHINE\SOFTWARE\Delmia\EPServerToolsUI\
connectionmode = 1
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2) Enable Windows DCOM Tunneling protocol on the server machine:

2 open dcomcnfg.exe on the server machine

9 select standard protocol tab:

Distributed COM Configuration Properties . 7] ]
.-“-‘-.pplicatil:unsl Defauilt F'rcupertiesl Default Secunty  Default Protocals |

DCOM Pratocols:

W Connection-oriented TCPAP
L9 Tunheling TCRAIP
W Connection-onented SP

W Connection-onented MetBEL

W Connection-oriented Methios over [P
& Datagram UDP/AP

W D atagram [P

Add | Eemu:wel anegpl tove Down FProperties...

D ezcription

The =t af netwark. protocaolz available to DCOM on this machine. The
ordering of the protocals reflects the prionty in which theyp will be used,
with the top pratocol having firgt prioriky,

k. I Cancel Apply

S Add the protocol 'Tunneling TCP/IP'

< Move the Tunneling protocol on second position after 'Connection ori-
ented TCP/IP'
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=

Select Default Properties tab:

Distributed COM Configuration Properties

Applications  Default Properties | Default Security | Default F'rn:ntn:n::n:nlsl

¥ Enable Distributed COM on this computer

¥ Enable COM Internet Services on this computer

— Default Distributed COM communication properties

The Authentication Level specifies secunty at the packet level.

Crefault Authentication Level:

Connect j

The Imperzonation Level specifies whether application: can
determing who iz zalling them, and whether the application can do
operationz uzing the client's identity.

Drefault Impersonation Lewvel:

I |mperzonate j

[T Provide additional security for reference racking

[k I Cancel Apply

2 Enable checkbox 'Activate COM Internet Services on this computer'

=

2

Reboot the server machine

More information in:

http://support.microsoft.com/default.aspx?scid=kb;EN-US;282261
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3) Enable Windows DCOM Tunneling protocol on the client machine:

2 Open dcomcenfg.exe on the client machine

2 Select standard protocol tab:

Distributed COM Configuration Properties i 7] ]

.-“-‘-.pplicatil:unsl Defauilt F'rcupertiesl Default Secunty  Default Protocals |

DCOM Pratocols:

T unneling TCF:

Add Bemove | fl e Qpl f e awr FProperties...

D ezcription

The =t af netwark. protocaolz available to DCOM on this machine. The
ordering of the protocals reflects the prionty in which theyp will be used,
with the top pratocol having firgt prioriky,

k. I Cancel Apply

S Add the protocol 'Tunneling TCP/IP'
S Move the Tunneling protocol on top position

2 To be sure that no other protocol is used on the client for the test, remove
all other protocols
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=

Select Default Properties tab:

Distributed COM Configuration Properties

Applications  Default Properties | Default Security | Default F'rn:ntn:n::n:nlsl

¥ Enable Distributed COM on this computer

¥ Enable COM Internet Services on this computer

— Default Distributed COM communication properties

The Authentication Level specifies secunty at the packet level.

Crefault Authentication Level:

Connect j

The Imperzonation Level specifies whether application: can
determing who iz zalling them, and whether the application can do
operationz uzing the client's identity.

Drefault Impersonation Lewvel:

I |mperzonate j

[T Provide additional security for reference racking

[k I Cancel Apply

2 Enable checkbox 'Activate COM Internet Services on this computer'

=

2

Reboot the client machine

More information in

http://support.microsoft.com/default.aspx?scid=kb;en-us; 265340

Additional a robustness test has to be done. The following issues have to be
evaluated:

2

How does the Garbage Collector of COM work?

= How robust is the network connection? Is it very sensitive or does the IIS

handle Communication problems?
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