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Foreword

This manual provides an introduction to the basic operations and functions of
the User Management.

While developing these functions we have made every effort to create a
clearly organized, easy-to-understand program structure.

A user-friendly interface as well as a clear menu guide will enable you to
quickly learn how to operate the program and to get familiar with its functions
so that you can carry out your planning tasks in a quick and reliable way.

Nevertheless, there will certainly be some things that we could do even better.
If you have any suggestions for improving our software, please be sure to let
us know.

We look forward to receiving your constructive feedback. It helps us to make it
even easier for you to work with the Process Engineer functions.

The same holds true for the manual that you are now reading. If, at any point
when using these instructions, you feel you are not being provided with the
clear, unambiguous, and proper guidance necessary to work with this applica-
tion, please be sure to let us know. We look forward to receiving your com-
ments and tips.

Please feel free to call, send us an E-mail, or contact our user hotline.

Please Send your Suggestions to:
DELMIA GmbH

Raiffeisenplatz 4

D-70736 Fellbach

Phone: +49/711/27 300-0
Fax: +49/711/27 300-599

E-mail: delmia.de.info@3ds.com

User Hotline:
If you have problems when using DELMIA products, please contact our user
hotline at:

Phone: +49/711/27 300-400
Fax: +49/711/27 300-599
E-mail: delmia.de.support@3ds.com

No Liability or Guarantee

Our programs and manuals have been compiled with great care and to the
best of our knowledge. They have also been tested in a production setting.
However, we assume no liability and provide no guarantee that the software
and related descriptions are free of error or are suitable for special purposes.

DELMIA assumes no liability for any damage that may arise from the use of
this software. By using this software, the user acknowledges this exclusion
from liability and shall hold DELMIA exempt from all claims.
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Copyright

The information in our documents may be copied and distributed for internal
purposes provided it is done free of charge and the contents are not altered or
distorted.

Any other form of usage, especially the sale on CD-ROM or in any other publi-
cation in whole or in part is only permitted after prior written consent by
DELMIA.

Some parts of this software are owned by Unigraphics Solutions Inc. and are
copyrighted © 2010. All rights reserved.

Some parts of this software are owned by combit® GmbH and are
copyrighted. Report-/Print module List and Label® Version 8.0: Copyright
combit® GmbH 1991-2010.

Modifications
Moreover, DELMIA retains the right to make modifications and improvements
to the product described in this manual at any time without prior notification.

DELMIA and the 3DS logo are registered trademarks of Dassault Systémes or
its subsidiaries, in the United States or other countries.

© 2001-2010 Dassault Systéemes - All rights reserved

Thank you for your interest in our products

DELMIA GmbH
Raiffeisenplatz 4

D-70736 Fellbach, Germany
Phone: +49 (-400)711/27 300-0
Fax: 49/711/27 300-599
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Introduction 1

1. Introduction

This manual explains how to use the Process Engineer User Management for
your planning purposes.

1.1 How to Use this Manual

L)

This manual enables you to get familiar with the operation and functions of the
Process Engineer. This manual briefly describes:

= User Management functions
Note

When handling the User Management functions, please also refer to the gen-
eral introduction to Process Engineer in the General Introduction Manual.

Click General Introduction to access the manual.

1.2 Documentation Conventions and Symbols

a
3
Wy

N
o

The symbols used in this manual are intended to provide you with keys to the
contents in an immediately understandable manner.

This symbol is used to introduce key concepts that are covered in the sections
immediately following this symbol. As a result, this symbol most frequently ap-
pears at the beginning of chapters or sections.

Note

This symbol is used to mark notes, which provide you with additional informa-
tion you need to have for further work. You will either find the Note sign at the
beginning of a chapter or in a particular text passage in the chapter. Texts
bearing this sign are additionally marked with Note. The text is always in ital-
ics.

Caution

This symbol indicates that the text that follows describes particular circum-
stances that you must avoid to avoid potential errors with the operation of the
program or harm to data. You will either find the Caution sign at the beginning
of a chapter or near a particular text passage in the chapter. Texts that are in-
troduced by this sign are additionally marked with Caution. The text is always
in italics.

This symbol marks examples which serve to illustrate a certain situation.

User Management Version PE 5.19
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This symbol marks the individual operational steps involved in a particular op-
erating instruction. Operating instructions describe operational steps, for ex-
ample, how to open a menu or execute a function.

1)

« This symbol marks listed subjects. The symbol for listed subjects can be either
used to structure a continuous text or to list main subject keywords.

»  This symbol marks list inside a bulleted or numbered list.

m‘ This symbol marks cross reference information that is available in another
manual.

1.3 New Functions in User Management

No new functionality has been added for this release.

User Management Version PE 5.19
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2. Overview

User management is part of the administrator's responsibilities.

All of the essential stipulations for user rights are described in the manual. It is
necessary to have exact knowledge of the Process Engineer object structure
and the plantype sets in order to create good rights management. Besides the
user management used for determining the user, group and function permis-
sions, the assignment of rights to access plantype sets, plantypes, and
projects is essential.

To be able to assign access rights, the user to whom such access rights shall
be granted needs to be defined first. Therefore, DELMIA Process Engineer®
allows creating users and assigning access rights to them individually. If sev-
eral users with identical rights exist, these users can be assigned to groups.
The access rights are only assigned on the group level and the users then “in-
herit” the access rights. How to create users and groups is described in the
chapters User Management Interface, respectively.

The following is a comparison of the access rights assignment used in
DELMIA Process Engineer® until Version 5.16SP 4 and the new access rights.

2.1 Access Rights

Access Rights Assignment used until DPE Version 5.16SP4

Until the DPE version 5.16SP4 all objects in the DPE data model directly ac-
cessible to a user (e.g. creating, changing or deleting objects in the PPR navi-
gator), from the standpoint of access rights administration could be devided
into five groups:

= Group 1 (all Ergocomponents):
Certain rights are required to be allowed to create, change and delete such
objects. These rights can be administered in connection with the object it-
self or its type (in that case it is a Slave ErgoPlanType object) (The chapter
Basic information concerning Ergocomponents in the Administrator Manual
explains what Ergocomponents are).

= Group 2 (Ergoprojects, templates and special security objects: coun-
tries, companies, contracts, licenses and ECClassifications):
Certain rights are required to be allowed to create, change and delete ob-
jects in this group. The right for creation is administered in connection with
the respective function permission, rights to change/delete are adminis-
tered directly in connection with the object.

=  Group 3 (all Ergoltems):
Access rights to objects in this group can be configured (properties of a
type: Own Rights in the Configuration Manager. Was deactivated in the
standard installation). Independent of the assignment of rights, anyone can
create such objects. Such objects may be changed if not rights are as-
signed to them or if the user holds the required rights.

= Group 4 (Nodes relations, plantypes, CRTokens and MODState-
ments):
Certain rights are required to be allowed to change or delete objects in this
group. However, these rights are not administered in connection with the
object itself but by a different object).
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=  Group 5 (relations and other objects that do not belong in any of the
first four groups):
No rights are required to be allowed to create, change and delete objects
in this group.

Determining Rights in the DPE-Version 5.16SP4

Whenever access rights are assigned, they take immediate effect not only on
the object, plantype or type to which they were assigned, but possibly also on
the children of this object.

Right Determination at Ergo Components

The most common objects to which access rights are assigned are Ergo
Components. The first access right found is used in determining rights. The
test proceeds as follows:

1) First the user rights to the objects are checked.

» If no user-specific object rights are found, in the next step

2) The user rights to the plantypes are checked.

» If no user-specific rights for plantypes are found,

3) The group rights to the object are checked.

» If no group rights to the object are found

4) The group rights to the plantypes are checked.

» If no group rights to the plantypes are found

5) The parent rights are checked. Step 5 signifies:
if no access rights have been assigned for the object or plantype set, this
does not mean that access rights will not be checked. Only the user rights
for another object, the father, are checked.

= Additive determining of rights for all groups. The group-specific and the
"everyone" rights are added. An example of the additive determining of
rights is shown in Figure 1.

Somewhat different behavior at objects of group 2, 3, and 4, is to be expected
for non-Ergo Components (Ergo item, versions, etc.). Only the Obiject rights
for users and thereafter for groups are checked here. And if no local access
rights are present, the rights are recursively checked at the father down to the
Ergo item. The rights of objects in group 5 will not be checked.

General Determination of Rights
The first access right found is used in determining rights. The test proceeds as
follows:

6) First the user rights to the objects are checked.

» If no user-specific object rights are found, in the next step

7) The group rights to the object are checked.

> If no group rights to the object are found

8) The parent rights are checked. Step 3 signifies:
if no access rights have been assigned for the object or plantype set, this
does not mean that access rights will not be checked. Only the user rights
for another object, the father, are checked.

User Management Version PE 5.19
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2.1.1 Access Rights Assignment

2111

Access Rights Assignment as of DPE-Version 5.16SP4

The new, extended access rights concept has become more complex without
becoming less straight forward. With the possibility to assign rights to use of
types (via the Regular Types), has resulted in an extention of the rights as-
signment, but in general, the administration of access rights has become more
streamlined and easier. The following remains the same:

» The rights assignment for Ergocomponents remains as it is.

=  The rights assignment for objects in group 4 (Nodes relations, plantypes,
CRTokens, and MODStatements) likewise remains as it is.

The following changes are observed:
The subdivision of the groups has changed.

= For all objects belonging to group 2 (Project, template etc.), group 3 (Er-
goltems) or group 5 (relations), you can define in the configuration with the
Own Rights setting whether access rights are generally required to ac-
cess objects of this type. If the value is set to yes, only users holding the
corresponding right can change or delete already existing objects. To be
able to create such objects no special rights are required.

= The administrator can define exactly, which types of objects are protected
by access rights and which are not. This applies both to changing or link-
ing of already existing objects, as well as creating new objects. It is possi-
ble to administer access rights for all objects of the same type in connec-
tion with a special object. The user interface takes all this information into
consideration and proposes only actions for which the current user is suffi-
ciently authorized.

New Access Rights Concept

Access rights can be given by User or groups.

In DELMIA Process Engineer® you can give access rights for

= Functions

= Plantypes

= Regular Types and
= Individual objects

Function Permissions

Function permissions assign access rights to the individual functions of the
DELMIA Process Engineer. The function is then either accessible or inaccess-
ible to a user or group.

A typical example of function permission is the user management itself. Since
not every user creates users, groups, or group affiliations, the access rights to
this function must be assigned or restricted.

The function permissions are set in the user management dialog.

Use and editing of the user management is described in section User Man-
agement Interface.

Access Rights to Plantypes

User Management Version PE 5.19
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Access rights to plantypes are used to assign user rights for individual plan-
types. To be able to edit, change or create objects of a specific plantype, ac-
cess rights for the respective plantypes are required. To get access rights for
plantypes access rights must have been defined in connection with the plan-
type set itself. The same applies to creating a project: In addition to the Global
Regular Type access right users also need full access to one or several plan-
type sets or own at least a right to change (in this case, projects must be de-
leted by the administrator).

User rights to plantype sets and individual plantypes are assigned in the sys-
tem library or in the plantype set of the project. Access rights to the system Ii-
brary also serve as a template for access rights to the plantype set in the pro-
ject. Note that the access rights in the system library should be assigned with
more restriction in comparison to assigning rights in the project plantype set.

Zugriffsrechte aus dem Planungstypensatz der Systembibliothek kénnen an
den Planungstypensatz des Projektes Uberschrieben werden.

How to assign access rights in connection with plantypes is described in sec-
tion Properties of Regular Types in System Library

Access Rights for Regular Types

The data model has been extended by the new data class XDORegularType.
The Regular Types are defined in the plantype set and access rights can be

assigned to them similarly to assignment of rights to the plantypes of a plan-
type set.

In the properties of a type, the Own rights function is used to assign access
rights to these types.

Using the access rights for Regular Types, user rights for individual types are
assigned.

User rights for Global Regular Types are assigned in the system library. User
rights to the Regular Types of plantype sets are assigned in the system library
or in the plantype set of the project. However, the access rights defined in the
system library only serve as a template for the Regular Types of the plantype
set in the project. Only if a new project is created, the user rights are also
transferred to the Regular Types of the projects. The actual access rights are
always defined in the plantype set of the project.

How to assign access rights in connection with Regular Types is described in
section Access Rights for Regular Types.

Access rights to objects

By assigning access rights to objects, you can overwrite or in some cases ex-
tend access rights which you have previously assigned to the plantypes. If, for
example, you have assigned the right Full access on the plantype "production
view", you can limit these access rights for individual users to the 'objects'
"Production view A" and "Production view B" in the PPR Navigator. Viewed as
levels of a hierarchy, the access rights for plantypes take effect only on the re-
spective level. Object rights are assigned for access rights on a specific level,
i.e. in the project.

How to assign access rights in connection with objects is described in section
Assigning Access Rights to Objects.

User Management Version PE 5.19
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2.1.2 Determination of Rights

2.1.2.1 General Determination of Rights

When the rights for objects belonging to group 4 (Nodes relations, plantypes,
CRTokens and MODStatements) are queried, the access right first located is
used. The query is performed as follows:

The first access right found is used in determining rights. The test proceeds as
follows:

1) First the user rights to the objects are checked.

» If no user-specific object rights are found, in the next step

2) The group rights to the object are checked.

» If no group rights to the object are found

3) The parent rights are checked. Step 3 signifies:
if no access rights have been assigned for the object or plantype set, this
does not mean that access rights will not be checked. Only the user rights
for another object, the father, are checked.

Table 1: Access Rights

User right Group right

Object rights

Permissions of
the father

If no user or group rights exist, the rights belonging to the fa-
ther apply.

What fathers are there?
Table 2: Parent Rights

Objects The parent rights of:
Project - Does not have a father
Plantype set Project or o father (library)
Ergo Components Project

Ergoitem Project or Ergo Components
PPR relation (global) Project

PPR relation (owner) Ergo Components (owner)
SubCompView Ergo Components

Subcompviewitemlistpro (and derived classes) either have an Ergo Compo-
nents or the parent group as a parent.

= |f there are no local access rights, the rights for the father are recursively
checked up to the Ergo Components.
If you formed groups in the Manufacturing Concept to which you have as-
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signed access rights, these access rights apply for the group members as
well provided they are not overwritten.

Restrictive determination of rights. If user-specific rights exist, then they
are decisive; all other rights are then not used when determining rights.

2.1.2.2 Determining Rights for Ergo Components

The Ergo Components (Group 1) are the objects of the three views (subas-
semblies, processes, location, plant, production view, etc.)

The first access right found is used in determining rights. The test proceeds as
follows:

1)
>

2)
>

3)
>
4)

>

First the user rights to the objects are checked.

If no user-specific object rights are found, in the next step

The user rights to the plantypes are checked.
If no user-specific rights for plantypes are found,

The group rights to the object are checked.

If no group rights to the object are found

The group rights to the plantypes are checked.

If no group rights to the plantypes are found

the parent rights are checked. Step 5 signifies:

if no access rights have been assigned for the object or plantype set, this does
not mean that access rights will not be checked. Only the user rights for an-
other object, the father, are checked.

Table 3: Determining Rights for Ergo Components

User right Group right

Object right

Type right

Parent rights

6 here project

If no rights are found in the first four attempts to determine rights,
the rights belonging to the father apply.

If there are no user-specific rights, then the group-specific rights apply. If
there are no group-specific rights, then the rights owned by the father ap-

ply.

Additive determining of rights for all groups. The group-specific and the
"everyone" rights are added. An example of the additive determining of
rights is shown in Figure 1.

User Management

Version PE 5.19
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2.1.2.3 Access Rights for Ergoitems, Relations and other Objects

N

Access rights can also be assigned in connection with objects belonging to the
groups 2, 3, and 5. For instance, whether or not access rights can be assigned
in connection with Ergoitems or relations, is determined in the configuration.
To make the setting, activate or deactivate the Own rights function in the
properties dialog of a type.

Note

A type may also inherit the property and therefore does not need to be
configured explicitly for assignment of access rights.

If a user is to be allowed to create certain types of objects, such types need to
be “localized” in corresponding projects. To localize type “xyz” in a master
plantype set, means to create one object of the type “regulartype” in the mas-
ter plantype set and all slave plantype sets derived from it. As soon as the ob-
ject has been created, it is included in the query for access rights to objects of
this type in the respective project. This query then functions according to the
same principle already used for the Ergocomponents:

The first access right found is used in determining rights. The test proceeds as
follows:

1) First the user rights to the objects are checked.

» If no user-specific object rights are found, in the next step

2) The user rights in the corresponding — RegularType — object to the plan-
types are checked.

» If no user-specific rights for the RegularType are found,

2) the group rights to the object are checked.
» If no group rights to the object are found

3) The group rights in the corresponding — RegularType — object to the plan-
types are checked.

» If no group rights for the Regular Type are found when the next step is:

4) The parent rights are checked. Step 5 signifies:
if no access rights have been assigned for the object or plantype set, this
does not mean that access rights will not be checked. Only the user rights
for another object, the father, are checked.

User Management Version PE 5.19
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Table 4: Access Rights for Ergoitems, Relations and other Objects

User right Group right

Object right o

Type right

Parent rights

If no rights are found in the first four attempts to determine rights,
the rights belonging to the father apply.

2.1.2.4 Access Rights with New Objects

2.1.25

2.1.2.6

As long as a new object is not saved, it owns all rights. The right to create a
new object does not have to have to contain the right Edit. Therefore a case
can appear in which you can create an object but after saving the object in da-
tabase, the object cannot be edited anymore. In such a case you have to de-
fine access rights of new objects before saving.

Access Rights with Templates

Previous to version PE5.15, access rights were not copied when using tem-
plates were used in a project.

As of version PE5.15 the copying of rights depends on the setting "Browser
and menu items > Copy objects with rights“ -- these were previously taken into
consideration in general for the copying objects.

Now they are taken into consideration both when copying an entire template
into a project and when referencing (single reference usage).

Access Rights in the case of New Versions

Whenever new versions are generated, the access rights are copied to them.
If access rights are redefined in a version, these access rights only apply to
this version and the following versions based on it. If older versions are used,
the access rights of those versions apply.

User Management Version PE 5.19
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Access rights to an object

» [T p
Group “Everyone il 1 Not specified

|

| Read
Write
No access

Belongs to Gr. 1 and 2

Usera |

—> User a has the following access rights to this object:

no access
Group “Everyone” LR Everyone
| Not specified |
' — Read I
Wirite
I |
it Not specified ]

Belongs to Gr. 1 and 2

—> User a has the following access rights to this object:
Read + Write

A user with supervisorrights has all rights
independent of the group rights.

Figure 1: Example of Rights

2.1.3 Defining own Access Rights

11

The new rightvalue attribute has been added in the Configuration Manager.
All dialogs for assignment of access rights are based on this attribute. The

rightvalue attribute is found on the type dodefaultimpl ; and since almost all
other types are derivied from dodefaultimpl, this attribute is also available on

all types.

[+ Editoren
[=I- Attribute

[=)- {rightvalue)

Figure 2: Opening the User Management

The following figure shows the dialog as implemented in the standard version

of DELMIA Process Engineer®.

User Management
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—~Compound rights —Elementary rights
" Mo access
|V Read (Right to see Object Name displayed)
" Read

¢ Read and execute

¢~ Change
" Write

" Full Access

¥ Execute (Right to see sub information of object)
|~ Change (Right to change data of object)

[~ add child (Right to add a child)
I~ Remove Child (Right to remove a child)

™ Delete (Right to delete object)
|~ Change Rights
I~ Take ownership

I~ | Greate (Right to create kind of objecty

OK I Cancel |

Figure 3: Access Rights Dialog

Left appear the compound rights predefined during installation of DPE. If you
activate one of these access rights, the right side will display details of the
rights included in this compound right. If you have already assigned access
rights in previous versions of DELMIA Process Engineer, you will know this
dialog as the user-specific rights definition. The design of this dialog is con-
trolled by the rightvalue attribute. As of version 5.16SP4 you can adapt this
dialog to meet your own requirements.

= QOverwrite this attribute in connection with the types or plantypes in which
you wish to define the user-specific access rights. Then edit the value list.
The values must be entered as described in the following table.

= By default, the value list is structured as follows:

Table 5: Value List Structure

Entry in List of Values Item Value Display Order
NOACCESS 0 1
READ 2 2
READ AND EXECUTE 6 3
CHANGE 782 4
WRITE 814 5
FULL ACCESS 1006 6

Except for the internal values there is nothing special in this list of values. How
were these internal values generated?

The internal value is comprised of the values from the following table

Table 6: List of Values for Access Rights

Access right Value
NOACCESS 0
READ 2
EXECUTE 4
CHANGE 8
CREATE 16
DELETE (ERASE) 32

User Management
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13

Access right Value
TAKE OWNERSHIP 64
CHANGE RIGHTS 128
ADD CHILD 256
REMOVE CHILD 512

When you select the access right Change, you will notice that it is comprised

of several other access rights.

[V Read {Right to see Object Name displayed)

[V Execute (Right to see sub information of object)

[V Change (Right to change data of object)

IV add child (Right to add a child)

V' Remove Child (Right ko remove a child)

[V Delete {Right ta delete object)
" Change Rights

[ Take ownership

[V Create (Right to create kind of object)

Figure 4: Acess Rights

¢+ Change [ Elementary rights

v add Child (Right to add a

™ Change Rights
™ Take ownership

[V Read (Right to see Object Mame displayed)

[V Execute (Right to see sub information of object)
IV Change {Right to change data of object)

child})

V' Remove Child {Right to remove a child)
I~ Delete (Right to delete object)

™ Create {Right to create kind of object)

Figure 5: Change Access Rights

If you base the input on the value list shown in Table 4, you can add up the
correponding values: Read 2 + Execute 4 + Change 8 + Add child 256 + Re-

move child 512.

= The sumis 782. This corresponds to the internal value in the value list of

the rightvalue attribute for the right to change.

If the access right Write is selected, deleting is added as an elementary ac-
cess right. According to the value list, delete has the value 32. Thus the inter-

nal value for the access right Write is 814 (782 + 32).

User Management
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& Write —Elementary rights

IV Read (Right to see Object Name displayed)
vV Execute (Right to see sub information of object)
v Change {Right to change data of object)

v Add Child {Right to add a child)
v Remove Child (Right to remave a child)

[V Delete (Right to delete object)
|~ Change Rights
[~ Take ownership

[V Create (Right to create kind of object)

Figure 6: Write Access Right
= These examples show that the right to create an object is not defined as
standard.

= To be able to define your own access rights you need to edit the values in
the value list of the overwritten rightvalue attribute. You can delete the
values or add new entries. Only the internal value is important.

The following access rights can be defined:

Table 7: Access Rights

Permissions Description

Read:

. . ’ The right to display the object.
Read [Right to see object hame displayed]

Execute: The right to execute functions of the context menu
for this object (this right, for example, is necessary in

Execute [Right to'see sub information of object] the case of scripts to be able to execute them at all).

Change: The right to change the content of the object, i.e.
the object properties can be edited, but no child can

Change (Right to change data of object) be added (for example a link).

Add Child: The right to add a child (for example, to add a new
R , part to a subassembly). This right also includes the
Add Child [Right to add a child) adding of children using relations.

Remove Child:

The right t hild.
Remove Child [Right to remove a child) e nghtfo remove a el

Delete:

; ’ , The right to delete this object.
Delete [Right to delete kind of object] € nght o delete this objec

Change Rights: The user can change the rights of an object (for
Change Rights example, he can assign rights to other users).
Take ownership: The user has the right to change the ownership of
Take ownership an object.

Create: The right to create an object of this type.

You cannot assign this right to objects; it can be

bisae Mgt toerexte kind ol objecy] used only for plantypes and Regular Types.

2.2 User Management Interface

To open the user management you have to select the “User Management...”
menu item in the PPR Navigator Tools/Database Utilities menu.
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File Edit | Tools View Window Help

el ﬁ Settings »
— Change Password... Cerl+w
Print Form 4
Store List Properties
Delete Project
Cleanup Graphic Directory
Merge Tool...

: Ctrl+G
STM Time Update...

Configuration Manager

User Management. ..

Conyert EP4 Database

Import * Clrl+4

Database Utilities 4 Consistency 4

Figure 7: Opening the User Management

Note

When the application is started for the first time after the installation of the
database, the system only knows the user ‘admin’ with the password ‘admin’,

The access template (or the main dialog) of the user management appears
afterwards. It consists of a menu bar and two list boxes. The upper list box
shows a listing of all users, the lower list box shows a listing of all user groups.

£ User Management 3 x|
User Permissions Regular types
User Name | Description | 0K
€ admin Administrator
Cancel
I Description |

Group Name
S Everyone

All users are members of this group

Figure 8: "User Management” Dialog

Menu Bar

The menu bar of the user management has the two entries: “User”,
“Permissions”and Reqular Types. By left-clicking on the “User” entry a
popup menu opens consisting of five sub-items. The function of the sub-items
will be described in more details below. The “Permissions” entry, on the other
hand, does not have any sub-items and enabling it opens the general
Permissions dialog. Please refer to the Function Permissions. .

User Management
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#& User Management

rl.—ls—e_r_ Permissions Regular types
MNew User...
MNew Group...
Delete...

I Description

Properties...

Exit
Figure 9: The User Management Menu Bar
2.2.1.1 Description of the Menu Items

New User

By left-clicking the New User... menu item the Properties-User dialog box
opens; here you can enter a new user.

By right-clicking on the user field a context menu opens where you can also
enter a new user.

®_properties - User x|

Authorization idenfificalion | Groups Associations |

| LognNeme [ 39 character

| Descipion [ 49 character
| EsemdlD [ 40 character
| Paswad [ 19 character

| Cofimation [ 19 character

™ User has supervisor rights

[ Locaon | |
| compary | M
0K I Hights I Cancel I
'pnvaid User Name.

Figure 10: User Dialog

New Group
By left-clicking the New Group menu item the New Group dialog box opens;

here you can enter a new group.

By right-clicking on the group field a popup menu opens where you can enter
a new group, too.
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x

Maindatal

Name

| EdtemallD

Company

[
Description |
I
I

Name | Description

:Invaﬁd Gcoq) Name.

Figure 11: New Group Dialog

Delete

By left-clicking the Delete menu item the currently selected entry (user or
group) is deleted. If no entry is selected, the menu item is inactive. As with the
two menu items described above, you can also delete selected entries by
right-clicking.

Properties

By left-clicking the “Properties” menu item the Properties-Group or the
Properties-User dialog box (The Properties Dialog) of the currently selected
entry (user or group) opens. If no entry is selected, the menu item is inactive.

Exit
By left-clicking the Exit menu item the user management is closed.

2.2.2 The Properties Dialog

2221

The Properties dialog box can be used to edit users or groups, to assign new
memberships or new rights.

There are three possibilities to open this dialog box:

= Select an entry (user or group) and by left-clicking the “User”/Properties
menu item the dialog is opened.

= Double-click the entry to be edited.

= Directly right-click on the entry to be edited and select the Properties... en-
try in the context menu that opens.

“Properties-Groups” Dialog

The group-specific “Properties” dialog is used for editing the group properties.

A group is identified by:

= jts “Name* that represents a clear identification of the group and must ab-
solutely be available,

= jts “Description” that represents an exact description or designation of the
group and its members.
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Main data l
[ Name [DELMIA

| Desciption  [Member of DELMIA

| Esemalld  [DELMIA]

[ Company | j

Name | Description

Remove button:

Clicking this button removes
Add I Remaye *-'currently selected users fram

the list of members.

ok | Fighs. | Cancel | }R'gh‘s"““"":

I .|Clicking this button opens the Rights —

"|Settings dialog box, where you can edit
the rights assigned to this group. See

section: Users/groups-specific righjts
dialog).

Add button:

By left-clicking this button the "User selection” dialog opens,
where you can select additional users and add them to this group
as members.

Figure 12: "User Management” Dialog Box

2.2.2.2 “Properties-User” Dialog

The user-specific "Properties” dialog is called to edit the properties of a user.
The dialog consists of the Authorization identification and Groups Associations
tabs. These tabs are described in more detail in the following sub-chapters.

The “Rights...” button can be clicked independent of the currently active tab.
The “User rights settings on dialog” dialog box is then opened. Please refer to
the Users/Groups-Specific “Rights” Dialog. Here, you can edit the user rights.

“Authorization identification” tab
A user is identified by the properties defined in the “Authorization
identification” tab.

The “Login Name” must always be entered, as it represents the unambi-
guous identification of the user.

The “Description” does not necessarily have to be entered, but it does
give a more exact description of the user, however, and can therefore be
assigned more easily.

The “Password” and the “Confirmation” of the password enable the exact
authentication of the user to be verified when starting the user manage-
ment or the DELMIA Process Engineer application.

There is a minimum size for each password of 1 character. All users with-
out password cannot logon after upgrade. The administrator has to enter a
initial password in the user management for these users before they can
logon.

User Management
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The "Externe ID" is required for importing and exporting projects, and it
does not have to be entered. If you leave the field blank when creating a
new user, the registration name will be entered automatically. This entry
can later be overwritten or changed.

®_properties - User

Authorization identification | Groups Associations I

| LognName [admin
| Description [Administrator
| Extemal D [admin
| ] Ixxxkxkxkxxxxxxxxxxx
[ o fimaton I xxxxxxxxxxxxxxxxxxx
Rights button:

¥ Userhas supervisor rights

Clicking this button opens the

l Citizenship

"User rights settings on dialog"
l dialog box, where you can edit

[ Location

I the rights assigned to this user
See section Users/groups

[ Company

I specific rights dialog.

0K I Rights... I Cancel I

Figure 13: Properties-User Dialog

19

By checkmarking the “User has supervisor rights” checkbox the user has all
rights independent of the settings. Thus, only the administrators should have
supervisor rights.

m‘ When and which entries in nationality, place and enterprise must be made,
~ please refer to the Security Guidelines.

In the “Group Associations” tab the group membership of a user can be
determined. A user can be a member of multiple groups. The following actions
can be performed:

User Management
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®_Properties - User x|
Authorization identification  Groups Associations |
Name | Description
Q Everyone All users are members of this group
andushial Engine... Industrial Engineering
@ Projekt Administr... Projekt Administrator
Remove button:
By clicking the Remove
button the currently
selected users are
removed from the list of
members.
< |
t Rights button:
Add Remove |
Clicking this button
T opens the "User rights
0K I Rights... I Cancel | settings on dialog"
dialog box, where you
| can edit the rights
assigned to this user.
See section:
Users/groups-specific
rights dialog:).
y
Add button:

Clicking this button opens the "Group selection” dialog,
where you can select additional groups to which a user

is still to be assigned.

4

Nosre. Descrption.
DELMIA Engiopee ol DELMIA GatH
gamits \mted 1t
UsestSon Gooup of advns

Figure 14: Properties-User dialog: Group Associations Tab

Changing the Password

2.2.2.3

20

If the user does not have the right to call the user management. (Please refer
to the Function Permissions) the user is, however, able to change his own

password. For this purpose the user has to select the “Change Password...”
menu item in the “Tools” menu.

S5 File  Edit  Tools l\liew Window  Help

EE A

Settings

Change P:

Print Form
Storelist Properties

Delete Project

Figure 15: Change Password Menu Item

A dialog with three input fields opens where the user can enter the old and
the new password.
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l 0ld Password I

] New Password I

| Confirmation I

0Id Password invalid.

Figure 16: Change Password Dialog

2.3 Function Permissions

2.3.1 General “Rights” Dialog

21

The dialog "Functions" opens if you activate the menu item "Rights" in the
"User management” dialog. In the general “Permissions” dialog all groups
and all users are displayed that have been assigned rights for selected
functions. Using the dialog box you can get a quick overview of the existing

rights assignments.

In the rights management you can assign function rights.

Access rights can be determined for superordinated functions or specifically
for individual components of these functions.

Functions |
=) useradm Name | Description | Rights
change password @ ASSAYER assayer Execute
1 . un € Guest Gast No access
F un Ct ions: Configuration Taol Q SKRIPT Skriptschreiber Execute
- ;Pdl?updatev € User1 User1 No access
By double-clicking R
copy project
the function entry or - Change Setings
. . User Data
by left-clicking the Macine Data
. Global Data
plus sign + you can Edi Tine Anabsis
Delete global RegDBData
open the sub-folders. & Seipting
Execute Script Dialog
Add I Femove I Fightwalue
ot |
x|

Name [ Description |

€ admin Administrator

€ BETR works council

g Cle Produktplaner

@DELMIA Mitarbeiter der DELMIA GmbH

Q DRB Prozessplaner

€ eko eko

QEvevyone All users are members of this group

ﬁ Juergen

4@ PRUFER Pruefer

&R TESTER Tester

€ User2 User2

€ User3 User3

0K I Cancel I

Figure 17: General Rights, Functions Tab

If an entry is selected in the left column of the dialog box, the groups or users
that have already been assigned rights for the selected function are displayed
in the right column assuming that rights were previously assigned. As long as
no group or user has been selected, no type of access is shown.

Add Button

User Management
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By left-clicking the Add button the “Users/Groups Selection” dialog opens
showing all groups/users to whom no rights have been assigned yet for the
function entry selected.

Remove Button
By clicking the Remove button the currently selected users or groups are
removed without confirmation.

Button Access Type (right value)

This button is active only after a group or user has been selected. You can ac-
tivate (execute) or deactivate (no access) the function permissions for the se-
lected users or groups in the "Access Rights" dialog.

Access Rights e
—Compound rights —Elementary rights
(" Mo access

& ™ Read(Right o see Object Mame displayed)
+ Execute
IV Execute (Right to see sub information of object)

™ Ghange (Right ko change data of object)

™ Take ownership

[© Greate (Right to create kind of object)

OK I Cancel

Figure 18: Access Rights

OK and Cancel Button

Using these buttons you can save the changes made (OK) or you can exit the
dialog without saving (Cancel). The dialog is always exited after clicking one
of the buttons.

Note

Rights of superordinated entries are mandatory. The rights in the components
serve to refine the assignment for individual users or groups. However, you
cannot undermine or sap superordinated rights

Procedure for Assigning Rights
1) Select a function.

2) Add the groups and users to which you want to assign special rights to the
selected function with the Add button.

3) Select one or more of the groups or users to be added.

4) You can assign access rights to the current selection with the Access
Rights button.
Two access rights are available in function permissions:
Function can not be executed = no access or
Function can be executed = execute.
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2.3.2 Users/Groups-Specific “Rights” Dialog
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Using the Properties/Rights function you can determine access rights for each
user and each group.

User rights settings on i 5]

Functions |

EE o)

[Jchange password

~[Jmun

~[J Configuration Tool
- & epdbupdater
=1 Printing...

« Create Forms
- Edit Forms
- g Delete forms
& Create Scriptvariables

~[Jcopy project
[#-[JChange Settings

~[JEdit Time Analysis
~[Delete global RegDBData
-] Scripting

[ 1

Cancel |

Figure 19: User Rights - Settings Dialog for Users/Groups

In order to assign function permissions to a group or user in the User Rights
dialog, you must select the respective function. You can activate or deactivate
the function permission by clicking the left or right mouse button.

The following table show how to use the mouse buttons.

Table 8: Mouse Buttons Description

Icon |Meaning Mouse button Description

™ Execute Left mouse button: Function permission is activated

a No access Right mouse button: Function permission is deactivated
. . Double click right or . . .

[ Nothing assigned left mouse button. No function permission assigned

The assignment of rights is explained again in detail below. Afterwards, you
will be shown in an example how rights are inherited and added.

Administrator or a User with Administrator Rights:

User Management
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1.1 Determining the rights of the groups

-2. . Determining the rights of the group “Everyone”

Group “Everyone” |
As all users belong to this group, their rights are to be

treated in a special way.
1/ s [ - ~

3. Creating a user / o e 4

M i 4. Assigning user to groups

User f A user can be a member of multiple groups.

5. Refining the rights of the users (possibly plantype rights)

Figure 20: Procedure when Creating Groups and Users

The exactly descriptions for the Function permission can be found in the Ap-
pendix: Please refer to the Appendix

Function Permissions.

2.4 Regular Types

2.4.1 The Regular Types Dialog in the User Management

If you activate the menu item Regular types in the “User management” dialog,
the “Created And Not Created Regular Types” dialog will open. In this dialog,
all types to which access rights may be assigned, are shown. In order to
assign access rights for types in configuration manager the property Own
Rights has to be set on Yes or property Own Rights is inherited by a base

type.
With the aid of this dialog, you can determine which types will appear in the

folder for the global regular types of the system library. This determines the
access rights for higher order, cross-project objects.
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2411

g. User Management
User Permissions Regular types

reated And Not Created Regular Types i . .ﬁ
Not Created Regular Types Already Created Regular Types
actionprozy

license

calcresult > | ergoproject
changeorder ecclassification

coderule country

crcalcmodel 33 contract =] m Library

crtokenlist company [ Datacards
customer ergoitem =

datacardentry datacard [+)-{Z4 Plantypesets
datacardentry_estemal datacardgrou  [#-4Z3 Planning States

eetokenlist - (@8 Raw Materials
ergoitemdefault

ergoplantypeset B E[f)bal Regular Types
ergoplantypeset_wsc ‘ u company
extendedeffectivity -8 contract

extendedeffectivitydomain =
i count
fiterlabel < | ; 1[5 country

filterlabelcategory &8 ecclassification

functionname i Eﬂ ergoproject ~
graphicviewsettings << | & ’i license
labelset £ :
; 4 [#-43 Scripts
mainproductionprogram T .
medium [#-4y Work System Components

mediumusage [#-4Z3 V5 Catalog
notification T ;
2 [#-4y VS Scripts
planningstate =3 P
KIS 2
oK I Cancel I

Figure 21: “Created and Not Created Regular Types” Dialog

= The left list in the “Created And Not Created Regular Types” dialog shows
all types to which access rights can be assigned.

= The right list in the “Created And Not Created Regular Types” shows all
types already assigned to the Global Regular Types folder.

= The buttons with the single arrows allow to move individual types between
the lists, the button with the double arrows allow to move the entire list.

The Global Regular Types Folder

In the Global Regular Types folder of the system library you may assign to us-
ers who do not hold superuser rights the right to create safety-related data ob-
jects, such as for companies, lands or contracts.

The following types are required:
= Country, company, contract, ecclassification, licence, and ergoproject.

With the aid of the Regular Type ergoproject you define the user’s access to
a project.

Beside security relevant data objects you can add also here more data ob-
jects. Global Regular Types are always needed whenever access rights are to
be defined as cross project.

Properties of Regular Types in System Library

Regular type data I

General

Type name simulation
Apply Rights To Objects InCCZ 8lsa v

Figure 22: Regular Data Types

In Properties of a Regular Types you can only activate checkbox “Apply Rights
to Objects in CCZ also”. CCZ stands for Configuration Control Zone and
means, that for an object and its children (ergo components, ergoitems and re-
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lations) a configuration is available which is different from project (ergo pro-
ject) and other types. In the Configuration Control Zone (CCZ) there is an ob-
ject which is Owner and whose children (and children of children) are in a rela-
tionship with the Owner but at the same time they are dependent on him. If a
child is also indicated as Owner then a new CCZ is created. You specify in
configuration of a type, whether a type or a plantype is Owner or Member.

What cause an activating of “Apply Rights To Objects In CCZ Also*?

This entry does not have effects for Global Regular Types and ergo compo-
nents. If this entry is activated however on ergoitems, the rights of ergo com-
ponents with the linked ergo item is taken over and not those rights of the pro-
ject. By an example this circumstance can be described:

Attachments are ergo items and can be attach on every ergo component and
project. They are not visible in project library but they are stored in database. If
you assign access rights for attachments with the help of Regular Types by
activation of Apply Rights To Objects In CCZ Also the access rights are con-
sidered independently of project access rights and in each case access rights
of ergo component are used.

2.5 Access Rights to plantypes, Regular Types, and
Objects

If you do not have rights to an object, this object is either not displayed or you
cannot access the object. The users and the groups of the user management
have to be assigned to the individual objects and plantypes.

In the following sections the assignment of access rights is described.

i
Project
Creation Date I”" Open Project in New Frame
Trainingsprojekk 08.12.2003 18:1... 09.12.2
Projekk mit Zuschlagen 08.12.20 iS5, 27.01 . | Recent ltems
MNew Project 14,07.2005 19:5...  14.07.2005 19:5... -
VS Project-Editor 25.07.2006 09:0...  25.07.2006 09:0... | |-FiootObjects
WLE Demo Project 28.07.2006 10:2,.. 28.07.2006 10:3...
Projekt 28.07.2006 09:2... 08.08.2006 14:4...
~ Planning States of Yersions Owned by ... - -
Logged-n User I E Other Users _J
™ Apply Implicit Filtering
r~Component Filters [~ Date Effectivity Filter
Process | J Start End | J
Product | _I
Resource [ _,
- Attribute Filters [~ Line Number Filter
Process | _] | _I
Product | _]
Resaurce [ _,
~Extended Effectivity Filter ~Label Filter
Process | _I [ _l
Product | _,
Resource | _I
OK I Cancel | Copy Project | Reset all Filters |

Figure 23: The Open Project Dialog if no Access Rights are Defined for a
Project.

As explained in Figure 23 the user does not have access rights to projects.
For this reason no projects are displayed in the Open Project dialog.
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How you can define access rights for objects is displayed in details below. For
this purpose DELMIA Process Engineer offers three possibilities:

= Assignment of rights on plantype level
= Assignment of rights on Regular Types
= Assignment of rights for individual objects

On the plantype level or to Regular Types, access rights can be assigned in
the system library (general library) or in the project library. Access rights to
project plantype sets, on the other hand, are effective only in the project.

N

Access rights assigned in the system library, whether to plantypes or Regular
Types, are only considered templates for the project.

2.5.1 Assigning Access Rights to Plantypes

In the Process Engineer the rights to plantypes are assigned in the following
way:

If you open the context menu of the plantype, you will find two entries that
refer to rights

=  Permissions and

=  Permissions...

= ) ubeary
[ 43 Plantypesets

) Demo PS5 englsh

= 4% Resource Plantypes
4 M Ske
5 #4 Marvfacturing Concept
o S Resource g |Permissions: |
w2 rescurce s | ‘
51 # Buffer Permissions———— ' By selecting the Permissions

menu item you can transfer
user rights to multiple objects
at once. |

ference
ansport
4] 4 Worker Set Insert Point

-2 Line Delete
6 4 staica ( 7
584 Foctory keload |Permissions...:
4 Rescurce Refresh Sort Index | : ¥
? ﬂs-; By selecting the Permissions. ..
,E;_ sl . |menu item you can determine
. Process Planty  Print r | ihts for th | d
=& Product Plorty————————— | luser rights for the selecte
v &3 scptactons Properties |plantype.
= (Y Template L
4 9 Standard PRO daursch
= (% Hardbook_PTS

4 % pemo PTS dewtsch
55 (% Defaut-PRO-DPM-IGRIP_VSRI_2
+) {8 Defauk-PRO-DPM-IGRIP_YSR9_!

-8 Copy of Default PTS
+ 3 Defaut-PRO-DPM-IGRIP_YSR10_3

Figure 24: Definition of Permissions for Plantypes
2.5.2 Assigning Access Rights to Individual Plantypes

Permissions... menu item
Using the Permissions... menu item you can assign access rights to the
selected object.

1) Click Permissions.. in the context menu of a type.

= Then the window Data Object Permissions opens, in which you can as-
sign the user rights for this object.
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x
— Data Object Permissions
Name | Description ] Rights
’ Administrator Full Access Cancel |
Add | Remove Change rights
r— Owner
Owner Iadmin Z]

Figure 25: Data Type Permissions Dialog

The assignment of users is performed in the same way as in the case of data
objects. The procedure is therefore described in the section: Assigning Access
Rights to Individual Objects and Assigning Access Rights to Individual Objects

2.5.3 Passing on Rights to other Plantypes

2.5.3.1 Rights Menu Item

With this menu item, the rights of a selected plantype are passed on to other
plantypes (of the same plantype set).

You have three possibilities to determine or to remove the rights of other
plantypes:

Remove Rights
Using this menu item you can remove user rights from multiple types at the
same time.

Proceed as follows:

1) Select a plantype and open the Rights/Remove rights in the context
menu.

2) In the dialog Data Object Permissions you can specify which user or
group from which specific permissions are to be removed. For this purpose
add the user(s)/group(s) using the Add button to the empty display field of
the dialog. Using the Type of Access field you can determine the access
rights to be removed. Whenever you call the dialog the display area is
empty. Quit the dialog using the OK button.

3) A dialog (Figure 26) opens where you can select the plantypes from which
the previously selected right should be removed. Remove the access
rights for each selected entry (grey background). If rights are removed that
do not belong to this type, nothing will happen. How is the selection made?

= If you want to select all entries, you have to mark all entries in the corres-
ponding view by holding down the mouse button.

* In the case of an individual or group selection press the Ctrl or the Shift
key while holding down the mouse button; this procedure is already famil-
iar to you from the Windows browser.
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2.5.3.2
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x

Plantypes of products Plantypes of processes Plantypes of resources

Baugruppe Arbeitsplan Anlage

Konstruktionssicht Teilarbeitsplan Station

Teil Prozefs Standort

Hilfsstoff Prozessplan Org. Betriebsmittel

Fohmaterial Takt Werk

Produktionssicht Prozesssicht Ressource

Produkt Prozessstruktur Halle

Produktsicht Prozel [nicht wertschopfend) Ressourcenplan

Partversions Priifprozefs Ressourcensicht

Subassembly dummy Puffer

Pvassembly Maschine

Prdefinition Maschine [nicht wertschopfend)
Priifmaschine
Transport
Transport System (BW)
Vor-/Riicktransport
Transporthilfsmittel
Verketteter Transport
Interlaced Transport System (B
Verketteter Vor-/Riicktransport
Mitarbeiter
Urnlauf
Org. Logistik.

0K I Cancel l

Figure 26: Dialog for Selecting one or Multiple Plantypes

Add Rights

Using this menu item you can add user rights to other types. This change
affects all selected types. The procedure is the same as in the case of
Remove rights.

Overwrite Rights
Using this menu item all rights of the selected types are transferred to the
selected types in the dialog that is opened.

You have, for example assigned access rights to a type using the
Permissions... menu item. These access rights also apply to other types. By
clicking on Rights/Overwrite rights the dialog opens, where you can transfer
access rights to other types.

Defining Access Rights

Access Rights defined for a Plantype
Table 9: Access Rights for Plantype

S.No. | Access Rights Description

1 No access The user does not have access to
the object

2 Read The user can display the object (is
often called management right)

3 Change The user can edit the object and, in
contrast to the write access right, he
can change its properties

4 Full Access: The user has all rights (read,
change, delete)

All of the access rights assignable to objects may be defined. The only
difference is that the right to create objects of the respective type cannot be

assigned.

Create: The right to create an object of this type.

User Management
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2.5.4 Access Rights for Regular Types

2.5.4.1 Regular Types

DELMIA Process Engineer® has been extended by the new data class
XDORegularType. The Regular Types are defined in the plantype set and ac-
cess rights can be assigned to them similarly to assignment of rights to the
plantypes of a plantypeset.

In the properties of a type, the Own Rights function is used to assign access
rights to these types.

Eigene Rechte

In the Process Engineer the rights to plantypes are assigned in the following
way:

If you open the context menu of the plantype, you will find two entries that
refer to rights. Please refer to the Figure 27.

= Permissions and
= Permissions...:

= m Library

=43 Datacards
{ Datacards
(= Datacardentries
[-€4y Datacardgroups
(=44 Plantypesets
{® standard-sME
=% Default-vsR17
'ﬂ Resource Plantypes
& @ Process Plantypes
@ Product Plantypes

(
d |Permissions:
[=1-4Z3 Reqular Types |

| 2 i
oL SUWEGGRE | Permissions EBY 39'?“'”9 the F‘ertmlss;’ons

= 7 . ‘menu item you can transfer
-4 Script Actions 7 3 3 %

_p Gt ‘[user rights to multiple objects
[#--4Z3 Script Commant Copy lat once.

(-4 Template s {
-3 Value Added Paste Reference
A3 Work Instructic  get nsert Paint

-8 Default-5TM Delote
[#-4=3 Planning States Reload ! —
[#-4=y Raw Materials Refresh Sort Index Permissions...:
(-4 Global Regular Types Modify sort index By selecting the Permissions...
(-5 Scripts [y — | menu item you can determine
(-3 Work System Componer  Print » user rights for the selected

g : Regular Type.
[#--4y VS Scripts L

Properties

Figure 27: Definition of Permissions for Regular Types

2.5.4.2 Manage Regular Types in plantypeset of sytemlibrary

1) Open systemlibrary and select the plantypeset in which you want to log on
Regular Types

2) In context menu select Manage Regular Types
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= m Library

@E—] Datacards

[;] <3 Plantypesets
|y standard-sME

= W Copy Rights To Slave PTS
[+--7__4 Resource Export Plantypeset
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Figure 28: Manage Regular Types in Plantype Set of Systemlibary
= Diaolog ,Created And Not Created Regular Types* will be opened

Created And Not Created Regular Types e x|

Not Created Regular Types Already Created Regular Types

actionprozy allowanceset
allowance > coderule
relationship_assembly_references_product

allowanceprocess

allowanceproduct labelset
allowanceresource 35
allowancesetprocess

allowancesetproduct

allowancesetresource

calcresult

changeorder

company

contract

country

crcalcmodel

crtokenlist

customer <

datacard

datacardentry ‘@
datacardentry_external <& |
datacardgroup

ecclassification
eetokenlist
ergoitem
ergoitemdefault
ergoplantypeset

< | |

Figure 29: Dialog ,,Created And Not Created Regular Types* in planetypeset

= Left side of dialog ,Created And Not Created Regular Types* shows all
types which can be assigned with access rights.

= Ride side of dialog ,Created And Not Created Regular Types“ shows all
types which are already assigned to directory Global Regular Types.

With a button with simple arrow you can move individual types into the other
relative list; with a button with double arrow you can move the whole list.

= If you leave the dialog with OK, all Regular Types on the right side of this
digalog in directory Regular Types are created. You will find in all projects
in which the plantypeset is used the same Regular Type. A requirement
of access rights should take place at Regular Types in project. Access
rights, which are assigned to Regular Types of Systemlibrary, are trans-
fered only on new created projects.
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2.5.5 Assigning Access Rights to Individual Regluar Types

2.5.5.1 Access Rights Menu Item

Using the Access rights menu item, you can assign access rights to a se-
lected object.

1) In the context menu of a type, click access rights.

= The Data Object Permissions window opens, in which you can assign
the access rights for this object.

x
r—Data Object Permissions 0K I
Name f Description l Rights
ﬁ admin Administrator No access Cancel |
€ eko eko No access
«| | »
Add Remove I Change rights
~ Dwner
Owner Iadmin _'J

Figure 30: Dialog Rights — Data Types

The assignment of users is identical for Regular Types and data objects. The
procedure is therefore described in section: Assigning access rights to objects;
Assigning Access Rights to Individual Objects

2.5.6 Passing on Rights to other Regular Types

2.5.6.1 Permissions Menu ltem

Using this menu item, the rights of a selected Regular Type are passed on to
other Regular Types (of the same plantype set).

There are three possibilities for defition or removal of rights of other plantypes:

Removing Rights

This menu item allows to remove user rights from several types at the same
time. Proceed as follows:

1) Select a Regular Type and open the option Rights / Removing rights from
the context menu.

2) In the Data Object Permissions dialog you can specify the user or group
from which specific permissions are to be removed. To do so, add the
user(s)/group(s) to the empty field in the dialog using the Add button.. with
Access type you can define the access rights to be removed. Upon each
call-up of the dialog, the display is empty. Close the dialog by clicking OK.

3) A dialog opens (Figure 31) in which you can select the plantypes in which
the previously selected right is to be removed. In every entry that is se-
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2.5.6.2

lected (highlighted in gray), the access rights are removed. If rights are
removed that had not been assigned to this type, nothing will happen. How
to select?

= If you wish to select all entries, you only need to move over all entries
while keeping the mouse button pressed.

» If you select individual entries or a group of entries use the mouse button
and the Ctrl or the Shift button, respectively, as known from Windows Ex-

plorer.
x|
Plantypes of products Plantypes of processes Plantypes of resources Regular types
List of Locators Raw |ManufacturingSetup Buiffer coderule
Product Adhe  |ManufacturingProgram Machine relationship_assembly_reference
Product View Seale |BlwactivityDriling Machine [non value-adding)
Partversions Clincl | Blwactivitywelding Testmachine
Subassembly dummy Loca |BIwActivityScrewing Transport System [Ff)
Pvassembly Prodi |BlwActivityRiveting Transport System (B\W)
Glue Drop Stud | BIwaActivitylnlinelnspection Transport System (Fw//BW)
Drill Clam; | BlwactivityHemming Transport Tool
Screw Loca |BlwActivityUnloading Interlaced Transport System (Fi
Rivet Curve |Process Structure Worker
Arc Weld Point | Operation [non value-adding) Line
Glue Bead Faste |STM - General Time Element Resource View
Sealant Curve Loca |STM - Formula Station
Adhesive Curve Loca |STM - MEK Factory
Assembly Joint(s) Loca |STM-STD Resource
Locating Point(s) Suba |STM - UAS Org. Logistics
Clamping Point(s) Desic |STM - MTM-1 Building
Spot Weld Part  |STM - MTM-2 Resource Plan
List of Fasteners IPM |STM - SAM Site
Fastener STH - BasicMOST Org. Fistures
Pvdefinition STM - RwWF Interlaced Transport System (F
Manufacturing Kit Process View Interlaced Transport System (B
Manufacturing Assembly Testoperation
Support Material Andin
K E— JL3 |\ E IS jia|

Figure 31: Dialog for Selection of one or Several Regular Types

Adding Rights

This menu item allows to add access rights to other plantypes. The change
applies to all selected types. The procedure is identical with that for Removing
rights.

Overwriting Rights
This menu item confers all rights of the selected type on all types selected in
a dialog that opens.

You may, for instance have assinged rights to a type using the Access rights...
menu item. These access rights also apply to other types. Selecting Rights /
Overwriting rights will open a dialog (Figure 31) in which you can confer ac-
cess rights on other types.

Defining Access Rights

Access Rights defined for a Plantype

S.No Access Rights Decsription

1 No access The user has no access to the object.

2 Read: The user can display the object (often referred to
as the “management right”)

3 Change The user can edit the object and change its prop-
erties

4 Full access The user has all rights (read, change, create, de-
lete).

5 User-specific: Section “Defining own Access Rights” explains

how to define user-specific access rights.
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All of the access rights assignable to objects may be defined. The only
difference is that the right to create objects of the respective type cannot be
assigned.

Create: The right to create an object of this type.

2.6 Assigning Access Rights to Objects

To specifically assign rights to certain objects right-click the corresponding
object and select by left-clicking the Permissions... menu item.

If you open the context menu of the node, you will find two entries that refer to
rights. Please refer to the Figure 32.

[ :

Attributes at same time
Change Plantype
Change Protocol
Execute Script
Save As Recent Item
Show Graphic

‘al it
Versions
open balancing
save as template
update auto-relations
Calculation
Coderules
Find usage
Line number

Cpen

D I
Harmissons

v B S A 4

| Add Rights
Overwrite Rights
Remove Rights

Assigning rights for children.

far's '
Copy
i

Set Insert Point
Delete

Reload

Refresh Sart Index

I
M

Assigning rights for the ohject.

Properties

Figure 32: Assigning Rights
2.6.1 Assigning Access Rights to Individual Objects

Permissions... menu item
Using the Permissions... menu item you can assign access rights to the
selected object.

1) Click Permissions.. in the context menu of an object.

= The Data Object Permissions window opens, where you can assign user
rights to this object.

If you do not have a “user management” function right you can only read
access rights, but you cannot change them.
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— Data Object Permissions oK I
Name | Description I Rights |
€ admin Administrator Full Access Cancel I
@ Industrial Engine... Industrial Engineering Change
Q Userl Userl No access
€ User2 User2 Read [Inthe output field you
can find out the users
and groups currently
assighed.
Add I FRemove I Change rights I
— Security Data
Owner Iadmin :_l
Company I :]
Security Level I :]
Is export controlled |~

Figure 33: Data Object Permissions Dialog

Add and Remove Buttons
Click Add to add a new user or a new group from the User selection or click
‘Remove” to delete a current assignment.

Name | Description ;|
@ Industrial Engineering Industrial Engineering
Q Layout Planung Layout Planung
ﬁ peh peh
@ Produkt Planung Produkt Planung
4G Projekt Administrator Projekt Admin Select the new user. |
@ Prozess Planung Prozess Planung
u-g Ressourcen Planung Ressourcen Planung
€ Usert Userl
ﬁ User2 User2 =
<| | »
Add with "OK". aK | s I

Figure 34: User Selection for a Data Object

Button Change Rights
This button is active only after a group or user has been selected. You can
change the access rights of the selected entries in the "Access Rights" dialog .

Category Owner

If user A has created an object himself, he is the object owner. For user A all
rights to this object are the same as for all other objects of this type. As owner
or creator of an object there are no additional rights assigned with regard to
this object; the owner right is for information purposes only and can be
changed by the administrator at any time.

Determining or Changing the Type of Access of a User (Group)
To determine the type of access of a user (group) open the context menu of
the same object again and enable the Right value entry. In the output field of
this window you can see the existing user assignment.
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Dot Object rermissions S 5,
— Data Object Permissions oK. I
Name | Description ] Rights ]

€ Userl — Userl No access Cancel |

In the output field you
can find out the
current user.

Add Remove Change rights F'ﬁ;fﬁﬁ;?ﬁgesaefgszi
user.
— Security Data
Owner |admin ;J
Company | :J
Security Level I 3

Is export controlled |~

Figure 35: User Assignment

To find out the current access rights (type of access) of a user, mark the entry.
To change access rights proceed as follows:

2) Mark the user

3) Click Button Right value
4) Determine the new type of access. Please refer to the Figure 36.

Access Rights defined for an Object
Table 10: Access Rights Description

S.No Access Rights Description

1 No access The user does not have access to
the object

2 Read and execute The user can display the object and
its properties (is often called man-
agement right)

3 Write The user can edit the object

4 Change: The user can edit the object and, in
contrast to the write access right, he
can change and delete its properties.

5 Full Access The user has all rights (read,
change, delete)

User Specified: Please refer to the Defining own Access Rights.
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Access Rights _i x|
—Compound rights —Elementary rights

(¢ Mo access
[~ Read (Right to see Object Name displayed)

" Read
™ Execute (Right to see sub information of object)
(" Read and execute |~ Change {Right to change data of object)
" Change I™ add child {Right to add a child)
[~ Remove Child (Right to remove a child)
£ rite I~ Delete (Right to delete object)
" Full Aecess ™ Change Rights

[~ Take ownership

[© Greate (Right to create kind of object)

OK I Cancel

Figure 36: The User Specified Type of Access for Object Rights

2.6.2 Passing on Rights to Children

o

Caution
This function can be deactivated as of Version R12.

In order to prevent copying rights to children you must make an entry in the
registration editor (master and all slave servers).

5) Under
HKEY_LOKAL_MACHINE \ SOFTWARE \ DELMIA \ IPDSERVER
you can generate a new character sequence with the name:
RightsToCopyByNew.
You can enter 0 or 1 as the value.

= [f value = 0: the rights are not NOT copied to the child.

= |[f value = 1: the rights are copied to the child.
The access rights of parent nodes are automatically transferred to their
children.

The existing rights are copied only if a new child object is created for this ob-
ject.

Note

This applies only to new child objects: Existing access rights to the object
(only Ergo Components, no projects) are automatically transferred to the child
if you create a new child for this object in the corresponding structure. In order
to check the rights to an object, call up the menu item Access Rights.

Example

In the example, another object (child) is added to the Resource rights in the
structure. Please refer to the Figure 38. User 1 has the right to makes
changes to the object Resource rights. If a new child is created for this re-
source, the rights of User 1 (Please refer to the Figure 37) are automatically
transferred to this child. Of course, the rights of Admin, DRB, and Guest are
also transferred.
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Data Object Permissions |
- Owent
|eko
= ‘r Permissions... Name Descipton | Fights
T n adn Adreraitiston Ful Access
New Resource, 1 {076 | Prccessplanse  Usee Spaciind
£ Guent Gaat Read
0 vt User? Charge
Add Remove | Rightvaim |

Figure 37: Adding a New Object to the Resource

w3 RegalBlende M Refresh Sort Index -
[+ 3% Regal Blende M} The same pennissions as
[53-3% Treppe, t Print < parent node.
= ? Resowcsrechte —

New Resour

Data Object Permissions

i

Change I -
Print I
Cancel I
Name | Description | Rights l
ﬁ admin Administrator Full Access
ﬁ DRB Processplanner User Specified...
ﬁ Guest visitor Read
ﬁ User1 User 1 Change
Add I Femove I Fiaht value I

Figure 38: Data Type Permissions Dialog for a New Resource

2.6.3 Permissions Menu Item

N

add Rights
Crverwrite Rights
Remaove Rights

Using this menu item the corresponding structure (children) inherits rights of a
selected hierarchical level. You can use this function on every hierarchical
level of a project and you can individually determine the rights for a user on
every hierarchical level.

In contrast to the assignment of rights in the case of plantypes, the
assignement of rights to children in the case of objects is actually only
possible to their own children.

Note

Only use the rights function if a structure available for the selected hierarchical
level.

You have three possibilities to determine the rights of children: Please refer to
the Figure 32

= Remove Rights
= Add Rights
= Overwrite Rights
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2.6.3.1

Al

Remove Rights

Using this menu item you can remove previously assigned user rights for a
structure. This change affects all children of the selected hierarchical level to
which the user has been assigned rights (not to WSCs).

Add Rights

Using this menu item you can add user rights that a user has for a structure.
This change affects all children (not to WSCs) of the selected hierarchical
level to which the user has rights..

Overwrite Rights

Using this menu item all rights of the existing user are transferred to the
selected structure to its children, even if an individual user previously did not
have any rights to certain children of the structure.

Example

A selected structure on the second hierarchical level has five additional equal
hierarchical levels with corresponding structures (children of the
corresponding structure).

A specific user only has, for example, a read right on two of these equal
hierarchical levels. If you now execute the Overwrite Rights function on the
highest hierarchical level of the selected structure, this particular user is
assigned the read right for all children of the entire structure, thus also in the
three additional hierarchical levels. In the same way all existing users would
get, corresponding to the definition of their rights, rights to all children of the
entire structure.

Caution

Rights assigned on the children level are overwritten. If such a user is
assigned full access to the parent node only, but no access to the child node,
the user as well as all other users and groups, who are assigned rights to the
parent node, are assigned full access to the children node after executing the
Overwrite Rights function.

Changed View for Nodes

The view of parent nodes with children changes if children cannot be
displayed because of missing access rights.

If you assign user 2 read rights to process plan 1 and user 2 has no access
to process plan 2, in the Process View only process plan 1 is displayed to
user 2. If additional process plans are created in the Process View to which
the user, however, has no access right, the process symbol in the Process
View is marked with an exclamation mark. In the Process View only process
plans are displayed to which the user has at least read rights (Please rrefer to
the PPR Navigator Manual for more detailed information).

2.7 Copying Access Rights in the Project Plantype Set

Access rights that were assigned to random individual plantypes in the plan-
type set of a project can be transferred to other projects with the same plan-
type set. Access rights to plantypes are assigned to certain users who, ac-
cording to assigned access rights, should have access to the respective plan-
types or, for example, should be permitted to read them.

A plantype set consists of the three plantypes Resources, processes and
products, to which individual plantypes are assigned in a hierarchical fashion.
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0

Example of a
PlanTypeSet

As in the Resource view

=  The plantypes resource view, station and machines

= Orin the case of the Process plantype, the plantypes process view, work
plan and cycle.

B-@" Project
% Product View, 1
E} @ Process Yiew, 1
@ Resource Yiew, 1
=-{ % Default PTS
= a Resource Plantypes|
-2 Line
& #4 Resource
-4 station
B 'a Machine
B -ﬁ Factory
e 'ﬁ Building
et -ﬂ Manufacturing Concept
[+] #4 Resource Plan
et 4 Resource View
-2 site
&l #4 Buffer
@ 'a Worker
& 'ﬁ Transport System (FW)
® 'ﬁ Transport System (BW)
& #4 Transport System (FW/BW)
@ 'ﬂ Circulation
o 'ﬂ Transport Tool
#24 Process Plantypes
"ﬁ Product Plantypes

Figure 39: Example — Overview of Plantype set Standard PRO

2.7.1 Copying Access Rights

The access rights for plantypes of a project plantype set can be copied using
the context function Copy Rights To Another PTS and can only be copied in
projects with the same plantype set.

For example, you have assigned access rights for certain users in the plan-
type set of a project for the plantypes Resources, Process and Product view,
such as read rights. Now you want to copy these access rights to another
project with the same plantype set; for example, say you have created a new
project and the same users should again have the same access rights to it.

1) You therefore select the plantype set in the initial project (project “Tem-
perature Sensor AF20’ in the example) and open the context menu.

2) Select Copy Rights to Another PTS.

3) Inthe Copy rights to PTS dialog determine for which projects the access
rights are to be copied.
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[EE

ﬂTemperature Sensor AF20

= é Temperature Sensor AF20
Eﬁ Process View, 1
[+ @ Product Yiew, 1
[+ iﬁ Resource View, 1
c3 GW Copy Rights To Another PTS

4 Project Lit

Export Plantypeset

Ut
ZOpY.
Pas

Paste Reference

Set Insert Point

Delete

Reload

Refresh Sort Index

Maodify sort index

Permissions. .

Print »

Properties

Figure 40: Open the Context Function for Copying Access Rights

In the Copy rights to PTS dialog you can determine for which project the rights
should be overwritten. All projects with the same master PlanTypeSet are dis-
played in the dialog, which are available for selection.

In the example the right to read is to be copied for the new project ‘Project A’
to the three views, Resource, Process, and Product views.

Projects for which the rights should be overwritten are shown in the right dis-
play window (selected projects). Two buttons are provided for this:

4) If you want to show all projects at once in the right display window, you do
not need to select any project, but simply click on the button with the dou-
ble arrow. Individual projects are shown in the right display window using
the button with the single arrow; to do this you have to select the project
first (left display window).

5) Projects can also be removed from this display window in the same way by
using the two buttons with the arrows pointing in opposite directions.

Copy rights to PTS i x|
Avialable projects Selected projects
Project B 5 Project &
>>
<
<<
oK | Cancel

Figure 41: Assign Projects Dialog
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6) Confirm the entries by clicking OK, and the rights will be transferred for the

2.7.1.1 Executing Controls

selected projects.

42

The copied access rights have been transferred to the new project.

You can execute a simple control:

1)

2)

3)

Open the plantype set in the new project and select Resource view, for

example, under the plantype Resources.

Open the context menu and select Access rights.

The Rights — data dialog shows the users with the copied access rights.
You can execute this control for each plantype for which access rights are

copied.

PlanTypeSets are usually created and administered in the system library. Us-
ing the context function Copy Rights To Slave PTS, you can again overwrite
the access rights assigned for the project for each plantype set in the system
library.

= :[ﬂ Library

[4_:) 4= Datacards

[—j 43 Plantypesets

'3 Copy of Default PTS
: *3 Standard alt

{®§ Default TS
B, J0=Fault-ERGOTi
{# standard-PRO

*3 Standard unkonfigurient

Copy Rights To Slave PTS

*3 HE Planungstype
*\S Standard_eng_im
I pehrpT5 W1

i Export Plantypeset
t’ Standard-KMU STM Plantype Settings
»3 Standard-SME =

- UL
%Y Default-PRO-DPY

] Standard_Beispi oy
4 tandard_Beispie Pacte

Paste Heference

Set Insert Point

-4 Delete
-4 2§ WE0_VSR10SP4.  pelnad
\5 Copy of Standarc  Refresh Sort Index
[+-4 5§ Standard-KMU Modify sort index
: { Defaul-5TM Permissions. .
E] <3 Planning States Print
5145 Raw Material -
oV S bl Properties

45] Scripts
& t}ﬂ Work System Components

Please read the chapter entitled Copying rights of a plantype set in the Sys-
tem Library Manual.

Figure 42: Run a Check for Copied Rights
Matrix of Rights
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Table 11: Matrix of Rights
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Chan Add

child

Cre Delete
ate child

Rea Execut

d e ge

Rights
Delet
Rea Execut Chan Add Cre Delete e Change Change
d e ge child ate child objec rights owner
t
Display
object X X
Change
attribute X X X
Object new | x X X X
Delete
object X X X
Change
rights X X X X
Rights
dialog
function
rights
No access
Execute X
Rights
dialog
object
rights
No access
Read X
Change X X X X X
Write X X X X X X
Full Access | x X X X X X X X

Delet
e Change Change
objec rights  owner

Rights
dialog
Content of
rights - se-
lection

t

No access

Read

Change

Write

X
X X X X X
X X X X X X
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Full Access | x X X X X X X X X |
2.7.2 Actions and the Necessary Rights (Specific)
Table 12: The Matrix of Rights Il
Rights
) Delet
Action Execu [Chan [Add REND Clnizi Change
Read . Create|ve . |ge
te ge |child . obje |2 owner
child rights
ct
Creating an ErgoComponent
Under a - plantype X
project set project "
- project X "
- ergocomp.
plantype
Under - plantype |x
another set project X
ErgoComp | _ ergocomp.
onent parent X X
- ergocomp.
plantype
In the - plantype X X
Project set project X X
Library - ergocomp.
plantype
Deleting an ErgoComponent
Under a - plantype X X
project set project X
- ergocomp. | «
- ergocomp
using the
object to
be deleted
(Relation,
Stdili)
In the - plantype X X
Project set project .
Librar -
y ergocomp. | «
- ergocomp
using the
object to
be deleted
(Relation,
Stdili)
Bills of materials entries
Create - ergocomp.  |X X
parent X
- ergocomp.
child
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Rights
. Delet
Action Read Execu |Chan|Add Create \Flzsmo e ;Zgan Change
te ge |[child child obje rights owner
ct
Delete - ergocomp. |X X
parent
Linked objects
Create a - Target object |x
link - Actual object |x X
X
Delete a - Target object |x X
link - Actual object |x X
Create a - Library X X X
; Plantypesets
project (template)
Start -_Function X
configuratio|"9"t
n manager "configurationt
ool"

Conversion tool

Start - Function X
conversion |19t

tool "epdbupdater”

x
x
x

Convert - Library S
; PlanTypeSet
project (template)

x
x
x

- For all
system
items
conFigure
types
included in
the project

Settings dialog

Function
right:
Change X
settings/Global
data

Function
right:
Change X
settings/Machi
ne data

Function
right:
Change X
settings/User
data

Printing

Function X
right:
Printing/Create
forms

Function X
right:
Printing/Edit
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Rights
. Delet
Action Read Execu |Chan|Add Create \I?smo e ;Zgan Change
te ge |[child child gtbje rights owner
forms

I Note
Function rights: Function rights are assigned by the user management

2.7.3 Creating Rights

For a new project access rights have to be defined and assigned to the users.
Rights assigned once in a project can be revised at any time. In the previous
sections it has been explained how you can create function rights for users
and groups and how you can assign plantype sets, objects and types.

It has proved helpful to take function rights as an example when creating
groups or when structuring group rights. This, however, is not mandatory.

Another possibility is to create groups according to departments and to assign
different rights to these groups. The more differentiated the structure is set up
the easier it is to assign the individual users.

This section shows on the one hand how you can assign access rights to a
new project and on the other hand how you can redefine existing access rights
in a project.

What needs to be observed in the case of new projects?
= The plantype set of the General Library is assigned at least read rights.

= The plantype set is assigned at least read rights.
= Create a new project and assign user and group rights to project nodes.

If you assign the function permission create project, you must also assign
complete access or write permissions to one or more plantype sets.

m This is illustrated using an example:

Initial Situation
A new group “UserAdmin” is created.

Table 13: Group User Admin

Description Membership Rights / Function Rights
Group UserAdmin All function rights: Execute
Member in group .
User 1 UserAdmin Not specified
) In the case of user management
User 2 Member in group No access right
UserAdmin

Otherwise: Not specified

First Opening
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= User 1 cannot open projects and cannot create new projects.
= User 2 cannot open projects and cannot create new projects.
Now read rights are assigned to the project node

Group UserAdmin: full access:

User 1: read right

User 2: read right
Second Opening

= User 1 can open and edit the project and the user management.
= User 2 can open the project, but cannot open the user management.

= User 1 and user 2 can only read the project.

Thus it appears that:

= Rights are inherited (for example, the UserAdmin group has had the right
to open and to edit the user management; user 1 + 2 have inherited the
right due to their group membership.)

= Superordinated rights can be overwritten by directly assigning rights
(user 2 had no access right to the user management.) Although the group
right for the project was set to full access, both users could only read the
project.

= For guests or groups with guest status (only read right, otherwise no

further rights) it is sufficient to assign read rights to a project node. This
group does not need access rights to the plantype set.

2.8 Special Note on Scripts

m‘ Please refer to the Scripting Manual for details concerning creation and use of
scripts.

2.8.1 Permissions in Scripting

The user is given different rights for executing a script with the Run As Owner
function.
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i Script <balancing> ;.]_C_Ul‘
Script Properties I
— General
Name Ibalancing
Number I
Script Language IVBScript L]
Source Code function sa_bal_start{resource_id, process_ids) -
name = Data.Getattributebyld(resource_id,
"name"
MsgBox(""WLB offnen: "'+ vbCiLf + "Anlage
MName (Resource Name]: "'+ vbCiLf + name )
dimx = ubound(process_ids) ._'_I
Run As Owner H
Run In Own Transaction [~
Modified |[U4.08‘ 2003 10:22:25
Created iUS.U?. 2003 09:59:28
[T] Cancel Aoply Preview Print

Figure 43: Run As Owner
Executing a Script as the Script Owner

With the Run As Owner function, you can now start a script independently of
the execution type as if the script owner were the present user. The following
rights are to be granted:

= The right to create, write, and change scripts.
= The right to execute interactive scripts.

The script writer is in possession of administrator rights; these rights are trans-
ferred to the script executor by the Run As Owner function.

= Activate the Run As Owner function in the script dialog.

Note

The introduction of the function Run As Owner brings on additional tasks for
the administrator. For this reason, administrators are recommended to create
a separate group for users who are entitled to write and execute interactive
scripts.

Interactive Execution of Scripts

The interactive execution of scripts can be limited by the (script) administrator
as follows:

Table 14: Interactive Execution of Scripts

Function Required Access Right

Display scripts in dialog “Execute script”

Right to “execute” script object

Display scripts in context menu of an ob-
ject

Right to “execute” script actions and script objects

Display VBA macros in the context
menu of an object

Right to “execute” script actions
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2.8.1.3 Function Rights for Scripts and VBA Macros

Prights =T x|
Functions I

Select Graphic File _A_J ' Name | Description | Rights
selectmacrofile 4@ Script Script Execute
scripting
- execute script dialog
- right access

[+ Tools

[#- wibalancing

edit balancing

edit balancing configuration
i change planningstate

- create project

create simulation

(=l vba
- open ide
- macros dialo

[#- table view A I

v Add

Femove l Fight walue

oK I Cancel |

Figure 44: Function Rights
In the following table the function rights are described:
Table 15: Function Rights Description

Function Right |Description Comment
Scripting Grants the right to execute This allows to deactivate the context
Execute script scripts via a dialog. ‘ranrznu Execute script” for “normal” us-
dialog . . :
Opening the dialog and selection of the
correct script requires knowledge about
which scripts can be applied to which
nodes.
The (script) administrator should none-
theless have the possibility to execute
scripts quickly, without having to gen-
erate (pseudo) script actions before.
Scripting Grants access to the database | Additionally the right to Change rights
Right Access for the access rights. ![s rec?uweld for the object and / or plan-
A script can then read from the | YP€ level.
database for the access rights
and write to it.
VBA Grants the right to display the | Similar to “Execute script dialog”, how-
Macros dialog default VBA macro dialog. ever, for VBA macros.
VBA Grants the right to open the
Open IDE VBA IDE and to edit a VBA
project.
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3. User Access Rights

=4

User Access Rights for Pages, Groups and Attributes

In user manual Administration you have already learnt in description of proper-
ties for pages, groups and attributes that starting from Version DPE 5.17 you
can define own user rights for these display elements. Description of pages,
groups and attributes can be pre-defined for any individual user.

Caution

Precondition for rights on attributes, pages or groups to being considered
correctly is that the option “OwnRights” on type “proxycfgelement” is set to
Yes.

3.1 Procedure

The procedure should be displayed on the basis of an example.

To display pages, groups and attributes user specifically proceed in following
way:

1) Select pages, groups or attributes from those you want to assign access
rights and set the option Own rights on Yes.

ol
@ N | H | O
Purchase Part 2| [ [ ByCategor | aiphabetical|
[+- Base Type: Product Component (ergocompprod 5
[#- Attributes [&] Basies =
[=-Layout Number 12300
[#]-Page::1 (General) 2
Page::1000 (Matter Properties) Caption Grodp 4
(- Page::13000 {Testpage) Display order 1]
() Group::12000 {Group 1) Page
[=- Group::12100 (Group 2)
- Group::12500 (Group 2.1) Desciiption
- Group:: 12600 (Group 2.2) Attributes per row 3
‘- Group:: 12700 (Group 2.3)
- Group::12200 (Group 3) Group Group::12000 (Grot
- Group::12800 (Group 3.1) [ Flags
- Group::12900 (Group 3.1, : T
.. Group::13000 (Group 3.1, Display in browser Yes
-~ Group::13100 (Group 3.1, Display in editor Yes
: ‘- Group::13200 (Group 3.1.¢ Own Rights Yes
[=1- Group::13300 (Group 3.2) =
: - Group::13400 (Group  3.2. Defined by Delmia ]
‘- Group::13500 (Group 3.2.2 [5] Assigned Buttons
[=- Group::12300 (Group 4)
H Group::13600 (Group 4.1) Can have Macro assig No

Group::13700 {Group 4.2)

. Group::13800 (Group 4.3) _I"J
s |

Figure 45: Coonfig Tool

<|>l‘_

= For this reason in context menu of relative pages, groups or attributes the
function Permissions is activated.

2) Click Permissions in context menu.
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User Access Rights

New »

Copy »
Paste Group

Delete

Permissions...

Propagate Own Rights

Figure 46: Context Menu

» Dialog Rights — Data objects opens in which you can select the user to

who you want to assign the access rights.

x

~ Data Object Permissic

Name | Description [ Rights

Cancel I
< | >
Add | Hemove Change rights
- Dwner
Owner ]admin L]

Figure 47: Data Objects Dialog
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3) With the button Add you select users or groups to who you want to assign

access rights.

@ Industrial Engine...

Il User Selection ] x|
Name | Description ]
€ cib cib
Q Everyone All users are members of this aroup

Industrial Engineering

Q Layout Planung  Layout Planung

f {peh | peh

Q Produkt Planung  Produkt Planung

Q Projekt &dministr...  Projekt Administrator
Q Prozess Planung  Prozess Planung
Q Ressourcen Pla...  Ressourcen Planung

oK I Cancel I

Figure 48: User Selection

Procedure with assigning of rights:

4
5

6
7

) Select a function.

) Add with button Add groups and users to who you want to assign special
rights at the selected function.

) Select on or more of the evenly added groups or users.
) With the button Access Rights you assign access rights to the preceding

selection.
With functions rights three access rights are available for you:
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= Object cannot be shown = No Access
= The right to display the object = Read

= Full Access = Write

x
—Compound rights Elementary rights
(" Mo access

IV Read (Right to see Object Name displayed)

™ Execute (Right to see subinformation of object)
" Write I~ Change (Right to change data of object)

[ | add/Child (Right to add a child)

Child (Right Eo remove a childy

{* Read

ht ko delete ohject)

I™ Take ownership

[ Greate (Right to create kind of object)

OK I Cancel

Figure 49: Access Rights
8) After the selection click button and specify the access rights.

In order to check the evenly built configuration you have two possibilities:

= Preview in middle part of configuration manager.

» You sign in as evenly configured user in DELMIA Process Engineer® and
check in PPR-Navigator result of the configuration.

3.1.1 Preview for User Specific Configuration

To activate a preview open context menu with a right click on the middle part
of configuration manager.

Preview P Display Editor
Display all

Preview for User...

Figure 50: Preview Open Context Menu
Three entries are available:

= Display all pages (also the inherited)
= Display only the pages which are indicated as Display Editor
= Preview for user specific configuration

In order to receive a preview of user specific configuration click Preview for
User.

= Dialog Select Single User opens in which you select the user for who you
create the preview.

User Management Version PE 5.19



User Access Rights

Il Select single user

MName | Description
ﬁ admin Administrator
€ cib cib
€ eko eko
ﬁ peh peh
€ San Test
User
€ User2 User2
ﬁ User3 User3
OK Cancel

Figure 51: Select Single User

What is to be considered?

53

If option Own Rights is activated on a type or plantype but afterwards no user

is assigned this object is not shown.
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Appendix

Function Permissions

(=] useradm
: i.change password
tun
. edit user and groups
- change location

manage global regular types

. Configuration Tool
- epdbupdater
[=)- printing
. L. create forms
. edit forms
.. delete forms
‘.. create scriptvanables
- copy project
(=) change settings
- euserdata
i machine data
. global data
‘. user db data
i Edit Time Analysis
- delete global regdbdata
i deleting of versions
- Edit Graphic
i Show Graphic
- edit external araphic
i Select Graphic File
i select macro file
(=) scripting
. e execute script dialog
. i.right access
= Tools
. e pprloader...
- edit balancing
- change planningstate

= vba
. . openide

- . macros dialog
=) wibalancing

delete balancing

open configuration

- first level

[#- second level

- third level
i edit balancing configuration
=) table view

general access

. table view profiles
cleanup graphic directory
number processes
[=]- versioning

- checkout without consistency checks

“ create without consistency checks
[=)- template
. . copy associated resources
security overlay properties
regular project <--> mcm project
[=)- Graphic
.. create preview graphic

Figure 52: Function Permissions

Table 16: Function Permissions Descriptions

Function Permis-
sions

Description

Comments

versions_allow_delete

For administrative functions, this
function permission can be used to
delete versions that are set to “indel-
ible” in the planning status.

The planning status allows to set
that versions cannot be deleted in
this planning status.

allow_deletion_operator_
tokens

This function permission allows to
delete the Operators in the SA-Code
List (token list) , provided these are
not used.

Operators of an SA-Code List (token
list) cannot be deleted, even if they
are not used. Thus the token list
cannot be deleted either and there-
fore the code rule mode of the
project cannot be re-arranged.

copy project

This function permission allows you
to copy projects.

Only for users that have this per-
mission, the button “Copy project” in
the “Open Project” dialog is acti-
vated.
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Function Permis- Description Comments
sions
Epdbupdater This function permission allows you | Besides the Superuser, only users

to use the data converter.

with the function permission “epd-
bupdater” may use the E4 data con-
verter. If a normal user does not
hold this permission, an error mes-
sage will be displayed and the con-
version is denied.

Number processes

Using this function right, you can
number the processes in the
process graph consecutively and
display the numbering during the ac-
tual process. Assignment of num-
bering is done by attribute name or
nameshort

You can open the function with the
right mouse button in the Process
Graph

graphic_autosplit

When processing a layout, full posi-
tive integers can be entered to de-
termine the split depth.If autosplit=1,
the children of the object to be
processed are split, if autosplit=2,
the grandchildren of an object, if au-
tosplit =0, no splitting occurs.

Example: If autosplit=2, edit graphic
of building, (children are plants,
grand children are stations), the Sta-
tions may be processed; If some-
thing is selected, it is an element of
a station. To display the splitting
depth in the properties dialog of an
object, you first need to set this us-
ing the configuration tool: In the
properties of the attribute, set the
field Display in editor for Splitdepth
(ergocompgraphic) to Yes.

cleanup graphic directory

With this function right, you can use
the function cleanup graphic directo-

ry

Redundant files can be removed
from this directory with this function.

Please refer to the Administrator
Manual.

to display the graphics

Edit Graphic This function permission allows you
to edit the graphics
Show Graphic This function permission allows you | Show graphic is available for in-

stance in the context menu of the
product and resource structure.

Edit External Graphic

This function permission allows you
to edit the graphics externally

e.g. using CATIA

Select Graphic File

This function permission allows you
to assign an existing graphic to a
WSC object

Select Macro File

This function permission allows you
to assign an ISEGRIM macro to a
WSC object

edit time analysis

This function permission allows you
to edit the time analysis.

If you do not hold this permission,
an error message will appear as
soon as you try to edit the time
analysis.

change planningstate

This function permission allows you
to change the planning state of an
object in the “Change planning
state” dialog.

Version coding of objects

Useradmin

useradm/run

This function permission allows you
to call up the MultiUserManagement
- module.

The module is used to view/edit us-
ers/groups.

useradm/change password

You can change your location after

A user can change his or her
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Function Permis-
sions

Description

Comments

logging in with this function permis-
sion (Please refer to the Security
Manual).

own password with this function
permission.

This permission is for e.g. users with
guest status - in order to prevent
guest users from changing their
passwords

useradm/edit user and
groups

With this function permission you
are allowed to create, delete, and
edit user and group data.

This function permission alone does
not allow one to create, edit, or de-
lete an administrator.

Only administrators can create other
administrators.

e. g. Properties, setting group affilia-
tions, creating new users and
groups, allocating function permis-
sions.

This function permission replaces
the function permission: use-
radm/remove user, useradm/add
user, useradm/ edit.

useradm/change place

With this function permission you
can change your own residence af-
ter log on.

Printing

printing/edit forms

This function permission allows you
to edit existing print forms, printing
of lists and graphics forms for ob-
jects

printing/create forms

This function permission allows you
to create new print forms, printing of
lists and graphics forms for objects

The function is found under Tools /
Print Forms / New object or New list
or New graphic.

printing/delete forms

This function permission allows you
to delete existing print forms for ob-
jects

The function is found under Tools /
Print Forms / Delete object.

printing/create scriptva-
riables

This function permission allows you
to create new script variables for
print forms

The function is found under Tools /
Print Forms / Script variables.

Settings

change settings/user data

This function permission allows you
to edit the registry key
HKEY_CURRENT_USER/DELMIA/
Software/ergoplan.

The administration of non-object-
specific permanent settings (Ses-
sion Data) is done with
Tools/Settings/Maintenance.

change settings/machine
data

This function permission allows you
to edit the registry key
HKEY_LOCAL_MACHINE/DELMIA/
Software/ergoplan

change settings/user db
data

This function permission allows you
to edit user-specific database en-
tries

change settings/global data

This function permission allows you
to edit global (applicable to all us-
ers) common database entries

Scripting

scripting/right access

Grants access to the database for
the access rights.

A script can then read from the da-
tabase for the access rights and
write to it. Additionally the right to
Change rights is required for the ob-
ject and / or plantype level.
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Function Permis-
sions

Description

Comments

scripting/execute script di-
alog

Grants the right to execute scripts
via a dialog.

This allows to deactivate the context
menu “Execute script” for “normal”
users. Opening the dialog and se-
lection of the correct script requires
knowledge about which scripts can
be applied to which nodes. The
(script) administrator should none-
theless have the possibility to ex-
ecute scripts quickly, without having
to generate (pseudo) script actions
before.

VBA

VBA/Open IDE

Grants the right to open the VBA
IDE and to edit a VBA project.

VBA/Macros Dialog

Grants the right to display the de-
fault VBA macro dialog.

Similar to “Execute script dialog”,
however, for VBA macros.

ALB

Edit balancing configura-
tion

This function permission allows you
to edit the ALB balancing configura-
tion.

To allow proper performance of ba-
lancing, the respective data is set in
the configuration of the balancing.
Open the balancing configuration
using the context menu of a project.
The configuration will only be avail-
able if you hold this function permis-
sion.

edit balancing

This function permission allows you
to edit the A L Balancing.

WLB

WLBalancing/Delete ba-
lancing

This function permission allows you
to delete the balancing.

Objects may be created of balanc-
ing processes. If a balancing object
is created, it can only be deleted by
a user who has the respective func-
tion permission

first level

Save: This function permission al-
lows you to save a level 1 workload
balancing.

Open: This function permission al-
lows you to open a level 1 workload
balancing.1

Set valid: This function permission

allows you to set a level 1 workload
balancing as valid.

second level

Save: This function permission al-
lows you to save a level 2 workload
balancing.

Open: This function permission al-
lows you to open a level 2 workload
balancing.1

Set valid: This function permission
allows you to set a level 2 workload
balancing as valid.

third level

Save: This function permission al-
lows you to save a level 3 workload
balancing.

Open: This function permission al-
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Function Permis-
sions

Description

Comments

lows you to open a level 3 workload
balancing.1

Set valid: This function permission
allows you to set a level 3 workload
balancing as valid.

Versioning

- CheckOut without consis-
tency checks

CheckOut without consistency
checks

Use this function permission to
check out or check out (deep) ver-
sions without consistency checks.

Anlegen
Auschecken
Auschecken (tief)
Einchecken
Erzeugen (tief)

Anden

- Create without consisten-
cy checks

Create without consistency
checks

With this function permission you
can create or create (deep) versions
without consistency checks.

This function can be found in the
context menu when creating a ver-
sion.

Prisfungen beim Einchecken uberschreiben

Template

Template/Copy associated
resources

This function permission becomes
effective if one copies processes
from one template to another. If one
has this function permission,
whether the associated resources
should also be copied is queried
upon copying.

Template Copy Options x|

9 Copy associated resources?
</

Yes No I

Security overlay properties

This function permission allows you
to edit the security dialog.

This function can be found in the
menu Tools / Setting / Security Dia-
log.

Regular project <- > mcm
project

With this function permission you
can make an MCM project out of a
regular project and vice versa.

This function can be found in the
menu Tools / Regular Project <-->
MCM Project.

graphic_autosplit

When processing a layout, full posi-
tive integers can be entered to de-
termine the split depth.

The children of the object to be ed-
ited are split if autosplit=1, the chil-
dren of the children of the object is
split if autosplit=2, and nothing is
split if autosplit =0

Example: If autosplit=2, edit graphic
of building, (children are plants,
grand children are stations), the Sta-
tions may be processed; If some-
thing is selected, it is an element of
a station.

To display the splitting depth in the
properties dialog of an object, you
first need to set this using the con-
figuration tool: In the properties of
the attribute, set the field Display in
editor for Splitdepth (ergocomp-
graphic) to Yes.
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