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Configuration of SSO

1. Environment

What is SSO?

SSO is the abbreviation for Single Sign-On.
With SSO, after only one authentication you can use several applica-
tions without further authentication.

How does SSO work?

- The user starts the DPE Client and enters SSO username and
password into the login panel.

- The Client connects to the Web Application Server (in the follow-
ing text we use for Web Application Server the abbreviation
WAS).

- The user will be authenticated by the WAS against the config-
ured LDAP. After the successful authentication the WAS returns
the credentials for this SSO user including the appropriate DPE
user.

- Using this credential the client connects to the IPD Server.

- The IPD-Server checks the validity of the credential and the ex-
istence of the DPE user in the IPD Database.

- Is a SSO check successful, then the user can use, within the
scope of the client process( V5 or E5 client process) all PLM ap-
plications without any further authentication.

1. In the context of a V5 client session, when a connection is done to the MH

server (IPD) and to a EH server (LCA) the login should appear only once,
not twice for each connection separately.

2. If in the context of a E5 client a V5 client is started, the credentials are
passed from the E5 client to the V5 client. The user authenticates is done
only once in the E5 client.
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Configuration of SSO

2.

3.

Prerequisites

WAS installed with SSO and configured to use an available LDAP (or
something similar). For installing this use the LCA Server installation
in SSO mode. See the official ENOVIA V5 VPM/LCA Documentation —
“Enterprise Architecture Installation Guide - Installing Version 5 -
Deploying ENOVIA LCA - Deploying Single Sign-On”

Official DPE 5.17 setup
V5R17 Installation

Either

Microsoft .NET Framework 1.1 Package and
Microsoft Visual J# .NET 1.1 Redistributable Package
have to be installed on client and server side.

or

JRE 1.5.0_05 (resp. JRE 1.5.0_05 for Win 64 bit) has to be in-

stalled and the JAVA_HOME environment variable has to be set on

client and server side.

In that case you need to set the additional V5 environment variable
CATIJWS_RemotingEngine=Jni

also.

General Installation Steps

Configuration of SSO for IPD
Installation of IPDServer
Installation of DPE Clients

Configuration of V5 / D5 Clients

3.1 Configuration of SSO
© Copy IPD.credentialSet file in ...\resources\credential directory
on SSOServer side
© Restart the SSOServer
o Create IPD credentials by using the SSOAdminConsole (contact
the administrator who has installed the WAS with SSO to get the
appropriate URL). For each user who should have access to the
IPDServer, you must create a credential set.
Ll SSO User: LDAP username
. Application Name: IPD
SSO Version PE 5.19 Juni 2008
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DPE Server Setup has to perform with SSO support

] Instance Name: DPE
] Properties username: DPE username

. Properties password: leave empty; Authentication will be
made by SSO against configured LDAP, so the DPE pass-
word is no longer needed for authentication. Support of en-
crypted password has to be done by LDAP.

3.2 DPE Server Setup has to perform with SSO
support

1. Start Server setup

2. Answer the question “Do you want to install DPE with SSO sup-
port?” with yes.

%50 Server Configuration

Do you wart to install DPE wi

= to b fulfiled in order to cr

stname, a

InstallSnied < Back H Mest > [ Cancel

3. Click the Next button.

4. SSO Server configuration: Connection parameters for access to
your SSO server (Format: <host>:<port>/<project>):

= Host: machine where WAS was installed
] Port: port to connect to WAS
= Project: WAS project

e. g. for Fellbach: svwsdeg:9080/B15D49
<host> :<port>/<project>)
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DPE Server Setup has to perform with SSO support

DELMIA Process Engineer Setup

550 Server Configuration

pywzdeg; J020/B815043

InstallShield [ < Back H Mest > [ 1 Cancel r

5. Finish the setup in the same way as without SSO support
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DPE Client Setup has to perform in SSO mode

3.3 DPE Client Setup has to perform in SSO
mode

1. Start Client setup

2. Answer the question “Do you want to install DPE with SSO sup-
port?” with yes.

550 Server Configuration |

Do you wark to install DPE w

onfiguration

& to be fulfiled in order

InstaliSHidd ' CBack || N> | concal |

3. Click the Next button.

4. SSO Server configuration: Connection parameters for access to
your SSO server (Format: <host>:<port>/<project>):

= Host: machine where WAS was installed
] Port: port to connect to WAS

L] Project: WAS project

SSO Version PE 5.19 Juni 2008



General Installation Steps Seite 8

Customization of DELMIA V5 Clients for SSO

DELMIA Process Engineer Setup

S50 Server Configuration

svinzdeq: 3080/B815045

L

S J
=

InstallGhield . | < Back I I Mest > | l Cancel _|.

5. Finish the setup in the same way as without SSO support

3.4 Customization of DELMIA V5 Clients for SSO

3.4.1 Prerequisite: DPE Client Setup and V5 Client Setup
have to be performed

1. Check/Change SSOClient.properties file
(..\intel_a\resources\sso):

=  SSOActivated=yes
=  SSOSecuredEnvironment=yes

2. Check/Change <V5Environment=>.txt

Add / Change following entry to: CATUDDIInquiryURL =
http://host:port/rootURL/uddi_inquire where

http://host:port/rootURL have to be substituted by your
WAS project

SSO Version PE 5.19 Juni 2008



Seite 9

Index

C

Client setup 7

P

Prerequisite 8

S

Server setup 5
SSO Server configuration 5
SSOActivated 8
SSOClient.properties file 8
SSOSecuredEnvironment 8

W
WAS 3

SSO Version PE 5.19 Juni 2008



	SSO Installation for DPE 5.19
	Contents
	1. Environment
	2. Prerequisites
	3. General Installation Steps
	3.1 Configuration of SSO
	3.2 DPE Server Setup has to perform with SSO support
	3.3 DPE  Client Setup has to perform in SSO mode
	3.4 Customization of DELMIA V5 Clients for SSO
	3.4.1 Prerequisite: DPE Client Setup and V5 Client Setup have to be performed


	Index



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


