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Introduction

This document describes the usage of the BPA DS9 at Supplier site.
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OEM ID enroliment

After successful installation of BPA DS9 application, you must register at least one OEM ID Key into the
system.

You will receive from your OEM a file named XXX.txt (XXX is your OEM name).
Copy it to the machine(s) where the BPA DS9 has been installed.

Launch the application “ISPDS9IDRegister.exe” located in the DS9 Supplier Application installation folder.

@ CATIA Data Security Supplier Component

©2001 DASSAULT SYSTEMES-R2

File Edit \iew Favorites Tools  Help ﬂ.
: @Back - \__:'l L@ pSEarch ‘E‘ Faolders '

Address |b C:\Program FilesiDassault Syskernes\CATIA Data Security Supplier Component “ | Go
Folders X MName = Size  Twpe

= [C5) Dassaulk Systemes A CDCATERY File Folder
) Bl — [Cintel_a File: Faolder

[ 3 . .
() CATIA Daka Security OEM Component 8 ISPDSSI0Register exe 18KE  Application

CATIA Data Security Supplier Component
[ chassis Suspension Simulation
() DS¥Toals
[C5) Dassaulk Systemes 30 ZML Playver w| € »

OEM ID Register
QEM ID Selection

) Click “OEM ID Selection” and then select the file sent by the OEM.

This task must be performed only once every time you receive a new XXX.txt file from an OEM.
With this file the OEM should provide you with a login / password. Please keep it secret.

Once this setup is completed, you will be able to open any file which was encrypted by this OEM, using
the same ID.
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Usage for CATIA VS5 Files

When launching the application with the new icon created on the desktop, the following message is
displayed to the user:

Encryption Activated! |

Please use the suthentication Cormmand

': CATIA Daka Security is ackive in this session,
before opening encrypked CATIA files

©2001 DASSAULT SYSTEMES-R2

Then the user will find a single new command (toolbars or icons) in CATIA V5.

QEM Mame DskE ;I

User ID Supplier1
Passwiord |+

[ keep Persistent

‘ iCanceII

User ID and Password should have been given by the OEM (by phone, e-mail or encrypted excel file).
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The User ID and Password can be kept persistent until the next login by checking the “Keep Persistent” == 5
box. If this option is checked, you will not need to login again when you will restart the application, except *
if you want to change login information. Furthermore, batch applications will be able to open encrypted

data using the kept information. To remove the kept information, launch the command and login without
checking the “Keep Persistent” box.

Once the login is done, the usage of the BPA DS9 is completely transparent for the CATIA user.

Once an encrypted file has been successfully opened, it can be edited and saved, in exactly the same
manner as a standard (not encrypted) document, except if it has been encrypted by the OEM in “Read-
Only” mode. In this case, save cannot be done. The information about the “Read-Only” encryption can be
found in the file “DS9ReadMe.txt”.

DRM protection is supported in the CATIA session by the following file types:

©2001 DASSAULT SYSTEMES-R2

o CATPart e CATAnalysis o CATSwWI
. e CATProduct e CATMaterial e 3dxml

e CATDrawing e CATProcess e cCQr

o CATShape o CATSystem e catalog

or all the other types of file, see “Usage for other files”.

S long as no encrypted file has been opened in the session, working on non encrypted files is possible,
5 well as saving them.

ce an encrypted file has been opened in the CATIA session, edition of non encrypted files is possible,
saving them is no more allowed. However, creating a new file, editing it, and saving it are possible, as
S new file will be saved in an encrypted format.

It is not possible to SaveAs an encrypted file into a non CATIA V5 format (IGES, STEP for example),
ept if the OEM gave the authorization. In that case, this information can be found in the file
eadMe.txt”.

You may encounter the following error when trying to open an encrypted file:

Incident Report @

Type l Object [ Description ]
Error Cannot read D:¥BPA_DRM_Tests¥ToSuppliers¥PinkandGreenPadsROOT.CATProduct. & DRM Error has occurred
Error Cannot read D:¥BPA_DRM_Tests¥ToSuppliers¥PinkAndGreenPadsROOT.CATProduct. & DRM Error has occurred

[close ]
hosn,

This means that your ID information does not match the ID information embedded in the protected file:
you do not have the right to open this file.

You may not be able to open an encrypted file after a certain date. This means that the OEM gave an
expiry date to the encrypted file. In this case, the information about the expiry date can be found in the file
‘DS9ReadMe.txt”.
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Usage for other files

To import all the files sent by the OEM, launch the application ISPDS9SuppCrypter.exe from the
installation directory.

DS9 Supplier Crypter tad
Login | | [ |

Fazzword | |

Origin Directom Path

| | Select Directory

Destination Directony Path

©2001 DASSAULT SYSTEMES-R2

| | Select Directory

Import/E xport Progress

[ l

Import Export

>elect the OEM, input the correct login/password and click on “Log on” button.

DS9 Supplier Crypter

Login |Supplier1 | DSKK

Passwaord |uuuu. | Lag an

Qrigit Directory Path

| | [ Select Directory ]
Destination Directary Path

| | [ Select Directory ]
|mport/E sport Progress

l l

Import E xpart

Select the “Origin Directory” where the exported data are stored, then select the “Destination Directory”
where the imported data will be stored. The “Import” and “Export” buttons will become active.

D59 Supplier, Crypter

Logn  [Suppler N

Password |nounu | Log on

Origin Directory Path

|C:'\Documents and Settingzs\UMC \Desktoph TEST | [ Select Directary ]
Deztination Directom Path
|C:\Documents and SettingshIMC\Desktop  TESTZ2 | L Select Dilectorg J

Import/Export Progress

[ l

[ Import ][ Export
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D59 Supplier Crypter,

Click on “Import” button to import the data into the destination directory.
To export the data before sending them back to the OEM, select the “Origin Directory”, where the
imported data are stored, then select the “Destination Directory”, where the exported data will be stored.

Login |Supp|ier1

| [pskk

Paszward |...-...-.

| Lag on

Origin Directany Path

[C:\Documents and Settings\UMC\Deskioph TEST | [ Select Directory |

Drestination Directory Path

|C:'\D0c:uments and Settings\JMCADeskiophTESTZ | [ Select Directory

Import/Export Progress

[

|
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[ Irmpart H_ Ewport ]

o

e —————————

Click on “Export” button to export the data into the destination directory.
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1. Click on Help in the Menu bar.

n Start  SmarTeam FEile  Edic MWew  Inserk

Tools  Analvze  Window

Help About- CATIA Data Security

Help

2. Now click on About CATIA Data Security.

Help

CATIA VS Help F1i

CATIA User Companion
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Contents, Index and Search

[5? what's This? Shift-+F1

n User Galamxy

about CATIA WS

Bbout CATIA Data Security

About CATIA Data Security

OEM DS8 Machine

Supplier DS9 Machine

2.0pen with login/ password

. BPA Information
\BPA Title:CATIA Data Security

Product:DS9
|
Delivery & for YSR20GA

M
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