CATIA Data
Security (DS9) -
OEM application
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Introduction

This document describes the commands included in the BPA DS9 at OEM Site, and the way to use them.

2001 DASSAULT SYSTEMES-R2
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Installation Check

After successful installation of BPA DS9 at OEM, start CATIA with the environment specified during
installation.

The CATIA Security toolbar should be visible.

CATIA Securi... [X]

©2001 DASSAULT SYSTEMES-R2

The following environment variables should also be defined in the DS9_OEM.txt file installed:

ToSuppliers
To set the location (directory) of the target directory during Export operation

romSuppliers
0 set the location (directory) of the origin directory during Import operation

thorizationFilePath
set the location of the text file containing the list of suppliers / passwords. The text file may be empty.
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The Export Command

Description:

The Export command performs the following actions:

1. Read all the files from a directory specified by the user. Sub-directories are supported.

2. Encrypt them together with allowed suppliers information. CATIA V5 files are protected by DRM and
can carry DRM authorizations: “read only”, “expiry date” and “allow unprotected”.

3. Copy them into the directory specified by the environment variable ToSuppliers. Specific sub-folders
are created for each supplier and for each encryption operation.

4. Delete the processed files from the origin folder, except if the option “Keep Origin Files” is checked.

©2001 DASSAULT SYSTEMES-R2

ile types

-

the files will be encrypted, but only the CATIA V5 formats below are protected by DRM in the CATIA
ion:

o CATPart e CATProcess
e CATProduct e CATSystem
e CATDrawing o CATSWI

o CATShape e 3dxml

o CATAnalysis e cCQr

o CATMaterial e catalog

he “Export” icon @

aunch, the panel below appears. It is empty because no suppliers have been defined.

Suppliers selection @@
Suppliers I Add Supplier |
'_ Remave Supplier |

[] keep Origin Files

~DRM Authorizations
] Read-Only
] allow Unprotected Export | Print
® Expiry Date Management
|Year Month Day
= = = (= T
- @ G l & Cancel '
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Defining a new supplier

Click on the “AddSupplier” button. The panel below appears:

Add a supplier
Userio [

Passward

@ OF l GCanceIl

Type in a supplier name and a password (only single byte ASCII characters are allowed)

©2001 DASSAULT SYSTEMES-R2

Add a supplier, |E|

User I | Supplierl

Password| s+

@ Cancel |

on OK.

pplier “Supplierl” is now listed and can be selected:

Suppliers selection

Suppliers I Add Supplier l

Supplierl Remave Supplier I

[] keep Origin Files

—DRM authorizations
[ read-only
[ &llows Unprotected Export b, Prink

Expiry Date Management
Year Monkh Day
IZDIEI I - I 09 [ Expiry Date

o Cancel I

Multi-selection is possible, using CTRL-click or SHIFT-click.

BPA DS9 OEM - User Guide — V5.8
Do not reproduce, copy or use without a license from Dassault Systémes
© Dassault Syftémes 2010 — All Rights Reserved Page 6 /18




Removing a supplier

Select the supplier(s) to remove and click on the “Remove Supplier” button.

Suppliers selection

Suppliers I Add Supplier I
gupp:ieré Remave Supplier I
upplier
[ keep Crigin Files

Supplier3

©2001 DASSAULT SYSTEMES-R2

— DRM aAuthorizations

[ read-orly

[ allow Unprotected Expaort ', Print

— Expiry Date Management

‘Year rMonth Dray

|2|:|1|:| =B =|EE (] Expiry Date

& Cancel I

e supplier(s) are removed from the list.

Suppliers selection

Suppliers
Supplierl
Supplierz

[ ] Keep Crigin Files

—DRM Authorizations
[ read-only
[ allow Unprotected Export b, Print

Expiry Date Management
Year Manth Dy
|2E|1|:| I o I o9 [ Expiry Date

|ﬂ (2] 4 l iCanceIl
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Set DRM Authorizations: Read-Only, Allow Unprotected Export \ Print, Expiry Date

Three parameters can be set: read-only, allow unprotected export and expiry date.
These parameters will affect only the CATIA V5 files protected by DRM.

Read-Only

If the “Read-Only” box is checked, suppliers will be able to open and edit the files but not to save the
modifications. A file “DS9ReadMe.txt” containing the message “The files in this folder are encrypted and
protected with a Read-only attribute. You may be able to modify them inside CATIA, but Save will not be
allowed” will be created in each supplier directory.

Allow Unprotected Export \ Print

f the “Allow Unprotected Export \ Print” box is checked, suppliers will be able to save the files into non-
encryptable formats (STEP, IGES). A file “DS9ReadMe.txt” containing the message “The files in this folder
re encrypted with a Unprotected Export attribute. **Caution: Export into non-encryptable formats (IGES,
TEP) is allowed.**” will be created in each supplier directory and in this way the OEM has given the right to
nt his CATIA data, so the supplier(s) will be able to print it or be able to do a print screen of the displayed
a, if the rights are not given & the supplier(s) try to print the data a DRM error message will be displayed
d the print screen keyboard button is not usable.

©2001 DASSAULT SYSTEMES-R2

.

o

“Expiry Date” box is checked: select the expiry date with format, then the files cannot be opened after
ate on the supplier side. A file “DS9ReadMe.txt” containing the message “The files in this folder are
ted and carry a validity date information. Open and use of these files will be possible only until
m/dd” will be created in each supplier directory.

®

Suppliers selection

Suppliers Add Supplier I
Supplier1 Remave Supplier I

I3 Kkeep Origin Files

Supplierz

—DRM Authorizations
I3 Read-only

I3 allow Unprotected Expart
— Expiry Dake Management
ear Month Diaw

|2n12 £][0e 2][oz ES Expiry Date
@ 0K I iCanceIl
.
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When all the parameters are set, click on “OK” button.
The folder selection panel appears. The Export command will always store the encrypted files into the
directory specified by the environment variable “ToSuppliers”. Under this directory, a sub-folder is created for
each supplier selected during execution of the Export command. At each execution of the Export command, a
sub-folder is created under each applicable “supplier” folder. The name of this new folder is the time stamp of
the Export command beginning of execution. The format is ddMMyyyy hh.mm.ss.

I FromSupplier
= [C3) ToSupplier
= 155 Suppliert
(3 20052009 16,3434
= 125) Supplierz
) 20052009_16.34,54

©2001 DASSAULT SYSTEMES-R2

the panel below, select the Origin Directory, from which the non-encrypted data will be read.

o

Select Origin Folder

@ Deskiop

My Documents

¥ My Computer

‘ﬂ My Metwork Places
2l Recycle Bin

I BFS

—_ e -

[

[ £

Folder: | My Computer |

[Make Mew Folder ] L Ok ] [ Cancel ]

Once the folder is selected, press OK.

The encryption operation starts.

Depending on the number and size of the files, it may take some time, but you can follow the execution with
the progress bar displayed on-screen.
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Processing Files...

. Files

Processing File Green and Blue Circular Pads. CATProduct

Skakus 60% campleted
skimated time remaining gsec

BPA DS9 OEM - User Guide — V5.8
Do not reproduce, copy or use without a license from Dassault Systémes
© Dassault Systemes 2010 — All Rights Reserved
S —

5

DASSAULT
SYSTEMES

Page 10/ 18




5

DASSAULT
SYSTEMES

At the end of execution, a panel will show the number of errors and warnings:

X

End of execution |E

Command campleted execution, with
0 Errars
0 Warnings

Wigw Log I

Errors occur when a file could not be successfully encrypted.

Warnings occur when a file could not be deleted before or after the operation.

or more detailed information, press “View Log”:

©2001 DASSAULT SYSTEMES-R2

.

Operation Log Display

####Export command starked ab 16:34:35

== Lisk of successfully processed files
BIGBlueCircularPAD_Partl CATPart
Compuking. xlsx
Green and Blue Circular Pads. CATProduct
GreenCircularPAD_Partl CATPart

#### Command ended at 16:35:06

The log also displays the list of encrypted files.

Command execution is finished: the encrypted files are available for shipping to your supplier in the directory
specified by “ToSuppliers”, and the original files have been deleted, except if you checked the “Keep Origin
Files” option.
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The Import Command

Description:

The Import command performs the following actions:

1. Read all the files from the directory specified by the environment variable “FromSuppliers”. Sub-
directories are supported.

2. Decrypt them.

3. Copy them into the directory specified by the user.

4. Delete the processed files from the “FromSuppliers” folder if required.

©2001 DASSAULT SYSTEMES-R2

lick on the “Import” icon @

o

e folder selection panel appears. The Import command will always read the encrypted files from the
ectory specified by the environment variable “FromSuppliers”.

e panel below, select the Target Directory, where the decrypted data will be stored.

Select Target Folder

@' Deskbop

My Documents

{i My Computer

‘ﬂ My Mebwork Places
2| Recycle Bin

I BFS

—_—T -

[

[

Folder: | My Computer |

[ Make Mew Folder ] L Ok ] [ Cancel ]

Once the folder is selected, press OK.

A panel appears to ask if the origin files must be kept (YES: the origin files will be kept, NO: the origin files
will be deleted). Click on the desired answer.

Keep Origin Panel

Do wou want bo keep the origin Files/Folders?
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The decryption operation starts.

| |
s

Depending on the number and size of the files, it may take some time, but you can follow the execution with
the progress bar displayed on-screen.

Processing Files...

u Files
Processing File Green and Elue Circular Pads, CATProduct
AENNNRNNNENNNNNENNNNNNNNNENNNNNNNNNNNENNNEREREDNR

Skatus 66%: completed
timated kime remaining Osec

©2001 DASSAULT SYSTEMES-R2

t the end of execution, a panel will show the number of errors and warnings:

End of execution 1?2)1X]
Command completed execution, with ;
0 Errors

0 Warnings

Wiew Log

occur when a file could not be successfully decrypted.

arnings occur when a file could not be deleted before or after the operation.

etailed information, press “View Log”:

Operation Log Display

####Import command starked at 17:03:47 ”

== List of successfully processed files :
BIGEleCircularPAD_Part 1, CATPark
Computing, xlsx
Green and Blue Circular Pads. CATProduct
GreenCircularPAD_Partl,.CATPark

#a## Command ended at 17:03:47

The log also displays the list of decrypted files.

Command execution is finished: the decrypted files are available in the directory specified by the user (they
can be safely re-injected in your PDM system if needed).
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The CheckStatus Command

Description:

The CheckStatus command allows to view in a given directory which files are encrypted (or not) and to get
information about suppliers, read-only status, allow unprotected export option and expiry date of encrypted
files.

?

Click on the “Check Status” icon | &

The folder selection panel appears. Select the folder you want to investigate.

©2001 DASSAULT SYSTEMES-R2

Select Folder

@ Cesktop

My Documents

Y My Camputer

‘d My Metwork Places
2| Recycle Bin

|5 BFS

—_ T -

[ ¥

[

Falder: | My Comnputer |

[Make Mew Folder ] L Ok J [ Zancel ]

After selecting the folder, click “OK”

) Check Files Status
File Marme | Encrypted |
BIGEILeCircularPAD_Parkl CATPark YES
Compuking, xlsx YES
D39ReadMe kxk MO
Gareen and Blue Circular Pads . CATProduck WES
GreenCircularPAD_Parkl CATPart YES

Informationol Encrvpted|Eile I

All the files present in the selected folder are listed in this panel, together with their encryption status (YES
for an encrypted file, NO for a non-encrypted file).

BPA DS9 OEM - User Guide — V5.8
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The encryption status can also be checked directly in Windows Explorer. The icons of all the encrypted files
have a lock to identify them.

4 reen and Blue Circular
Pads, CATProduct
CATIA Product

BIGElueCircularPAD_Partl CA. ..
CZATIA Part
45 KB

In the Check Files Status window, select a file and click on “Information of Encrypted File”

Check Files Status

©2001 DASSAULT SYSTEMES-R2

File Mame Encrypted
BIGElLeCircularPAD_Parkl  CATPark
Computing. xlsx YES
D59F 2adMe, bxk le]

. Green and Blue Circular Pads, CATProduck  YES
GreenCircularPAD_Partl CATPart YES

| Information of Encrypked File I

list of suppliers, the expiration date (if available), the Read-Only status and the Unprotected Export
are displayed.

Information of Encrypted File

Suppliers | Expir ation Date | Read Cnly | Inprotected Export |
Supplierz  2009)08/20 Yes Yes
Supplierl  2009)08/20 Yes Yes

Close I

BPA DS9 OEM - User Guide — V5.8
Do not reproduce, copy or use without a license from Dassault Systémes
© Dassault Systemes 2010 — All Rights Reserved Page 15/ 18




2

DASSAULT
SYSTEMES

-

Description:

The OEM Batch application “ISPDS9Batch” allows running Export Command or Import Command in batch
mode.

For easy description, we suppose the installation as follows:

<CATIA_Path>: the CATIA installation path, such as D:\ds\B19
<DS9 Env>: the DS9 OEM environment path, such as D:\ds\DS9\DSOOEM\CATEnv

1. Display the help information of OEM Batch Application

<CATIA Path>\intel_a\code\bin\CATSTART.exe -run "ISPDS9Batch -h" -env DS9 OEM —direnv
<DS9 Env>

.02001 DASSAULT SYSTEMES-R2

For example:
D:\ds\B19\intel _a\code\binn\CATSTART.exe -run "ISPDS9Batch -h" -env DS9 OEM -direnv
‘D:\ds\DS9\DS9OEM\CATEnNV"

ere is the help message:

ATSTART -run
b oor Import Files

ifv that the origin files/f . deleted durin

: zet the unprotectec ort permission to the arted f

are for iele the authorize

BPA DS9 OEM — User Guide — V5.8
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2. Run Export Command in batch mode

<CATIA_ Path>\intel_a\code\bin\CATSTART.exe -run "ISPDS9Batch Export InputDirectory -R -E
yyyy/mm/dd -K -U Supplierl Supplier2 Supplier3" -env DS9_OEM —direnv <DS9_Env>

Each parameter is defined as follows:

InputDirectory: the Full path of directory from where you want to export files
-R: Readonly

Set the readonly permission to the exported files.
-E: ExpiryDate

Set an expiry date to the exported files. Format is yyyy/mm/dd
-K: KeepFiles

Specify that the origin files/folders must not be deleted during export.
-U: UnprotectedExport

Set the unprotected export permission to the exported files.
Supplierl Supplier2 Supplier3

The authorized Suppliers for the Current Exported Files

At least one supplier must be specified here.

©2001 DASSAULT SYSTEMES-R2

-

or example:
D:\ds\B19\intel_a\code\bin\CATSTART.exe -run "ISPDS9Batch Export D:\original -R -E
2009/09/30 -K -U Suppl Supp2" -env DS9_OEM -direnv "D:\ds\DS9\DS9OEM\CATENv"

Run Import Command in batch mode

ATIA Path>\intel_a\code\binn\CATSTART.exe -run "ISPDS9Batch Import InputDirectory -K" -env
9 OEM —direnv <DS9_Env>

h parameter is defined as follows:
InputDirectory: the Full path of directory to where you want to Import Files
-K: KeepFiles

Specify that the origin files/folders must not be deleted during import

. For example:
' D:\ds\B19\intel_a\code\bin\CATSTART.exe -run "ISPDS9Batch Import D:\imported —K" -env
DS9 OEM -direnv "D:\ds\DS9\DS9OEM\CATENv"
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Help About - CATIA Data Security

4. Click on Help in the Menu bar.

n Start  SmarTeam File  Edit  Wew  Insert Tools  Analvee Window | Help

5. Now click on About CATIA Data Security.

Help

CATIA VS Help Fi

CATIA User Companion

©2001 DASSAULT SYSTEMES-R2

.

Conkents, Index and Search

[7? what's This? Shift+F1

n Lser Galamxy

About CATIA WS

Bbout CATIA Data Security

Supplier DS9 Machine

2.0pen wih login/ password

. BPA Information
\BPA Title: CATIA Data Security

iProduct:DSQ

Delivery 8 For YSR20GA
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