DS

ENOVIA

ENOVIA SmarTeam

SmarTeam — Regulatory
Compliance Framework
User Guide

ENOVIA SmarTeam | Dassault Systémes
www.3ds.com


http://www.smarteam.com
http://www.3ds.com
http://www.smarteam.com
http://www.smarteam.com
mailto:info@smarteam.com

© Dassault Systemes, 2006, 2009. All rights reserved.

CATIA, ENOVIA, SMARTEAM and the 3DS logo are registered trademarks of Dassault Systemes or
its subsidiaries in the US and/or other countries.

PROPRIETARY RIGHTS NOTICE: This documentation is the property of Dassault Systémes. This
documentation shall be treated as confidential information and may only be used by employees or
contractors of the Customer in accordance with the terms of the End-User License Agreement
accepted by Customer.

Any use of the Licensed Program contained in this media or accompanying it, is subject to the terms
of the End User License Agreement accepted by Customer. The Licensed Program is protected by
international copyright laws and international treaties. Unauthorized use, reproduction and/or
distribution of any of the Licensed Program, or any part thereof, may result in severe civil and/or
criminal penalties, and will be prosecuted to the maximum extent possible under the law. Company
names and product names mentioned herein are the property of their respective owners and certain
portions of the Licensed Program contain elements subject to copyright owned by these entities. See
the Documentation CD provided with the Licensed Program for details and/or additional terms and
conditions relating to these entities.

Part Number: RCF-U1-190409



Contents

Contents
CON NS . e i
Chapter 1: OVerVIeW . ... ... 1
o 11T o 1
SOftWaArEe LOCatioN ... . e e 1
Related DOCUMENtatioN .. ... ... e 1
I It St . oot 2
....................................................................................... 2
Chapter 2: Getting Started ............ ... . . . . . . . 3
What is an EleCtronic Signature? ... ... 3
How Electronic Signature Can Help YOU .. ... ot e 3
People Involved in the Electronic Signature Procedure . ... ....... .. i 4
Meaning Of SIgNatUre . ... . e 4
AUt Trall L e 4
Chapter 3: Defining Electronic Signatures in the Flowchart Designer ............ 5
How to Define EleCtronic SIgnatures . ... ...ttt e e e e e 5
Chapter 4: Configuring the Electronic
SIgNAIUIE .. 11
Chapter 5: Signing the Documents ............. .. ... . . .. 14
Chapter 6: Setting Up the Audit Trail ............ ... ... .. ... ... ... ........ 16
Setting Up the Audit Trail for the Login Process ... ...t e 17
Monitoring Lifecycle Operations with Audit Trail ........... . . ... . e 18
Enabling the Viewing of Audit Trail ReCords .. ...........c it e e 18
Chapter 7: Viewing Audit Trails . ... ... . . . 20
Enhanced SECUNtY . . ... 21

SmarTeam - Regulatory Compliance Framework User Guide i



Chapter 1. Overview

Introduction

SmarTeam — Regulatory Compliance Framework provides a working environment and function-
ality, which accelerates the process by which organizations ensure compliance to industrial
regulations, such as the FDA (Food and Drug Administration).

SmarTeam — Regulatory Compliance Framework ensures and facilitates the following:
m High-level authentication security
m Management of electronic records
m Electronic signatures within approval processes

m Execution of automated tasks

One of the requirements of the Regulatory Compliance Framework is the Job Server, which auto-
mates tasks carried out by a server. For more information, see the SmarTeam — Job Server Online
Help.

All user functionality and procedures for using the SmarTeam — Regulatory Compliance Frame-
work functionality are described in this guide.

Installation and setup procedures for SmarTeam — Regulatory Compliance Framework software are
described in the SmarTeam — Regulatory Compliance Framework Installation and Setup Guide.

For additional information about SmarTeam functionality, see the SmarTeam — Editor User Guide.

Software Location

The information described in this guide is for the SmarTeam — Regulatory Compliance Framework
(Electronic Signature) software, which is available through the SmarTeam — Editor.

Related Documentation

The following documents are referred to in this guide. All of these documents are available on the
ENOVIA SmarTeam Documentation CD.

SmarTeam - Regulatory Compliance Framework User Guide 1



Chapter 1: Overview

Internet Site

Document

Remarks

SmarTeam — Regulatory Compliance
Framework Installation and Setup
Guide

This document explains the procedures required to install SmarTeam —
Regulatory Compliance Framework.

SmarTeam — Job Server Online Help

Describes how to use the Job Server.

SmarTeam — Editor Administrator Guide

Provides administration procedures to customize and maintain SmarTeam
— Editor.

SmarTeam — Editor Installation Guide

This document explains the procedures required to install the SmarTeam —
Editor.

SmarTeam — Web Editor Installation
Guide

This document explains the procedures required to install the SmarTeam —
Web Editor.

Internet Site

You are highly recommended to frequently visit our website for the latest updates and plug-in
products, including the latest Service Packs, Program Directory (Release Notes), Hotfixes and
technical support at http://support.smarteam.com/.
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Chapter 2: Getting Started

What is an Electronic Signature?

An electronic signature is a digitally encrypted signature on a document or any class in SmarTeam.
For example, to approve a 2D CAD sketch of a bolt, the designer’s manager and the QA department
must sign the sketch.

Within SmarTeam, an electronic signature can be tied to any SmarTeam object (of different
leaf/super-classes).

IMPORTANT! An electronic signature can only be activated through a Workflow
process.

An electronic signature is assigned to an object through a Workflow proces, which must include the
following two nodes:

e The first node activates the Electronic Signature Configuration tool, which defines the
number of signatures and the number of users who can sign per predefined Electronic Signa-
ture node.

® At least one node where the users who should sign the document are assigned.

See SmarTeam — Workflow Online Help for details about setting up the Workflow.

Note: The SmarTeam — Regulatory Compliance Framework is installed while installing
the SmarTeam — Editor, which includes all the necessary components for both the
SmarTeam — Editor SmarTeam — Web Editor.

How Electronic Signature Can Help You

Part 11 regulations require that certain Electronic Records requiring a signature have a mechanism
in place to manage the signatures. If the signature is managed electronically, the Electronic
Signature must be uniquely identified by the Electronic Record. This Electronic Signature
guarantees signer authenticity, data integrity, and non-repudiation of electronic documents.
Electronic Signatures can be implemented independently.

SmarTeam - Regulatory Compliance Framework User Guide 3



Chapter 2: Getting Started People Involved in the Electronic Signature Procedure

People Involved in the Electronic Signature Procedure

There are three types of people involved in the Electronic Signature procedure:

m An administrator who sets up the Electronic Signature flowchart, and defines which nodes in
the flowchart require electronic signatures. The administrator sets up the electronic signature
by defining the parameters, script hooks and policies in the Electronic Signature Workflow
nodes. The administrator could be, for example, someone from the company’s IT department.

m A technical manager who specifies which documents/objects need signatures, and at which
nodes the signatory can view the document information and approve it.

m The signatory, who signs and approves the documents, according to the rules defined by the
technical manager. The signatory signs the documents by selecting values for each parameter
shown. After signing, the signatory validates the signature. The signatory could be, for
example, a Team Leader, a QA person, or a Documentation person.

Meaning of Signature

Each company can define the Meaning of Signature attribute as free text or as a lookup table for
each Electronic Signature node. The Meaning of Signature attribute can be defined at the process
level or at the node level.

To define the Meaning of Signature attribute:

1 Inthe Admin Setting class in the database, find/create the section named

MeaningOfSignatureDefinition.
2 Assign the section a subject name, such as <Flowchart Name Node Descriptions.
where:

® Flowchart Name IS the name of the flowchart for which the Meaning of Signature is
defined.

® Node Description isthe name of the node for which the Meaning of Signature is defined
(optional). If a Node Description is not specified the definition is applied to all the nodes in
the flowchart.

Note: One section should be created for each flowchart name and node description.

3 Specify values for the Meaning of Signature in the Long value field.
a For lookup tables, the values should be delimited by semicolons as shown below:

<valuel>;<value2>;<value3>

For example, Approve; Confirm;Reject

b For free text, leave this field blank.

See Chapter 5, “Signing the Documents” for an example of how the Meaning of Signature appears
in the Electronic Signature.

Audit Trall

The purpose of the Audit Trail is to monitor different activities in the database.

The Audit Trail can be run in both SmarTeam — Web Editor and SmarTeam — Editor.

SmarTeam - Regulatory Compliance Framework User Guide 4



Chapter 3: Defining Electronic Signatures in
the Flowchart Designer

Because the electronic signature is part of the SmarTeam — Regulatory Compliance Framework, it
is associated with any SmarTeam object (e.g. different super/leaf classes).

The administrator configures the electronic signatures in the Flowchart Designer.

The administrator determines which nodes in the flowchart have electronic signatures and who can
sign them. The administrator then configures each of these nodes specifically for the electronic
signature.

This section is intended for use by the administrator.
Notes:

m Objects of different super-classes cannot be attached to the same flow process for Electronic
Signatures. For example, to define Electronic Signatures for Items and Documents, two flow
processes must be used.

m Throughout this Guide, the term “document” is used. However, an electronic signature may be
assigned to any object that belongs to a class for which the Electronic Signature mechanism
has been defined in the Data Model Designer (DMD), such as Items, CAD drawings, CATIA
Parts.

For more information on the Flowchart Designer, see the SmarTeam — WorkFlow Online Help.

How to Define Electronic Signatures

To define electronic signatures:

1 Open the Flowchart Designer with the appropriate flowchart.

SmarTeam - Regulatory Compliance Framework User Guide



Chapter 3: Defining Electronic Signatures in the Flowchart Designer How to Define Electronic Signatures

2 Select the ES Configuration node.

This node is responsible for presenting the table (names of nodes that have signatures) for the
signitory to sign.

lE%Flt:wull:harlz Designer - [Electronic Signature Process]

ﬁﬁi\e Edit Wiew ‘Workflow windows Help

=181 %
beur smalt|lanaafm
__________________________________________________________________________________________________________________________ =
Release Process E
i
L5
= I
Enginesring T
/ it
Tept .

3
B I::
)| Accept £ Reject Arcept

Start Node Gt Release Node End Nods
Acce cept
Feject |

-
4 L3

3 Double-click the ES Configuration node to open the Properties window.

4 Inthe Before Send Accept event, hook the ESAdminWF function from the RegulatoryCom-
pliance.ebs file.
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Chapter 3: Defining Electronic Signatures in the Flowchart Designer How to Define Electronic Signatures

51 FlowChart Designer - [New Flo

N =l0x
Mew Nods 1 j Fle Edt View Workflow Windows Help =3l xl
Flow EVentslVisuall 0= @| X) E| @“‘ "'3{ e\ZUDI‘HOUtZDUFﬂIH 100% 'I
Before Send | 5 F
Before Send Accept [ESAdminF || -
:
Before Send Reject
After Send k
After Send Accept @
After Send Reject {5
On Recieve W
(OnOpen =
a4 .
[ 1 ] Ac 'D
b
2 [~ [ P
&y ol T g ==
Start Node Configuation Release End Node
cept
lE-':ﬂSu:ript Browser : x|
File: M ame Functions Source
FDAE nrichmentt et De\eleAHSiEnaturesDnU bl | |Function TN A ctiveProcess As Object, Response j
FDAEmar.bs On Enor GoTo Unexpected
JobServer ebs ESWF
ProjectManagement Set ESObject = Create0bject]"SmarT eam. Solutior Cancel
RCEmor.bs ESAdminF = ESDbject StartEvent{ActiveProces
C =*HO0K YOUR 0N SCRIPTS BE
.| Hegu\atoryomp\ianc J Help | LlJ
SmartFTS-1.0.B5 Ezit Function
| 4
2
Lnexpected: =
Eln Topi ESAdminF = RegulataryComplianceE nor_Mess: b
ﬂ End Function | v
] ANEEN|
I_I—ll_.l Function should be hooked on
' Classes: Flow Process
Fat Help, cick Help Topi " Operation: UseiDefinedT aal in SmarBasic Serpt b | |

5 In the table presented to the signatory, only those nodes assigned as having electronic signa-
tures appear. To implement this, you must configure each of these nodes as follows.

a Double-click on a desired node to open the Properties window.
b Inthe Before Send Accept event, hook the ESWF function from the RegulatoryCompli-

ance.ebs file.

Note: If you want to use a customized script, create an administration setting with
Section: ES_UPGRADE and Subject: SIGN_SCRIPT_NAME. Complete the Section field
with the name of your script and send the script as an attachment instead of ESWF.
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Chapter 3: Defining Electronic Signatures in the Flowchart Designer How to Define Electronic Signatures

Bl Flowthart Designer - [New Flowchark 1]

: _laixl
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Projecttanagement. _| Cancel
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n IEEE NN
~ CEEC ECEECE
i Function should be hooked on e
For Help, click Help Topics on the Help ' [lasses:  Flow Process

6 For each node that includes an electronic signature, you can also define a Response Policy by
doing the following.

a Double-click on the node.

b From the Properties window, select the Flow tab, and click the Browse button J in the
To field.

SmarTeam - Regulatory Compliance Framework User Guide



Chapter 3: Defining Electronic Signatures in the Flowchart Designer How to Define Electronic Signatures

The Engineering Executors window appears.

IEEFIt:uwu:hart Designer - [Electronic Signature Process]

T8 He Edt Yon Wolflow Wndows e =181
[DEea@taalsox e | e =
: Helease F rov Jeen|via|
e L Importance MNarmal
Obligatory Mode Falze
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To | Cc |
~Executor
lcon | Executors Mandatory | A1 | Assign
| Doty (A1 (oo | 0
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) P S
Le] Accep ES Reject D ﬁ o8 r Femove =
Start Node Bt Og dn -
O ﬁ ann r
Accd D8 sean [
Reject
Q4
[~ Assignment;
lcon | Uszer login | First Mame | Last Mame I
O ﬁ joe Joe
D ﬁ dan Dan St [Melegatar
[ ﬁ ann Ann
0O ﬁ 38an Sean [Elean Melegatar
2 | g,
~Responze policy
& All Users [And]
i Any User [Qr]
"Nodegelega\uu |
[~ Modify it of Executors at run time =
1 QK I Cancel | Help | LIJ

7 In the Response Policy area, select a response policy according to the requirements for this
Electronic Signature. This setting determines what the manager sees when setting up the Elec-
tronic Signature for the signatories:

o All Users (And) includes two values: All/None
e Any User (Or) includes two values: One/None

8 Double-click on the Release node to set up the release of the documents after all the docu-
ments have been signed.
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Chapter 3: Defining Electronic Signatures in the Flowchart Designer How to Define Electronic Signatures

9 Select the OnTaskStart task script from the RegulatoryCompliance.ebs file.

A Add Script Task x| =lolx|
New Node 4 - =181 x|
= Definit
Flow | Events | icual | [ [ [ Mame [ Description {ifx R | Bpions]
Importance Mormal |mportan| ame: IEInT asksStart 3‘ ~
Obligatary Mode Falss | Deseripliors [nT askaStar Be
Tasks [Tasks.] [
e Sciipt Name:: I D %
Co =]
Node Time Limit 000:00:00 d b =
Preliminary Alert 0000000 d hh oK | Cancel | Apply | W
Alert interval 000:00:00 d hh = =
Alerted Users i} i
Supervisor False {1 Add Seript IEI Properties | Delete | Acc n ™ -
Initiator False 2
ModeUsers False i, @
= Lloze Help L] 'Tept-'
enders False Felease End Mode
Allow Terminate False |
AccE] cept
i Script Browser x|
File Mame Functions Source
FDAE niichmentiit ef [OnESAdminT ask |
FDAE mor.bs OnESTask. Set ESObject = CreateObject("SmarT eam. Solution
JobServer.ebs ESDbject StartT ask ActiveProcess, Task, MultiDb
ProjectManagement. [ | s HOOK YOUR 0N SCRIPTS BE Cancel
HCElrm bs
¥ Complainc
......I egulato an Exit Sub <
latoryComplianc Unexpected. Help _'J
|—|—.|—.|—| o SmarlFTS 1085 Ertv/al = Regulator,ComplianceError_Message(Cst 5
e End Sub &l v
Far Help, click Help Tapics on the Help Menu | =
| OnTasksStart —’I
.............. . Called Task for the Release node.
I_l_.l_.l_..l_l_l_..l_ : The task checks tF
. are approved and t
|For Help, click Help Topics on the Help Menu, \fa_r.sion YEFH ESﬂF‘B ar \atestﬁSP L

This script performs the release operations, and creates a job that maps fields for signature to
the documents. The job is handled by the Job Server. For additional details about the Job
Server, see the SmarTeam — Job Server Administration Guide.
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Chapter 4: Configuring the Electronic

Signature

To configure the Electronic Signature, the manager selects the documents to be signed and the
people who can sign them.

Configuring the Electronic Signature is performed by a person who understands the documents to
be signed and who knows who the signatories should be, such as the manager of a department or a

team leader.

This section is intended for the administrator responsible for configuring the Electronic Signature.

To configure the Electronic Signature:

1 From Actions menu, select ES Configuration.

oo

ENOVIA

» Quick Search
» Cockpits
> Initiste Process
> Create Object

» Favorite Searches

\ m \ joe - SmDemo_R1% -'Z=-' |

Mo leading objact..

3 Favorite Objects

Home

Havigate

Proce:

Edlit LifeCycle

Wigws

Workeflov

User Defingd Tools General Fitter

Unselect Al Show Deskiop Last Fublic Revisions Browse Object Set As Defaut Ad  Signature phoard Open Updste Delete Initiste process Lin

= & B process-0oo01s

£ il

B DOC-0025-Product user guide

There are no items to display

7y -~
- ES Configuration lotes  Attached Objects © Tasks = Histor =

Engineering Change
Change I "‘!F’mcess—DDDDﬂ

State Mew

Description: |F‘roductAuthrizat\on
Frocess Info
Process
status:

Endtime: | Time it |0 00:00.00

|Process is flowing Importance: [N aimal importance

Title of
change:

Description
of change:

The documents presented in the resulting User Defined Tools window are attached to the
process that are currently in Check-In mode. Documents attached to the process that have
Electronic Signatures defined in another flow process do not appear in this window.

2 From the User Defined Tools window, select who should sign the document (as defined by the
Administrator in the Response Policy) for each document as follows.

SmarTeam - Regulatory Compliance Framework User Guide
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Chapter 4: Configuring the Electronic Signature

e One - Only one signatory needs to sign this document.
e All - All signatories need to sign this document.
e None - No signatories need to sign this document. If this option is selected, the document

will not appear in the list of documents seen by the signatory.

Note: Before selecting, you can view the Profile Cards of the documents listed in this
window by clicking on their links.

n A o B e ) joe - SmDemo_R18 E .1«!%. = 3 -! |
D;NOWA fﬁl 3 B & ;® =) (G ) @ b e s ENOVIA S marTean
1
M Select Documents and Nodes To Sign &, K
2. Cocknits Please select the Signature Type needed in each Node for each Object, If you Carcel
don't want it to be signed Just Mark None

> Initiste Process

3 Create Sbject
» Favorite Searches Attached ohjects Manufacturing Purchasing Quality
» Favorite Objects DOC-0095, One  + One  + e

Only the nodes with an Electronic Signature appear. For each node, one column is presented.
QA and Engineering nodes have Electronic Signatures. For more information, see Step a in the
section about how to define nodes for Electronic Signatures.

3 After selecting the settings, select Accept from the Actions menu to complete this stage.

IMPORTANT! You cannot select Accept before configuring the Electronic Signatures.
If you select Accept before completing the configuration process, the system automati-
cally displays the first Configuration window.

Adding an Electronic Signature to a Profile Card
As part of the Electronic Signature mechanism, two attributes are available, which an administrator
can add to the profile card of objects signed with electonic signatures.

m ES Details: Contains the following Attributes: Process ID+ Node Name+ User Name (the one
that signed) + meaning of Signature + Date time for each node that is signed.

Example:
Process: Process-000022

Node Name: Formulation User name:: Joe Davis Meaning Of Signature:

Approved by ZSV Date:: 2/12/2009 2:25:35 PM

Node Name: New Node 5 User name:: Joe Davis Meaning Of Signature:

second signature Date:: 2/12/2009 2:35:26 PM

m ES Status: Object Status in the process (Pending, Complete or Not needed)

Removing an Electronic Signature and its Details

In the RegulatoryCompliance.ebs script file there are several functions that delete all the signatures
and its details, such as ES status and ES details, from an object/process:

m DeleteAllUserSignaturesOnObject — Deletes signatures from an object

m DeleteAllUserSignaturesOnObjectEx — Deletes signatures from object extensions

SmarTeam - Regulatory Compliance Framework User Guide 12



Chapter 4: Configuring the Electronic Signature

m DeleteAllUserSignaturesOnProcess — Deletes signatures from a process

m DeleteAllUserSignaturesOnProcessEx — Deletes signatures from process extensions

These functions can be hooked to operations such as, Check Out, Update, NewRelease, which are
appropriate to customer business practice.
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Chapter 5: Signing the Documents

This section is intended for use by the signatory of the documents.

Note: To sign a document in SmarTeam, the document must be in Check-In mode.

To sign the documents:

1 From the Actions menu, select Signature.

e . = - -
i S B IR (2)) A joe - SmDemo_R18
g D800 PEe @@
<
e -000011
» Quick Search Havigate Edit LifeCycle Views Wiorkdiow User Defined Tools General Fiter
2+ Cackpits Unselect Al Show Desktop Last Public Revisions Browse Object Set As Default Ad  Signature pboard Open Update Delete Initiate process Lin
= 1 B processoonnnt - ESCio &
S o0 = : c lotes = Attached Objects  Tasks ' Histor
> Crests Object DOC-00%5-Froduct user guids £, At Tral Gusry
» Favorite Searches 5 5
>> Favorite Objects Englneerlng Change
Change ID: 1Frocess—UUUU11
State: Mew

Description: |Product Authization

Frocess Info
Process
status:

Endtime: | Time lmit. |0 00:00.00

|Process is flowing Importance:  [Momal importance

There are ne items to display

Title of
change:

Description
of change:

£

v

b5 |

2 From the Electronic Signature window, select the Sign check box for each document you want
to sign.

Notes:

m The Date and Time presented are GMT.
m The User Name, Date and Current Node fields are disabled, and cannot be changed.

m Before signing documents, you can view the Profile Cards of the documents listed in this
window by clicking on their links.
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25

ENOVIA

» Quick Search

» Cockpits

» Initiate Process
* Create Object
» Favarite Searches

» Favorite Dbjects

ﬁ'\, ) @ X -@‘j W3 Q@@ joe - SmDerno_R18 EMmarfe

Mo leading objact...

User Defined Tools
o ) Editor 0011>=User Defined

Electronic Signature

]

Please select the objects that the Electronic Signature applies to, select a signature
meaning and verify your approval by signing your SmarTeam User Name and Passwaord

User name:

Date:

Current node

Sign Attached objects Meaning Of Signature

DOC-0095,

0K

Cancel
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3 Select an option from the Meaning of Signature list, or type in the meaning of the signature in
this field, and click OK.

Note: The Meaning of Signature field may be defined as free text (default) or as lookup
values in the AdminSettings class. It can be configured with one type for each node or for
each flow chart. If it is defined as lookup values, the user sees the values in a drop-down

list.

4 From the Electronic Signature Validation dialog box type your User name and Password and

click OK.
The Electronic Signature Validation dialog box appears for security purposes to ensure that no

unauthorized person signs a document.

2 Signln -- Web Page Dialog

Electronic Signature validation

User name joe

http:ff172, 16,105, 129/ WebEditor | § Internet

5 From the Actions menu, select Accept to accept the Electronic Signature process.

IMPORTANT! You cannot select Accept before signing the documents. If you select
Accept before completing the signature process, the system automatically displays the
first Signature window, which is useful if the user does not realize the document must be

signed.
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Chapter 6: Setting Up the Audit Tralil

The purpose of the Audit Trail is to monitor different activities in the database. The Audit Trail can
be run in both SmarTeam — Web Editor and SmarTeam — Editor.

The following steps must be performed to set up and run the Audit Trail:

1 From <SmarTeamDirectory>\Bin run the SmarTeam.Solutions.RegulatoryComplianceSetu-
pAdministrator tool to set the Audit Trail to work on User Maintenance activities (groups,

roles, users, and relationships between them, permissions) in both SmarTeam — Editor and
SmarTeam — Web Editor, by doing the following:

a Select the database on which this tool should run.

Available Databases |E|

Select a database

|Pr0vider=SQLD LEDE.1;Persist Securty Info=F alze:l)zer ID=5MAR"
Add...

Lser name
Password

1] | Cancel |

¢ Let the tool run and add the scripts to SmarTeam. Then, exit the tool by clicking OK.

SmarTeam - Regulatory Compliance Framework User Guide 16
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FDA EK Setup Administrator

Setting Up the Audit Trail for the Login Process

E

Setting Up the Audit Trail for the Login Process

For the Login process (Success, User Locked, etc.), run the Audit Trail as follows:

1 Attach a hook to a script in Script Maintenance in the OnUserAuthentication event in the
Before and After stages. The scripts to be added can be found in the RegulatoryCompli-

ance.ebs file. To attach the hook set the following:

— Before: SaveToGlobal

— After: AuditTrail

M Script Maintenance

File Scripts  Help
R L R
Clazz Tree Scripts for Operations
=] 15e System | Uszer Defined ]
= EIaSSE§ Operation |Bef0re After Instead OF Lo
=] Projects
=l Documents Undo Check Out
=] Flow Process On Browse
g I:;ttzrials Object |dentification for
# @] Contacts On Life Cycle click Chec
 [8] Products D Life Cycle click Chec
L: ;:Z':Dment O Life Cycle click Rele.
= Admin On Life Cycle click Mew
B &) Links Classes D Life Cycle click Obsc
On Life Cycle click Copy
On Authenticate User | SaveToGlobal | AuditTrai
Fromate
Mew Revision
Aszzociate with Project
Share Secured By \;

2 Select the different classes on which the Audit Trail should be performed, such as documents,

and connect the scripts as described in Step 1.

a If you want to monitor adding documents, in Script Maintenance, in the Add event, set the

following:
— Before: SaveToGlobal

— After: AuditTrail
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Chapter 6: Setting Up the Audit Trail

b Repeat this process for link classes, hierarchical links and link relations (one-level links).

M Script Maintenance

Monitoring Lifecycle Operations with Audit Trail

File Scripts  Help
Aszsign  Clear

Class Tree

= Links Classes
2 Projects Projects Felation
2 Documentation Projects Felation
2 Documents Documents Felation
2 Llsers Projects Relation
3 Flow Process Projects Flelation
*3 Materialz Projects Felation
3 Paits Projects Felation
3 Parts Documents Felation
L=t b aterial Belation
3 Contacts Projects Felation
2 Resources Parts Relation
*2 Solidworks Derived Part

2 Solidworks In Context
a® Celichaferl o Dirsiivn ~F

écr.i{:u.ts .for. .Dﬁera.ti.ons
System | User Defined ]

Operation | Befare After Instead OF

Add
Update

AuditTrail
AuditTrail
AuditTrail

SaveToGlobal
SaveToGlobal

Delete

Wiew Dbject
Add as Copy
On Login
Fietrieve objects
On Browse

Object |dentification for [

To monitor Lifecycle operations (for Revision-Managed classes only):

m Attach AuditTrail to After<lifecycle-operation>, such as AfterCheckin, AfterCheckOut,

Monitoring Lifecycle Operations with Audit Trail

AfterRelease, AfterNewRelease, AfterObsolete.

M Script Maintenance

File Scripts  Help
Aszsign  Clear

Class Tree

= Class Browser

= Classes

=] Projects

@ Llocuments:
£} Flow Process
+ @] Materials

=] Parts

|| Contacts

= Products

= Task

= E quipment

@ Admin
& Lirks Classes

3

5

écr.i{:u.ts .for. .Dﬁera.ti.ons
System | User Defined ]

Operation |Bef0re After Instead OF
Aszzociate with Project

Share Secured By

Check Out AuditTrail

Check In AuditTrail

Release AuditTrail

MHew Releaze AuditTrail

Obsalete AuditTrail

Edit

Wigw

1

=

Enabling the Viewing of Audit Trail Records

To enable the viewing of Audit Trail records in SmarTeam — Editor:

1 Add a user-defined event with any name, such as Audit Trail Query, and attach it to the script

AuditTrailQuery in the RegulatoryCompliance.ebs file.
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M Script Maintenance

File Scripts  Help

Aszzign  Clear  Delete

.Elass Tree écm‘:.ts .for Dﬁeratiﬁns

: System  User Defined

fOWEe]
Claszes
= Projects
Project AudiTrailuery AudiTraildueny
Supplier Project 1
=] Documents
Folder
Document
= @] CAD Files
= Solidwiorks
@] Solidwaorks Assembly
@ Solidwaorks Part
Solidworks Drawing
@] eDrawing
Solidworks Standard |
= Solid Edge
Solid Edge Assembly
[®] Solid Edge Part
[®] Solid Edge Draft
[®] Solid Edge Sheet Met:
Solid Edge weldment s+
| ¥

Operation Function Mame

2 To enable this tool in the SmarTeam — Web Editor, add a UserDefinedTool key. This key
should be added to SmarTeam\Configuration Settings\Data\Domain\
smarteam.std.webEditor.config.xml.

Notes:

m |f the xml file smarteam.std.webEditor.config.xml does not exist under Domain it should be
available under Default. Copy it to the Domain level where you should type this configuration
key value.

For example, for the Audit Trail Query tool, add the following code under the UserDefined-
Tools key:

<userDefinedTool>
<operationName>AuditTrailQuery</operationName>
<pageName>SmarTeam. Solutions.AudiTrail .GUI.Web/AuditTrailQuery.aspx
</pageName >
</userDefinedTool >

m The Operation name (operationName) in the xml must be the same as the name in Step 1.

m To perform an audit on the SmarTeam — Web Editor, you must configure the xml accordingly.
Details about the configuration are available in the “Server Hooks Configuration” section in
Chapter 5 of the SmarTeam — Regulatory Compliance Framework Installation and Setup
Guide.pdf.
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The Audit Trail can be viewed by running the appropriate user-defined tool on the item as
defined in Enabling the Viewing of Audit Trail Records.

When the Audit Trail is run, the following window appears:

M audiTrail Query

i DateFiom /FanrT =] User name v Fun |

DueTo [omarzoor =] Compdesname [ cea |

From the Filter Options area (top of window), you can define the filter options for the Audit
Trail records you want to see.

For advanced filter options, click the + button on the right side of the window in the Filter
Options area.

You can also export the data to Excel.

Note: To enable exporting of AuditTrail records in the SmarTeam — Web Editor to
Excel, you must enable/prompt all ActiveX activation through scripts. This is accom-
plished by accessing the Security > Custom Security Internet option and enabling all
ActiveX initialization procedures.

After the Audit Trail is run, the Audit Trail data is presented as follows:
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AudiTrail Query |

Filter Options:
¥ Date From O1/Mar/2007 x| Username ! | L
Date To [27/Mar/2007 =] Computer name [ Cew_| L

Export to
excel

200750612 |06 ar/2007 | HSysManage | Administrator |

200720612 | 06Mar/2007 | HSysManage | Administrator | Nifd17 |Login | Mormal HSypsManage | 'Login'Use
200750612 | 06/Mar/2007 | HSysManage | Administrator | Nind17 |Login. | Mormal HSypsManage | 'Login'Use
2007M 50612 | 06/Mar/2007 | HSysManage | Administrator :_Nir\u"‘!? |Login | Hormal 'HSysManage |'Login'Use
2007Mard602 |06/ ar/2007 | HSysManage |Administrator | Mitd17 Login | Marmal HSyztanage | ‘Login' Use
200750602 | 06/Mar/2007 | HSysManage | Administrator INifd17 Login | Mormal HSyztanage | ‘Login' Use
200720612 | 06Mar/2007 | HSysManage | Administrator | Nitd17 |Login | Hormal HSypsManage | 'Login'Use '1
2007M 50612 | 06/Mar/2007 |HSysManage | Administrator | Nitd17 |Login | Mormal HSysManage | 'Login'Use l
200750602 | 06/Mar/2007 |HSysManage | Administrator :Nir\u"‘l? |Login | Marmal |HSysManage |'Login'Use
200750603 | 06Mar/2007 | HSysManage |Administrator | Mitd17 |Login | Mormal HSypsManage | 'Login'Use
2007M 20604 | D6/Mar/2007 | HSysManage |Administrator | Nitd17 |Login. | Mormal HSypsManage | 'Login'Use
200750605 | 06/Mar/2007 | HSysManage | Administrator :_Nir\u"‘!? |Login | Hormal 'HSysManage |'Login'Use
2007barl605 |06/ ar/2007 | HSysManage |Administrator | Mitd17 Login | Marmal HSyztanage | ‘Login' Use
2007Mar0702 | 07 Marf2007 | HSysManage | Administrator INifd17 Login | Mormal HSyztanage | ‘Login' Use
2007Mar0703 |07 /Mar/2007 | HSysManage | Administrator | Nitd17 |Login | Hormal HSypsManage | 'Login'Use
200750704 |07 Marf2007 [HSpsManage | Administrator | Mit17 |Login | Mormal HSysManage | 'Login'Use
200750704 |07 Marf2007 [HSysManage | Administrator :Nir\u"‘l? |Login | Marmal |HSysManage |'Login'Use
2007Mar0705 |07 Mar/2007 | HSysManage | Administrator | Nitd17 |Login | Mormal HSypsManage | 'Login'Use
2007Mar0705 | 07/Mar/2007 | HSysManage | Administrator | Nitd17 |Login. | Mormal HSypsManage | 'Login'Use
2007M 50705 |07 Mar/2007 | HSysManage | Administrator :_Nir\u"‘!? |Login | Mormal 'HSysManage _'ngin'.Usev i 4

Enhanced Security

When an administrator creates a new user, the following actions occur:
m The user is assigned an Inactive state.

m A temporary random password is automatically created and sent from the system via Mail Job.
The password is created according to the following rules:

— The password matches the configuration defined by the User Account management tool.

— The algorithm used for the password is MD5 (encrypted). It is mandatory for the adminis-
trator to set MD5 password algorithm when using RCF.

— The Password expiration date is the date on which the password is created. To define the
password expiration, navigate to Administrator options in SmarTeam — Editor. Select User
Account Preferences options > Password. Define the required settings.

In addition:

m When an administrator releases a locked user (after too many incorrect logins), a new pass-
word is automatically sent to the user.

m When an administrator changes the password algorithm from plain text to MD5, the user auto-
matically receives a new password.
Notes:
m To enable enhanced security, configure the SmarTeam — Job Server and configure the Mail
Executable for the SmarTeam — Job Server.

m For additional information about setting up the SmarTeam — Job Server, see the SmarTeam —
Job Server Online Help.
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