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Overview

The Process Engineer solution consists of 3 different layers. These 3 layers
are database, server applications and client applications. Part of the solution is
the capability to run these 3 layers on different computer. The interaction be-
tween these layers is provided via technologies that provide network capabili-
ties.

______________________________________________________________________________________________________________________________________________________

Customer environment
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E5 (DPE) DCOM /
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Hub Slave Server
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The solution used as database is Oracle. Oracle itself uses by default TCP/IP
to communicate via network and therefore provides the technology that allows
the communication between server and database.

This manual concentrates on explaining the setup of the other technology,
which is used by the Server and Client part of the solution for network com-
munication. This technology is called DCOM.

DCOM (Distribution Component Object Model)

DCOM is a technology that has been put on the market by Microsoft in the
middle of the 90". It has been developed on top of COM (Formerly called also
OLE). COM itself is a technology that initial was used for inter module/inter
process communication inside computer boundaries. DCOM enhanced this
technology by the capability to communicate via network. Internal DCOM uses
Remote Procedure Calls (RPC), which itself again is implemented base on the
TCP/IP network protocol.

DCOM Settings Version PE 5.20 Oktober 2009
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Callbacks

What makes DCOM difficult to install and to administrate is the security model,
which it provides. This manual will explain the settings that have to be custom-
ized on client and server side in order to enable the solution to work via net-
work.

A callback represents in DCOM a connection that is build up backward from
the server to the client. Since this type of connections are built up by DCOM in
this way, in some scenarios customization effort on the Client OS is neces-
sary. Server applications use these methods for asynchronous communication
with the clients. In the context of DPE client (also called E5 client) callbacks
are used in first instance for keeping the data on the client side up to date.
Since DPM clients (also called V5 clients), compared to the DPE clients, en-
sure the consistency of the data in another way, they also don’t need any call-
back mechanism.

The usage of callback, in our solution, is in majority the reason for client side
customization. The manual will explain in which scenarios client side customi-
zation is required.

DCOM and Firewalls

The DCOM technology uses a dynamically assignment of TCP/IP ports for
communication purposes. In theory DCOM could use all ports on an individual
machine that are not used for other communication purposes. This fact and
the fact that the solution is using the callback functionality of DCOM makes the
setup of our solution over Firewall boundaries very complex. Further explana-
tions on how to setup DCOM cross Firewall boundaries can be found on the
following Microsoft URL.:

http://msdn.microsoft.com/library/default.asp?url=/librar
y/en-us/dndcom/html/msdn_dcomfirewall .asp
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Prerequisites

The changes described further in this manual are recommendations. They
base on Operation System installations where security policies are as they are
shipped by Microsoft. In case the security policies have been changed by the
customer further customization steps could be needed.

To execute the changes described in this manual you need to be logged in as
Local Administrator on the machines on that changes have to be done.

DCOM Settings
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Working with enabled DCOM Authentication

Running the software with an enable DCOM Authentication means that a user
authentication takes place when a connection is established. In order to au-
thenticate the transfer of user contexts from one machine to another is per-
formed. Per example the DPE Client, as in the following pictures shown, runs
under the context of a user called DPE User (account of user under, which the
log in to the client machine has been performed):

.ﬁ.pplicatiu:unsl Processes |F'erF-:urmanu:e Metwaorking

Image Mame ser Mame

DPFFrame, exe DPE User

This user context is transferred to the server machine where first of all authen-
tications takes place. In second instance security checks are done that deter-
mine if user has access permission.

Configuration of which mode the software uses happens via registry. By de-
fault the solution is installed to run with enabled DCOM Authentication. This
means the DisableAuthentication value that is stored in the registry under
the key HKEY_LOCAL_MACHINE\SOFTWARE\DELMIA is set by default to
0. The flag has to be consistent on all server and client machines.

£ Registry Editor
File Edit Miew Favorites Help

I:l Cryskal Decisions Marne Type Data

(L Cygrus Solutions (ab](Default) REG_SZ  (value not set)

g DELMIl"‘ aB|DCoMAuthenticationService  REG_SZ  WINNT
D-Tools ETY DisableAuthentication REG_SZ

+ FullZircl ;
: E f‘im:l:zme EnabIePackﬂtPrivacy REG_SZ
<

m Notes: We recommend the users to be logged in as a Domain User when work-
ing with the client software. Also we recommend the server process to run under

a Domain User. The usage of a Domain User for the server process identity is
suggested cause of the callback connections. The general use of Domain Users
makes the administration and setting up of the solution easier.

DCOM Settings Version PE 5.20 Oktober 2009
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Server Settings

When setting up the system the first thing to do, is to define the user identity
under which the server processes have to run. We recommend the use of a
Domain User that has Local Administrator Rights (see chapter Assign local
administrator rights to a user) for this purpose. Due to the callback connec-
tions the server has to authenticate on the client machines. This means the
user identity used by the server processes has to be known on the client ma-
chines (applies only in case client is a DPE client).

Generally spoken, if non domain users are used either as client user identity
or server process identity, the only option is to make the user known by creat-
ing a user with the same name/password combination on the opposite ma-
chine.

The following steps have to be done in order to setup DCOM Permissions in
the right way. How to do these steps will be explained further on in own sub
chapters:

=  The user identity has to be set for the Server Processes
] Set the Launch Permission for the Server Processes
] Set the Access Permission for the Server Processes

= Depending on the used server OS, machine policies have to be adapted.

For setting up the permissions in a convenient way we recommend setting up
a Domain Group containing all users that work with the solution and also the
user identity of the server processes:

DPE Users Properties @E|

General

g DPE Users

Description: Users that have the right to access MHub

Members:
7 DPE Admin
5 DPE User
7 DPE User2

1.4 ][ Cancel ][ Apply

If only one server machine is set up, in that case a Local Group is sufficient.
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Configure the User Identity of the Server Processes

2 Start DCOM Configuration, for how see also chapter How to Launch
DCOM configuration Tool .

OPE EPGenericServices
#: DPE EPLogger

DPE EPS505ervice
DPE Lock Manager
DPE PoolingServer
DPE PPRSerwer

DPE Server Tools

i DPE Jpdate Manager

S Set DCOM ldentity on required "F>
processes (see also chapter Whic
server processes to customize?)

DPE Server processes.

o Select Properties... on each server
process.

2 Select the Identity tab:

2 Check the radio button This user and enter the user name (DPE Admin)
and user password.

< Confirm with OK

DPE EPGenericServices Properties HE
General | Lacation | Security | Endpoints ~ Identity I

“which uzer account do you want to uge to un this application?

" The interactive user.

' The launching user,

Uszer: ISVIF‘DDEG\DF’E Adrnin Browse... |

Password: Iooooooooooooooo

Confirm pazsword: I...............

= The sustem account [services anly).

2 The server processes from now should run under the DPE Admin user
account.

Applications  Processes | performance I Metworking I sers I

Image Mame | Lser Mame | CPLI | Mem sage |
lockmng,exe DPE Admin User a0 6,724 K
EPServerTools. exe CPE Admin User i 22,916 K
pdateMng.exe DPE Adrin User a0 7134 K
eppoolingserver, exe DPE Admin User a0 8,940 K
IPDServer . exe DPE Admin User oo 50,576 K

DCOM Settings Version PE 5.20 Oktober 2009



MGG with enabled DCOM Authentication

Page 9

Set Process Launch Permissions:

=

Select Properties... on each server process (DPE...) in DCOM configu-

ration Tool.

Select Customize and Edit to set the Launch Permissions. Exit the dia-

log with OK.
DPE EPGenericServices Properties
General | Location | Security | Endpoints | 1dentity
Launch and Activation Permissions
" Use Default
Edit...
Access Permizsions
" Use Default
& Customize Edi...
Configuration Permizsions
" Use Default
* Customize Edi..
I akK ] [ Cancel ] [ Apply ]

Assign DPE User Group all Permissions and exit with OK

Launch Permission [ 7]
Security |
Group ar user narmes:
!ﬁ Adriniztrators [SVIPDDEG Administrators)
133 DPE User [SWIFDDEGADPE User) @-
€7 INTERACTIVE
7 SYSTEM
Add... | Bemawe |
Permiszions for DPE User Allow 1 Deny
Local Launch O
Remate Launch O
Local Activation O
Remote Activation DéD
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Set Process Access Permissions:

=

Select Properties... on each server process (DPE...) in DCOM configu-

ration Tool.

Select Customize and Edit to set the Access Permissions. Exit the dialog

with OK.
DPE EPGenericServices Properties
General | Location | Security | Endpoints | 1dentity
Launch and Activation Permissions
" Use Default
Edit...
Access Permizsions
" Use Default
* Customize Edi...
Configuration Permizsions
" Use Default
* Customize Edi..
I akK ] [ Cancel ] [ Apply ]

Assign DPE User Group all Permissions and exit with OK.

Launch Permission
Security I
Group or uzer names:
m Administrators [SYIPDDEG\Adminiztratprs)
!ﬁ DPE User [SYIPDDEGWDPE Uszer) @—
€7 INTERACTIVE
€7 SYSTEM
Add... | Bemave |
Permizzions for DPE User Alla A Drerm
Local Launch O
Fiemate Launch O
Local Activation O
Remote Activation L}D
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Windows Server 2003 SP1 (and newer) Policies add-ons

With the introduction of Windows Server 2003 SP1 also hew DCOM policies
have been introduced. These policies control on a machine level, which is al-
lowed to launch and access DCOM processes. For setting up these in an
adequate way please refer to the following steps.

S Start Local Security settings. See also chapter How to Launch Local Poli-
cies configuration.

2 Select Security Options and edit DCOM Machine Access and Launch
Restrictions.

@ Security Sektings Palicy | Securiky Sekting
{3 Account Policies |audit: Shut down system immediately if unable ko lo...  Disabled
=8 Local Policies [B¥[ocom: Machine Access Restrictions in Security Desc... Mot Defined
{8 Aud Policy [B¥]ocom: Machine Launch Restrickions in Security Des... Mok Defined
{8 user Rights Assignment 8] Devices: Allow undack without having ta log an Enabled

@ securlty thlons Devices: Allowed o Format and eject removable media Adminiskrators
{13 Public Key Policies By it Fuwes smrb 1 imews Bomen ikl mwickne Aviews Eecblad

S Open Properties on DCOM: Machine Access Restriction.

.ﬁ.udit: Shut down system immediately if unable ko l;

COM: Machine Access Res _ P : _t' : E
DCOM: Machine Launch Res SRS eS =5

Devices: Allow undock withe Help

© Press Button Edit Security...

Template Security Policy Setting

g. DCOM: Machine Azcess Restictions in Security Descriptor
a‘[’ Definition Language [SDDL) swntax

If the zecurity descriptor iz left blank after defining the policy setting in the
temnplate, the policy zetting will nat be enforced.

Securty descrptor;

- —4

DCOM Settings
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2 Add group DPE User.

< Allow Access from Local/Remote.

Access Permission ﬂ E
Security Limits |
Group ar uzer names P
ﬂ:ﬁNDNYMDUS LaGaM i

m Distributed COM Ugers [SVYIPDDEGDistributed COM Users)
m LFE Usger [SYIPDDEGADPE User)

m Ewveryone
Add.. | Bemaove |
Permizsions for DPE Uszer Allow Deny
Local Access a
Femote Aocess O

S Confirm with OK (two times).
S Open Properties DCOM: Machine Launch Restriction ...

Eﬂ.ﬁ.udit: Shut down system immediately if unable to |
@DCOM: Machine Access Restrictions in Security De
M Machine Launch Reskeickione o Secyrity Die
] Devices: Allow undock vith R kil
o] Devices: Allowed ko Farmat

Help
EﬂDE'\I’iEES: Prevent users Frommsoammo ormcsr arne

2 Select Button Edit Security...

Template Security Policy Setting |

g. DCOM: Maching Launch Restictions in Securnty Deschptor
al’ Definition Language [SDDL) synkas

If the zecurity dezcriptor iz left blank, after defining the policy setting in the
template, the policy zetting will not be enforced.

Security descriptar:

Edit Security...

DCOM Settings Version PE 5.20 Oktober 2009
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Working across Network Domains

2 Add group DPE User to user list in dialog.

Launch Permission

Securit[%imits |

Group or uger names:

[ 7] ]

m Administratars [SYIPDDE G\Administrators)

m Digtributed COM Uszers [SVYIPDDEGDigtributed COM Users]

m DPE User [SYIPDDEGADPE User)

m Evemone

Add.. |

Bemove |

Permizzions for DPE Uger Al

Deny

Local Launch
Remote Launch
Lozal Activation
Remaote Activation

2 Assign to DPE User group all permissions.

2 Confirm with OK (two times).

In case the solution should run across Network Domain boundaries the client
user account has to be known on the server machine. The options here:

1. Work with trusted Network Domains.

2. Create a Domain user with the same name/password combination in the

server domain.

3. Create a local user with the same name/password combination on the

server machine.

In case a DPE Client is connecting to a server across Network Domain
boundaries the same applies for the server process identity. It has to be

known on the client machine.

Another alternative is not to work with enabled Authentication. See chapter
Working with disabled DCOM Authentication.

DCOM Settings
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Working with disabled DCOM Authentication

First step for running DCOM with a disabled Authentication is to set the regis-
try value DisableAuthentication under
HKEY_LOCAL_MACHINE\SOFTWARE\DELMIA to 1 (Default is 0). The flag
has to be consistent on all server and client machines.

% Registry Editor

File Edit Mew Favorites Help

[ Clients || Mame Type Data ~

{1 Crystal DE':iSi_':'”s [ab](Default) REG_SZ  (value not set)
(3 Cygnus Solutions [B|DCoMALtherticationService  REG_SZ WINNT

g EE-IEMT ET] DisableAuthentication REG_SZ 1
-Taols . _
3 FullCircle v Ena!:u!ePackEtF‘rwac';.f REG_S2Z 0 =

When does it make sense to work with disabled Authenti-
cation?

2 Novell network. For further information have a look on the DCOM settings
for multiple clients on Novell networks without a Windows Domain Con-
troller chapter).

2 When solution is setup over multiple network domains that run not as
trusted domains. A disabled Authentication could provide in this case an
easier way to administrate security through whole the solution.

Server Settings

Configure the User Identity of the Server Processes

The process identity of the server process has to be set up in the same way
as with enabled DCOM Authentication. Have a look corresponding section
of the “Working with DCOM Authentication” chapter.

Permissions on Server Processes:

For connecting and accessing server processes by the client applications the
Launch and Access Permissions have to be set up. For this purpose the
DCOM Configuration Tool has to be started. See How to Launch DCOM con-
figuration Tool section. In order to know which server processes to setup
please look into section “Which server processes to customize?”

DCOM Settings Version PE 5.20 Oktober 2009
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Set Process Launch Permissions:
o Select Properties... on each server process.

S Select Customize and Edit to set Permissions. Exit the dialog with OK.

DPE EPGenericServices Properties

General Locatmn‘ Security |Endpoinls |dentity

Launch and Activation Permissions

" Use Default

Access Permissions

" Use Default

* Customize Edit

Configuration Permizzians

" Use Default

& Customize Edit

I ok H Cancel H Apply ]

S Assign Everyone Group all Permissions:

Security |

Group or user names:

!ﬁ Adminigtrators [PCS321DPS 32DEGADministrators]

WEIYONE

€7 INTERALTIVE
€7 SYSTEM
Add | Bemove |
Permizzions for Everyone Allowy Deny

Local Launch O
Femote Launch O
Local Activation O

O

Remate Activation

()8 I Cancel

DCOM Settings Version PE 5.20 Oktober 2009
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Set Process Access Permissions:

2 Select Properties... on each server process

2 Select Customize and Edit to set the Permissions. Exit the dialog with
OK.

DPE EPGenericServices Properties

General Locatmn‘ Security |Endpoinls |dentity

Launch and Activation Permissions

" Use Default

 Luslomize Edit...

Access Permissions

" Use Default

% Customize Edit...

Configuration Permissions

" Use Default

% Customize Edjt...

I ak. H Cancel ][ Apply ]

2 Assign Everyone Group all Permissions:

Security |

Group or uger names:

Add... | Remaove |
Permissions for Everyone Al Deny
Local Access O
Remate Access O

Ok I Cancel

DCOM Settings Version PE 5.20 Oktober 2009
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Windows Server 2003 (and newer) Policies add-ons

Configure Network Access Permission on machine level:

o Start Local Security settings. For further information’s have a look at the
chapter How to Launch Local Policies configuration.

© Navigate in the tree and select the Policy Network access: Let Every-
one permissions apply to anonymous users.

'iii Local Security Settings 10| x|

File  Action Yiew Help

- | Bm xEE @

P Security Settings Palicy _/ [ security 5e « |

@ Account Policies Microsoft network server: Digikally sign communications (i client agrees)  Disabled

E‘@ Local Policies Microsoft network server: Disconnect clients when logon hours expire Enabled
-8 Audit Policy Network access: Allow anonymous SIDIMame translation Disabled

. {3 User kights ASSITN | @8] Metwork access: Do not allaw anonymous enumerstion of SAM accounts  Enabled
8 Security Optiens Network access: Do not allow anonymous enumer ation of SAM accou,,,  Disabled

(1 Public key Pol|cres. Network access: Do not allow storage of credentials or (MET Passport...  Disabled
D Software Restriction F -

@ 1P Security Folicies on bwork acce: et Eve i one permissions apply to anomym SE Enabled
Network access: Mamed Pipes that can be accessed anonymously COMMAP,C
Network access: Remotely accessible reqistry paths SystemiiCu
Network access: Remotely accessible registry paths and sub-paths SyskemiiCu -
Lol ]y R 1 - ] . - 1 [T - 1 1
| | | k_r | 3|

o Start Properties Dialog by selecting Properties... in the context menu on
the selected item.

2 Enable Security setting by checking the radio button. Exit the dialog with
OK.

Network access: Let Everyone permissions apply to a... E”‘s__q

Local Security Setting |

=y

.4 Metwork access: Let Everyone parmissions apply to anonymols
al" USEIS

®iEnabied
(O Dizabled

QK l[ Carcel ][ Lpply

DCOM Settings Version PE 5.20 Oktober 2009



ASWGTKiRg with disabled DCOM Authentication

Page 18

Windows Server 2003 SP1 (and newer) Policies add-ons

Set DCOM Launch and Access Permissions on machine

level:

With the introduction of Windows Server 2003 SP1 also hew DCOM policies
have been introduced. These policies control on a machine level, which is al-
lowed to launch and access DCOM processes. For setting up these in an
adequate way please refer to the following steps.

=

chapter How to Launch Local Policies configuration.

strictions...

'fii Local Security Settings

File | Ackion  Wiew  Help

Start Local Security settings. For further informations have a look at the

Navigate in the tree and select the Policy DCOM: Machine Access Re-

=101 %]

- am X B @

@ Security Setkings

28 Account Policies
=08 Local Policies

O -8 Audit Palicy
-8 User Rights Assigr
{3 Security Options
(L Public ke Policies
#]-(L] Software Restrickion F
@ IP Security Paolicies on

Policy  #

| Security =

P.ccounts: Administrator account status

.C\ccounts: Guest account skatus

P.ccounts: Limit local account use of blank passwords ko console logon...
.C\ccounts: Renarne administrakor account

.C\ccounts: Rename guest account

P.udit: Audit the access of global system objects

.C\udit: Audit the use of Backup and Restare privilege

P.udit: Shut dovan swstem immediately if unable ko log secority audits

Enabled |
Disabled
Enabled
Adrninist
Guest
Disabled
Disabled
Disabled

1 Machine Acc 2estrickions in Security Descriptar Definition L. .. cH
[R¥DCOM: Machine Launch Restrictions in Security Descriotor Defintion L... 0:BAG:ET
1] | K 3
| | |
2 Start Access Permission Dialog by selecting Properties... in the context

menu on the selected item.

exit the dialog with OK.

Assign to Everyone and Anonymous Logon Group all Permissions and

DCOM Settings
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21

Security Limits |

Group or user names:

!ﬁ Distributed COM Users [PCS321DPS32DEGADistributed C...

!ﬁ Everyone
Add... | Bemove |
Permizzions for AMONYRMOLS
LOGOM Allow Deny
Local Access O
Femote Access O

Ok I Cancel |

Securty Limits |

Group or user names:

@ANDNYMDUS LOGON
@ Distributed COM Users (PC5321DPS32DE G Distributed C...

' Everyone
Add... | Bemove |
Permissions for Everyone Bllow Deny
Local Access O
Femote Access O

()8 I Cancel |

2 Navigate in the tree and select the Policy DCOM: Machine Launch Re-
strictions...

S Start Launch Permission Dialog by selecting Properties... in the con-
text menu on the selected item.

© Assign to Everyone Group all Permissions and exit the dialog with OK.

DCOM Settings Version PE 5.20 Oktober 2009
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Security Limits |

Group or user names:
!ﬁ Administrators [PCS 321DPS 32D EG \Administrators)
!ﬁ Distributed COM Users [PCS321DPS32DEG Distributed C...

‘ Everyone

Add... | Bemove |

PBermizzsions for E veryone Allowy Deny

Local Launch
Remate Launch
Local Activation

AEEAE
oooao

Remate Activation

oK I Cancel

DCOM Settings Version PE 5.20 Oktober 2009
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Client Settings

Windows XP SP2 Operation System add-ons

With the introduction of Windows XP SP2 also new DCOM policies have been
introduced. These policies control on a machine level, which is allowed to
launch and access DCOM processes. For setting up these in an adequate
way please refer to the following steps

=

chapter How to Launch Local Policies configuration.

strictions...

Start Local Security settings. For further information have a look at the

Navigate in the tree and select the Policy DCOM: Machine Access Re-

& Local Security Settings

B

|A
|

File  action Wiew Help
EX
@ Security Settings Policy | Security
+-([8 account _Pf:'lides Accounts: Adrministrator account skatus Enabled
T | fccounts: Guest account status isabled —
18 Local Policies ot ts: Guest b stak Disabled
+ % Audic P_D:':y ) Accounts: Lirik local account use of blank passwords to console logon only Enabled
T ) I;Iser Btlg C:s:uss@nl Accounts: Rename administrator account Adminisk
+ [:l Publice;:n :D"gelsnns Accounts: Rename guest account Guesk
=23 SDFtwareyRestrictiDn P Audit: Audit the access of global sywstem objects Disabled
+ ‘g 1P Security Policies on L Audit: Audit the use of Backup and Restore privilege . Disabled
1 audits

down system i diately if unable ta lag securi

DCOM: Machine Launch Restriction
[#¥lDevices: Allaw undack withaut havina to laa on

vescriptor Definition Language (SDDL) synkax
in Security Descripkor Definition Language (SDOLY synkax

Disabled
CnEAGHH
CnBAGIE
Enabled

menu on the selected item.

leave the dialog

Access Permission

Security Limits |

Access Permission

Security Limits |

Start Access Permission Dialog by selecting Properties... in the context

Assign to Everyone and Anonymous Logon Group all Permissions and
with OK.

Group or uger names:

ﬁ AMONYMOUS LOGOM

!ﬁ Ewveryone

Group or user names:

ﬂEANDNYMDUS LOGON

ﬁ Everyone

Permissions for ANOMNYMOUS

LOGOM Allow Deny Pemnissions for Evernone Aillowy Deny
Local Access O Local Access O
Remate Access L} Remote Access O
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Navigate in the tree and select the Policy DCOM: Machine Launch Re-

strictions...

Start Launch Permission Dialog by selecting Properties... in the context menu on

the selected item.

Assign to Everyone Group all Permissions and leave the dialog with OK.

Launch Permission

Security Limits |

Group or uger names:

ﬁi Administratars [PCACIDE GM\Administrators)

ﬁ Everyone

Permizsions for Everyone Allow Deny

Local Launch
Remote Launch
Local Activation

EEEE
oogoo

Remote Activation
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Working with DCOM encryption

By default, DCOM communication is not encrypted and sensitive data may be
visible to non-privileged entities, i.e. when communication is routed through
public or wireless networks. Therefore, DCOM allows configuring marshalling
to be encrypted.

For running DCOM with encryption, an enabled DCOM Authentication is man-
datory. In order to run DCOM with encryption all steps explained in the chapter
Working with enabled DCOM Authentication have to be fulfilled. Furthermore
the registry value “EnablePacketPrivacy” under
“HKEY_LOCAL_MACHINE\SOFTWARE\DELMIA” has to be set to “1” (Default
is 0).

£ Registry Editor

File Edit View Favorites Help
(1 Clients | Mame Type Data b
(3 Crystal Decisions ab]iDefault) REG_SZ  {walue naot set)
(3 Cygrus Solutions || [*Blocomadthenticationservice  REG_SZ WINNT
3 DELMLA Disable.ﬂuthenticatiun REG_SZ 0 |
G D-Tooks (G —— REG.SZ 1
[ FullCircle = b

In order to encrypt security relevant data it is mandatory to modify the server
side “EnablePacketPrivacy” value. The change of this value on the client side
is not needed.

As encryption algorithm RC4 with a key length of 128bit (supported by OS till
Windows 2000 service pack 2 and newer) is used. This encryption algorithm is
provided by the DCOM Authentication Service “NTLMSSP”.
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Which server processes to customize?

The decision which server processes to setup depends from different aspects:
S The following process have always to be customized:

1. DPE PPRServer

2. DPE Server Tools

2 On a Master server additionally the following processes have to be cus-
tomized:

1. DPE Pooling Server

2. DPE Lock Manager

3. DPE Update Manager

2 When working with DPM clients the DPE EPGenericServices process
has to be customized on Slave and Master.

S  When working with SSO (Single Sign On) the DPE EPSSOService
process has to be customized on Slave and Master.

2 When working with enabled P&O Logging or Logging of Access to Ex-
port controlled data additionally the DPE EPLogger process has to be
customized (customer is free to decide where to run, on the Master only,
on all server machines or ...).
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Assign local administrator rights to a user

On server machine select Start / Control Panel from the Windows taskbar.
Start Administrative Tools in Control Panel view or menu.

Start Computer Management in Administrative Tools view.

O 0o o0 0

Select System Tools for managing ‘Local Users and Groups’.

E Computer Management

Q File  Action Mew Window  Help
= | Bm| 2|

Q Computer Management {Local)
Elﬁg Systern Tools

-] Eventt Wiswer

; Shared Folders

Local Users and Groups

Lo m Device Manager

2 Add Domain User here DPE Admin to group of ‘Administrators’ on server
machine

Administrators Properties ﬂ E |

General I

g Adminiztrators

Dezcription: mplete and unresticted access bo the computer/damain

tembers: R

Administrator
3 DPE Admin
€7 DS\ADMLCLDEG
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On Windows XP and Windows Server 2003

How to Launch DCOM configuration Tool

On Windows XP and Windows Server 2003

O 0o O o0

Select Start / Control Panel from the Windows taskbar.
Start Administrative Tools in Control Panel view or menu.

Start Component Services in Administrative Tools view.

The Component Services window appears. Navigate through the Com-
ponent Services tree as shown by the following picture. (When selecting
the DCOM Config item confirmation dialog boxes may be displayed, ask-
ing you to accept some key numbers. Accept the numbers by selecting
Yes in these dialog boxes).

i%> Component Services

File:

Action  View  Window  Help == J
B = 2% ]
1IC3 Console Rook DCOM Config 177 object(s)

= @ Component Services
= D Computers
= g My Computer
+-[L comM4+ applications
+)-423] DCOM Config

Mame

% DPE EPLogger
By LPE EPSS0Service
@DPE Lock Manager

Froperties

+)-[]] Distributed Transaction C DLTHRnArEaT
4[] Rurring Processes % DPE PonlingServer {49EB49BC-26EF -4FC
¥ Ewent Wiewer (Local) &DPE PPRSerwver JC4EFE696-530E-1 107
+ @ Services (Local) &DPE Server Tools {28520ECF-EBAD-441
@DPE Update Manager JC33196A1-ZFAD-110 »
£ RIS >
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On Windows 2000

On Windows 2000

Select Start / Run from the Windows taskbar.

Enter the command "DCOMCNFG" in the Run dialog box, and click OK to
launch the program (When DCOMCNFG is launched it may display a
confirmation dialog box asking you to accept some key numbers. Accept
the numbers by selecting Yes in these dialog boxes).

0 0

2 The Distributed COM Configuration Properties dialog box appears:

Distributed COM Configuration Properkties 2lx|
Applications || Default Propertiesl DefauItSec:urityl Drefault Protocolsl

Applications:

CPE EPGenericServices d
DPE EPLogger

CPE EPS505ervice

DFE Lock Manager

DFE PoolingServer
DPE PPRServer J

DPE Server Tools
DFE Update Manager
Ewent Object Change
HTML Application

115 Admin Crypto Estenzion

115 &dmin Service

115 WAMREG admin Service

iisctl

Image Document

ImpartExportCGR . XCGRZCache

InztallShield InstallDriver [1]

InztallShield InstallDriver [2]

Internet Explorer(ver 1.0] LI

Froperties... |

ok I Cancel Apply
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On Windows 2000

How to Launch Local Policies configuration

O 0 00

Select Start / Control Panel from the Windows taskbar.
Start Administrative Tools in Control Panel view or menu.
Start Local Security Policies in Administrative Tools view.

The Local Security Policies window appears. Navigate through the Com-
ponent Services tree as shown by the following picture.

& Local Security Settings

File Action Miew Help

i B 2

@ Security Settings | Mame

+- & Account Policies (28 audit Policy

= m Local F'|:||i|IiE=S @USBI’ Rights Assignment
* @ Audit Policy [ESEcurity Opkions

+- 8 User Rights As:
(& security Optior
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How to enable DCOM?

By default, as shipped by Microsoft, DCOM is enabled on OS platforms. To
enable DCOM on the OS the followings steps have to be performed:

2 Launch the DCOM configuration Tool. See How to Launch DCOM confi-

guration Tool section.

Windows 2000

S On Windows 2000 you are now in the right dialog.

Windows XP/ Windows Server 2003

=

7] Console oot
= @ Component Services

-] Computers

SR {1y Comppims
= D oM Stop M5 DTC
+-C0COl  Refresh all components
+|-[ ] Diiskri

[ Runp  Yiew
Ewent Viewer (Lg  Mew Window from Here
Services (Local)

Properties

Help

On Windows XP/ Windows Server 2003 you have to navigate in the tree
to My Computer item and select Properties...

S Select the Default Properties tab and check if DCOM is enabled.

Distributed COM Configuration Properties

Applications| Default Properties DefauItSecurityI DefaultProtocoIsI

I [+ Enable Distributed COM on this compuiter I

™ Enable COM Intermet Services on thiz computer
— Default Distributed COM communication properties
The Authentication Lewvel specifies security at the packet level.

Drefault Authentication Level:

Connect j

The Imperzonation Level specifies whether applications can
determine who is calling them, and whether the application can do
operations using the client's identity.

Drefault Impersonation Level:
|1dertity =l

[~ Provide additional security for reference tracking

QK. I Cancel Lol
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How to disable Windows Firewall?

Customize Windows Firewall

An enabled Windows Firewall prevents by default the start of incoming con-
nections. In the context of the DPE client an enabled Windows Firewall means
customization effort is required. Otherwise the callbacks (First chapter) used
by the solution will not work properly and Error messages rights after the Login
appear.

For setting up a DPM client this section can be skipped. The DPM client works
without callbacks therefore no customization effort is required here.

How to disable Windows Firewall?

< Select Start/ Control Panel from the Windows taskbar.

< Start Windows Firewall in Control Panel view or menu.

aTaskbar and Start Menu Customize the Start Menu and the t...
ﬂUser Accounts Change user account setkings and p...
- windows Firewal Configure the Windows Firewall

228 wireless Netwark Setup Wizard Set up or add ko a wireless netwark: | .

o Select Off in General Page in Windows Firewall Properties Dialog

%= Windows Firewall

General Exceptions | Advanced|

oz Firewal

Windows Firewall helps protect pour computer by preventing unauthorized users
from gaining access to wour computer through the Intemet or a netwaork,

@ (O On [recommended)

Thiz getting blocks all outzide sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

Select thiz when you connect to public networks in less secure
| lozations, such as airports. r'ou will not be notified when Windows
| Firewall blocks programs. Selections on the Exceptions tab wil be

| ignared.

@ () 0K [not recommended)

Ayoid uging thiz zetting. Turning off Windows Firewall may make thiz
computer more vulnerable to viruzes and intruders.

Windows Firewall iz uzing wour domain settings. %

what else should | know about Windows Firewall?
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Enable DPE Client to run on Windows XP SP2 with an en-
abled Windows Firewall

< Select Start / Control Panel from the Windows taskbar.

< Start Windows Firewall in Control Panel view or menu.

aTaskbar and Stark Menu
ﬂl_lser Accounks

= Windows Firewsall

2 wireless Metwork, Setup Wizard

Cuskomize the Start Menu and the t...
Change user account setkings and p...
Configure the Windows Firewall

Set up or add ko a wireless netwarl: | ..

S Select On (recommended) in General Page in Windows Firewall Proper-

ties Dialog

- = N
= Windows Firewall

General |Excepti0ns Advanced

i}

9o

[JDon't allow exceptions

ignored.

@ () OFf [not recommended)

Windows Firewall iz uzing your domain gettings.

hat else should | khow about “Windoves Firswall?

iz helping to protect pour PC

Windows Firewall helps pratect your computer by preventing unauthorized users
fram gaining access to your computer through the Intemet or a network.

This zetting blocks all outside sources fram connecting ta this
computer, with the exception of thoze selected on the Exceptions tab.

Select thiz when you connect ta public netwarksz in less secure
locations, such as airports. You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be

Avoid using thiz setting. Turming off Windows Firewall may make this
computer more vulherable to viruses and intruders.

[

(u] l [ Cancel
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i

O 0 0 0o

Press button Add Port...
Enter as port name: DCOM.
Enter as port number: 135.

Select TCP protocol and confirm with OK.

e q
= Windows Firewall

General | Exceptions | Advanced

“Windows Firewallis blocking incoming network. connections, except for the
programs and services selected below, Adding exceptions alows some programs
to work, better but might increase wour security risk.

Programs and Services:

Narne

& and Printer Sharing

rocess Engineer
Remote Assistance
[ Remate Desktop
O UPAP Framewark.

| Vg
[addFrogam.. | [ addPor.Se[ Edr. | Delete

Display a notification when 'windows Firewal blocks a program

‘what are the risks of allowing exceptions?

Add a Port A X

Usze these settings to open a port through Windows Firewall. To find the port
number and pratocal, consult the documentation for the program or service you
want to uze.

&
Marme: |DED"“'I LK - |

"

e
Fort rumber: |135 &fl |
® TCPMO oF

What are the risks of opening & port?

o] Cooes

Go to page Exceptions and press Button ‘Add Program...” and select

Process Engineer [DPFFrame.exe] in list of programs.

Confirm with OK.

NOTE: If you want to use DPE Balancing application; add also EPBalancing.exe
in exceptions list.
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Windows Firewall

| Benerall Exceptions |Advanced|

‘Windows Firewall is blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work, better but might increase vour security risk,

Programe and Services:

Narne:

emote Assistance
[ Remote Deskiop
O UPrP Framewark b

S

[ Add ngram&[ Add Part ] [ Edit. Delete

Display a notification when Windows Firewall blocks & program

What are the risks of allowing exceptions?

Add a Program [X

To allow communications with a program by adding it to the Exceptions list,
zelect the program, or click Erowse to search for one that is not listed.

Frograms:

‘ Intermet Spades

"QE Microzoft ODBC Administrator
a Mineswesper

W M5M Explarer

i@ OfficeS can Client

Iﬁ Outlook Express

>

% Remove 2020
3 Run wL Z

Path: |D:\DELM|A\PPHc|ient\pmgram\bin\0rl'>n¥ram [ Browse... ]

ot o]

Programs and Services:

Process Engineer
|wl Remote Aszstance
[ Remate Desktop
[ UPHP Framewark

2 Please confirm that DCOM and Process Engineer is set to true in list of
exceptions

DCOM Settings

Version PE 5.20

Oktober 2009



Customize Windows Firewall

Enable Server Processes to run on Windows Server 2003 SP1 with an
enabled Windows Firewall

Page 34

Enable Server Processes to run on Windows Server 2003
SP1 with an enabled Windows Firewall

For the setup of the Server Processes on Windows Server 2003 SP1 with en-
able Windows Firewall the same steps are required, as for the DPE client on a
Windows XP SP2 with enable Windows Firewall. The only difference is, in-
stead of customizing exceptions for Process Engineer and the Balancing

module you have to customize exceptions for the server process.

For which server processes you need to configure exceptions, please refer to
chapter Which server processes to customize?

Example DPE PPRServer (...\PPRServer\program\bin\IPDServer.exe)

Installation paths for the remaining server process:

Add a Program El

To allow communications with a program by adding it to the Exceptions list,
zelect the program, or click Browse to search for one that iz not listed.

Programs:

W Hearts ”~
@f Help *Warkshop

[ Hame

i@ Intemet Backgamman

@ Intermet Checkers

& Internet Explorer

WP Intemet Hearts

(’ Internet Fieversi

4‘ Internet Spades

7 Intetviden WinDvD

E IPDServerexe “w

Path: | “delmiaspprserversprogramsbintlPDServer exe

T

DPE Server Tools (...\PPRServer\program\bin\epservertools.exe)

DPE Pooling Server (...\PPRServer\program\bin\eppoolingserver.exe)

DPE Lock Manager (...\PPRServer\program\bin\LockMng.exe)

DPE Update Manager (...\PPRServer\program\bin\UpdateMng.exe)

DPE EPGenericServices

(...\PPRServer\program\bin\epgenericservices.exe)

DPE EPLogger (...\PPRServer\program\bin\EPLogger.exe)

DPE EPSSOService (not used remote, no customization required)

ml NOTE: Don't forget setup the exception for the port 135 (see chapter before)
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Enable Server Processes to run on Windows Server 2003 SP1 with an enabled Windows
Firewall

Checklist for connection problems

The settings explained here in this section are shipped by Microsoft by default
in a way which allows our solution to work. This is the reason, why they ha-
ven't been mentioned in the previous chapters.

Prerequisites are:

2> DCOM has to be enabled on Client and Server side (By default it is
enabled).

<2 With Windows XP SP2, Windows Server 2003 SP1 and Windows Server
2003 64 Bit a Windows Firewall is shipped with the OS. The standard for
Windows XP SP2, when it is installed, is an enabled Firewall. For the oth-
er mentioned OS it is disabled. Our solution is by default not able to run
over Firewall. Therefore you have two options disable the Firewall or
Customize the Firewall to run with the solution.

S The computer has to be accessible from network (The setting need to be
fulfilled for server machines always, for client machines in case DPE
client is running on)

& Local Security Settings

B=1E3

File Ackion \Miew Help

& B E 2

@ Security Settings o Folicy Security Setkin
+-[C& Account Policies e o —
-8 Local P':'_"':ies_ .ﬁ.ct as part of the operating system dbzadmin

+ % Audit ED:;EY ) — F'.u:h:l workstations to domain

* 8 ;Iser Tg és:ussmnmn .ﬁ.djust memory quokas for a process LOCAL SERYTC

ECuri ions :

L z.-.nfalm- v .ﬁ.llcuw logon through Terminal Services Administrakors w
L | > < | »

This setting has to be consistent with the Deny access to this compute from
network setting:

¥ Local Security Settings |Z| |E| E'

File Ackion  Wiew  Help

& B E 2

@ Security Setkings # | | Policy Security Setkin <
+-[C& Account Policies &%) Debug programs administrators
=& Local Palicies v access bo this computer From the network  SUPPORT_3ao
+- (18 Audit Eulicy . — Deny logon as a batch job
* % ;I::Lr??hot;t?;;;gnml Deny logon as a service
e DBl P bl b Deny logon locally SUPPORT 388 »
L | > < | »
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Enable Server Processes to run on Windows Server 2003 SP1 with an enabled Windows

Firewall

2 The user identity under which the server processes run has to have right
to Log on as a batch job (By default, when the identity of the first
process is set in the DCOM configuration, the user is added to list of us-

ers that have this right)

& Local Security Settings

File Action  Yew Help
& E%
@ Security Setkings b Policy Security Sekting =
+- (& Account _PF'liCiES Impersu:unate aclient after aut,.,  ASPNET, Administratar, &dr
-8 Local P':'_l":'es_ 28] Increase scheduling priority adrmiristratars
+- (8 Audt Policy Lu:uau:l and unload device drivers  Administrators —

+-[J8 User Rights Assignr

[[& Security Options
1. [770 Dniklie ¥au Dalicize

Lu:n:k pages in memary
og on as a batch job

This setting has to be consistent with the Deny log on as

& Local Security Settings

File  Action  Yiew Help
& E%

@ Security Settings .

Policy

Security Setking

+-[_& Account Policies
-1-[J& Local Policies
+- & audit Policy 4
+- [ User Rights Assignm
@ Security Oplions
10770 O klic Vs DAliciae

Den';.f access bo khis computer £,

¢Deny lngon as a batch job
Den';.f logon as a service
Den';.f lagon lacally
Den';.-' logon through Terminal 5...
£ I

SUPPORT _383945a0, Guest

SUPPORT_388945a0,%5-1-5-2
ASPMET

2

W
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DCOM settings for multiple clients on Novell
networks without a Windows Domain Controller

Since there is no domain when working in a Novell environment, there is no
domain user available. In this case, a local user on the PPR server must be
authorized to launch DCOM processes.

= Inthis case, the user for DCOM identity stays the same.

=  On the clients, this user must be created. This means that if a local user
"DELMIA_DCOM" (for example) is used for DCOM identity on the server,
a user "DELMIA_DCOM" must be created with the same password on
each PPRClient.

This solution is possible in Windows domains if there is no domain user avail-
able. For example:
= username: dpeb

=  password: dpeb

In a Novell network without a Windows Domain, the user dpe5 (in this exam-
ple) must exist on the server machine as a local user with administrator privi-
leges and on all clients as a local user with the same password as on the
server.

Distributed COM Configuration Properties

Applications | Drefault F'ru:upertiesl DefauItSecurit_l,ll Drefault F'r-:utu:u:u:ulsl

Applications:
DPE Lock banager -

DFE Rights Adrministrator

DPE Server Tools

DPE Update Manager

Diuring APE tests, logz event and ermar recards far later retrieyal.
Event Object Change

Fulfillz: APE Service Requests, delegated by the AEQueuehd gr.
Heftpufr.&pplication

HMSYHCH . Application

HoztE splorer

HTML Application

Hurmmingbird *veeT erm Program +6.1.0.0

Image Dacument

|nztantiated by AEManager on the zerver machine, zo that multiple AE b
Internet Exploreyer 1.0]

Java Classz: Joonfigdéuctives

Java/COM Local Server Surogate

logagent ;I

Properties... |

0k, I Cancel e[
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DPE PPRServer Properties ﬂ |

Generall Lu:u:atiu:unl Securty  [dentity | Enu:lpu:uintsl

YWhich user account do pou want to use ta run this application’?

i~ The interactive uzer

i~ The launching user

i This user;

I zer:

Pazzward:

Confirm Pazsword:

) Tihe System desaunt [serices anll]

lacalbioztydpes

Browse. .. |

BT

BT

Cancel

o |

&pply

2 Onthe client machines, the user dpe5 with password dpe5 must also be

created:

E Computer Managemenk

J Action  Yiew |J¢' -’||||§

Si[=]E3

Tree I

@ Computer Management {Local)

=] m System Tools

[]--@ Event Yiewer

[]---% System Information

[]---ﬁ Performance Logs and Alerts
-G Shared Falders

_.%, Device Manager

[=-#5 Local Users and Groups

EI@ Skorage

----- (2 Disk Management:

----- &*. Disk Defragmenter
=) Logical Drives

[]--@ Remavable Storage
EI--& Services and Applications

Marne | Full Mame | Description
gndministrator Built-in account For adrminiskerin
Guesk Built-in account Far guest acce:
New User ﬂ E
User name: IdDE5
Full name: DELMI4 DCOM
Description: [ User for DELMLA DCOM
Password: Ixm
Confirm password: Ixm

I | Wser must change: passyord at nest (ogon

sword

Create I Cloge |

4] | |
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Authentication

Authentication

For authentication from server to client, an additional policy for accessing the
client must also be set.

On Windows, select
User management / Policy / User Rights / Access this computer

from network / Add / user "dpe5’ (the DCOM identity user):

Uszer Rightz Policy

L amair: EE_TEST ok
Right: I.-’-'-.u:u:ess this cornputer fram netwaork, j Cancel
Grant To: Help

Hemoyve

N,

[T Show Advanced Uzer Rights

Uszer Hights Paolicy |
Dramain; ES TEST ] |
Right: I.-’-'-.u:u:ess thiz computer from netwark, x| _ Cancel |
Grant To Help |

dpeh [DPES DCOM uzer)

Bemove |

[T Show Advanced Uzer Rights

m Note that the dpe5 username and password are only used as examples in the
scenario above. Any name may be used; however it is important to use the same
username and password for the client, server and DCOM-identity on the server.
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General

DCOM HTTP Tunneling

General

In order to use DCOM HTTP Tunneling several installation requirements to ac-
tivate MS CIS (COM Internet Services) and RPC over HTTP must be followed
(details see section setup and client and server machine configuration below).

The new connection modus has to work using the COM garbage collector.
Connecting a client has to receive an interface to a connection object, as long
as the connection object exists the connection is valid. As soon as the connec-
tion object is destroyed, either by release from the client or by the COM Gar-
bage Collector, the connection object has to kick of the normal server deregis-
ter mechanism.

DCOM HTTP-Tunneling can only be used for client-server connections. Con-
nections between server processes on several machines (DPE Master/Slave)
cannot be tunneled. Considering this scope a firewall protection allowing only
traffic on HTTP port 80 can only be installed between client and server. If a
firewall has to be placed between several server machines it must allow all
DCOM port traffic. Respecting security requirements the location of several
server machines within the company network should be choose carefully.

Using HTTP-Tunneling has an impact on the DPE system performance de-
pending on the kind of data transferred over the client server connection and
the network latency time and bandwidth.

Functional changes Server:
For the new connection modus additional points have to be ensured:

2 Disable the periodical check of the server to ensure if client is still alive.

< Disable the server termination notification mechanism. The server notifies
client about the server termination or the termination done via the Server-
Tools.

2 Disable the HasCommitToBeDone mechanism. Server notifies client
about to change status of the Save button (disabling and enabling Save
button).

Functional changes Client:

2 Inthe EPIPDClient module provide a possibility to connect to server using
the new connection modus.

o Disable registration of server callback in the UpdateDispatcher module.
< Disable registration of update callback in the ConfigfactoryCache module.

In generally this means that as long as clients are connected to the sys-
tem no changes to customization data are allowed.
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General

Clients that use COM HTTP Tunneling don’t receive
= Update messages.

= Notifications about the termination of server.

* Notifications about the termination of their transactions via ServerTool.
= No com objects created on client side can’t be passed to the server.

=  The Auto relation asynchrony callback mechanism can't be used.

= |f the client is remotely terminated from the ServerTools-Client, it does not
receive a confirmation message after disconnecting from the PPR server.
The PPR client will only recognize the disconnection status if the user
tries to fetch data which are still not cached on clients side or if calling
other server functions directly. In this case the client will display an error
message indicating an invalid transaction.

Functional changes ServerTools-Client:

The ServerTools-Client can be switched to a callbackless connection mode by
registry:

Key: HKEY_LOCAL_MACHINE\SOFTWARE\Delmia\EPServerToolsUI
entry: connectionmode

value:

0 — using callbacks for a non-tunneled server connection

1 — callbackless server connection supporting HTTP-Tunneling

Restrictions for connectionmode = 1;

U The ServerTools-Client does not support the interactive client termination,
instead the immediate termination of the server connection is proceeded.
ServerPool and Machine nodes in the navigator tree are not updated au-
tomatically.

U A lower updating frequency for the server process view and the load in-
dex view is used:

low: 6 sec.
normal: 3 sec.
high: 1 sec.

The ServerTools-Client does not support the interactive client termination, in-
stead the immediate termination of the server connection is proceeded

ServerPool and machine nodes in the navigator tree are not updated automat-
ically

Lower updating frequency for the server process view and the load index view
The Process Monitor view and the PoolingServer LoadMonitor view are re-

freshed only in the active window — to actualize data in inactive views
these windows must be set as foreground window first.
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Setup

Setup

If DCOM-HTTP Tunneling should be used for a client server connection, the
following system requirements must be fulfilled:

System requirements

Client machine:
] Windows2000 Workstation

Server machine:

=  Windows2000 Server

= [IS 5.0 (Internet Information Server)
= RPC-Proxy installed

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dndcom/html/cis.asp

Consider installation and configuration of system internet components (MS In-
ternet Explorer) may affect proceeding of HTTP tunneled DCOM RPC calls:

Known influences are:

=  Proxy Server for Internet Explorer (security and server domain name res-
olution)

=  Configuration of the Default Webpage in IIS

=  PPC-Proxy configuration in IIS (access permissions)

Client and Server machine configuration:

The DCOM HTTP-Tunneling is supported by Windows 2000 and must be acti-
vated on each client and server machine. To activate the Tunneling communi-
cation protocol the DCOM configuration tool dcomcnfg.exe is used. After
opening dcomcnfg.exe in the property tab ‘standard protocols’ the DCOM pro-
tocol ‘Tunneling TCP/IP’ must be added. The protocol order is different for a
client and a server machine:

Protocol order client machine:
»  Tunneling TCP/IP

] Connection oriented TCP/IP

=  Other protocols

Protocol order server machine:
] Connection oriented TCP/IP

=  Tunneling TCP/IP

=  Other protocols
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For a server machine the Tunneling protocol must be listed below the TCP/IP
protocol because communication between server processes does not support
Tunneling. The communication protocol will be selected by the first protocol
match for the communication partners.

In the dcomenfg property tab ‘standard properties’ the check box:

Activate COM Internet services on this computer:
S Must be enabled.

S  After setting up the DCOM protocols the system must be rebooted.
More information about the DCOM Tunneling configuration:

Client machine:
http://support.microsoft.com/default.aspx?scid=kb;en-us;265340
Server: machine:

http://support.microsoft.com/default.aspx?scid=kb;EN-US;282261

The DCOM standard protocol setup is effective for all DCOM components of
the machine. Setting up the machine standard protocol list is the only valid
configuration for client and server machines.

Client specific system configuration:

= |f using a Proxy Server (Internet configuration), it must be configured to
allow HTTP connect on port 80 without authentication.

= To establish a http tunneled server connection, the client must be able to
resolve the server domain. The server domain name resolution can be
provided by a domain name server or can be registered in the Windows
system32 HOST file. The name resolution can be checked by typing
<server_machine>.<domain>

= Inthe MS Internet Explorer — the server default web page should be dis-
played. Consider the proxy server configuration for the availability of the
server domain resolution.

Server specific system configuration:

S The connection timeout in the 1IS Default Webpage must be specified
high enough to cover the actual network availability (minimum 300 sec.).

2 The RPC-Proxy must be listed as ISAPI-Filter for the server machine in
the IIS (configured by the Windows2000 COM Internet Services Proxy in-
stallation of Networking Services).

2 The DCOM security settings for the DPE server processes remain valid if
DCOM Tunneling is used and must be set equally for all server processes
as described in the DPE DCOM security configuration.
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Example

A WAN with a firewall has to be simulated or installed to test the new connec-
tion scenario. Also a V5 client has to be provided that uses the new method.

To test the HTTP tunneled client server connection, the firewall placed be-
tween client and server has only to allow traffic on port 80. It is not possible to
install a firewall between several server machines — the inter-server communi-
cation cannot be tunneled. If a firewall must be installed between two server
machines the normal DCOM traffic must be allowed. The V5 client should
load, save and do all operation that normally works.

To prepare the Test DCOM HTTP Tunneling must be activated on all client
and server machines. Tunneling must be activated on the Windows system
and additionally the E5 client installation must be switched for Tunneling
usage.

To check if the RPC-Proxy is installed in the server machine, in the 1IS con-
sole (Windows administration -> Internet Information Services) within the
standard web page entry, a node RPC must be displayed with an entry
rpcproxy.dil.

From the client machine, the default web page of the IIS on the server must be
accessible - to check server access open the Internet Explorer on the client
and enter:

=  <server_name>.<server_domain>
= (replace <...> with the names)

= the default webpage (e.g. 'under construction') should be displayed.

1) Enable DCOM Tunneling mode in the PPR client installation by setting
the registry entry 'connectionmode'

= HKEY_LOCAL_MACHINE\SOFTWARE\Delmia\ergoplan\
connectionmode = 1

] HKEY_LOCAL_MACHINE\SOFTWARE\Delmia\EPServerToolsUI\
connectionmode = 1

DCOM Settings

Version PE 5.20 Oktober 2009



DCOM HTTP Tunneling Page 45

Setup

2) Enable Windows DCOM Tunneling protocol on the server machine:

2 open dcomcnfg.exe on the server machine

9 select standard protocol tab:

Distributed COM Configuration Properties i el 4
Applications I Default Properties | Default Secunity - Default Pratocols I

DCOM Protocols:

% Connection-oriented TCP/P
9 Tunneling TCPAAP
W Connection-oriented 5P

%~ Connection-oriented NetBEL

W Connection-oriented Methios over [P
W Datagram UDPAP

W Diatagram [P

Add Bemove | bove upl kave Dawn Properties. ..

Dezcription

The =&t af netwark. protocalz available to DCOM on this machine. The
ordering of the protocolz reflects the priority in which they will be uzed,
with the top protocol having first pricriby.

1] I Cancel Apply

S Add the protocol 'Tunneling TCP/IP'

S Move the Tunneling protocol on second position after ‘Connection
oriented TCP/IP'
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Select Default Properties tab:

Distributed COM Configuration Properties

ipplications  Default Properties | D efault Security I Diefault Protocals I

¥ Enable Distributed COM an this computer

¥ Enable COM Internet Services on this computer

— Default Digtributed COM communication properties

The Aduthentication Level specifies security at the packet level,

Default Authentization Level:

Connect j

The Imperzsonation Level specifies whether applicationz can
determing who iz calling them, and whether the application can do
operations uzing the client's identity,

Default Imperzonation Lewvel:

I Imperzonate j

[T Provide addiional security far reference racking

] 4 I Cancel Apply

2 Enable checkbox 'Activate COM Internet Services on this computer'

=

Reboot the server machine

More information in: http://support.microsoft.com/default.aspx?scid=kb;EN-

UsS;282261
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3) Enable Windows DCOM Tunneling protocol on the client machine:

2 Open dcomcenfg.exe on the client machine

2 Select standard protocol tab:

Distributed COM Configuration Properties ] el 4

.ﬁ.pplicatinnsl Default Properties | Default Secunity - Default Pratocols I

DCOM Protocols:

Add Bemove | f e upl fd e Dawn Properties. ..

Dezcription

The =&t af netwark. protocalz available to DCOM on this machine. The
ordering of the protocolz reflects the priority in which they will be uzed,
with the top protocol having first pricriby.

1] I Cancel Apply

S Add the protocol 'Tunneling TCP/IP'
S Move the Tunneling protocol on top position

2 To be sure that no other protocol is used on the client for the test, remove
all other protocols
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Select Default Properties tab:

Distributed COM Configuration Properties

ipplications  Default Properties | D efault Security I Diefault Protocals I

¥ Enable Distributed COM an this computer

¥ Enable COM Internet Services on this computer

— Default Digtributed COM communication properties

The Aduthentication Level specifies security at the packet level,

Default Authentization Level:

Connect j

The Imperzsonation Level specifies whether applicationz can
determing who iz calling them, and whether the application can do
operations uzing the client's identity,

Default Imperzonation Lewvel:

I Imperzonate j

[T Provide addiional security far reference racking

] 4 I Cancel Apply

2 Enable checkbox 'Activate COM Internet Services on this computer'

=

Reboot the client machine

More information in
http://support.microsoft.com/default.aspx?scid=kb;en-us; 265340

Additional a robustness test has to be done. The following issues have to be
evaluated:

How does the Garbage Collector of COM work?

How robust is the network connection? Is it very sensitive or does the IIS han-

dle Communication problems?
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